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Preface

Revision History

1.2 Updated release of document for release 2023.1.0 FP2 February 2024
1.1 Updated release of document for release 2023.1.0 FP1 November 2023
1.0 Initial release of document for Release 2023.1.0 September 2023

About the Automation Guides

This section includes the following guides that give you an overview of the functionalities offered in the

Automation module:

» Automation User Guide

» Automation API Guide

» Automation Troubleshooting Guide
» Service Catalog User Guide

Audience

This guide is useful for experienced users with reasonable programming experience (Python), trying
to enhance their skills with automating network tasks. You can use AppViewX pre-built workflow tasks,
commands, API, SDK to automate across the L2-L7 layer, such as automate load balancers, DNS, WAF,

PKI, switches, routers, and other network elements.

Text Conventions

The following text conventions are used in this document:

Convention Description

boldface Boldface type indicates graphical user interface elements associated with

an action, or terms defined in the text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for which

you supply particular values.

Copyright © 2023 AppViewX, Inc. All Rights Reserved. 11



Convention Description

codeblock Indicates commands with a paragraph, URLSs, codes in examples, text that

appears on the screen, or text that you enter.

{\E Indicates a feature available only in the on-premise deployments of
AppViewX.
C\B Indicates a feature available only in the SaaS deployments of AppViewX.
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Chapter 1. Automation User Guide

Welcome to the complete guide to getting started with Automation. Learn how to use workflows for
Network Service Orchestration and Automation with AppViewX modules, including working with inventory,
connecting tasks and apps, and designing workflows to automate repetitive tasks and solutions.

* Module Overview

* Prerequisites

* Getting Started with Automation

« Configuring Role Based Access Control

* Getting Started with Prebuilt Workflow Tasks
» Workflow Studio

» Workflow Tasks

« Service Requests

» Automation and Service Catalog

Module Overview

AppViewX’s Automation module is a hybrid cloud automation and orchestration platform that allows for

simple and complex network automation within your infrastructure.

The module supports a wide range of device types, vendors, actions and integrations, in order to help
you manage and automate your entire network with a unified automation and orchestration platform. Its
primary interface is through both the Web GUI interface and a HTTP Restful API. A developer would use
this API for programmatic access.

AppViewX’s Automation module offers:

* Hybrid/Multi-cloud network orchestration and automation

» Single service platform with self-servicing Automation and API orchestration

» Workflow Orchestration of system of records (SOR) across diverse application and infrastructure
domains

» DevOps, GITOps automation.
Solutions

» Automate Application delivery and security (LB, DNS, WAF) services

» Automate Certificate Lifecycle Management (CLM)
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Automation User Guide

» Automate Network Firewall changes

» Automate Cloud services

« Routers/switch automation

 Continuous compliance Automation

» Automate Vulnerability Detection (CVE) and Reporting
« Event driven automation, Closed loop remediation.

Salient Features

« Automate network configurations and change automation

» Automate repetitive tasks for faster network changes and free up your time for more strategic initiatives

» Automate repeatable network patterns across operations and development using the same powerful
and agentless automation platform

» Separate the workflow task execution from the execution layer (via AppViewX vendor modules)

* Prebuilt tasks and solutions: Automate application and security services quickly using out of the box
automation tasks and solutions

* Design simple and complex workflows

» Improve agility, reduce operational costs, and automate repetitive tasks

» Programmable GUI: Bring your own automation within a unified GUI-based framework

« BPM (Business Process Automation): Streamline and map the business process, teams, and
technology

» Workflow tasks: Objectivity of business logic is maintained through separate tasks

» Reusability: Offers reusability of workflow(s) and workflow task(s) for quick turnaround

« Intuitive: Offers control directly to the user to define a customized automation workflow

* Rule Engine: Custom Rule builder to aid event driven automation

* Visual Representation: Offers a visual representation of the entire automation and orchestration flow

* Integration: Integrate and automate with Multi-vendors (ITSM, ADC, PKI, DDI, DevOps, SDK, Open
source tools)
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Automation

« Accessing the Automation Module

Accessing the Automation Module

1. Hover your mouse over the %% icon.
2. From the menu displayed, select Automation.

The Automation module is displayed with the Request :: Overview section open by default. There are
three sections here:

» Service Requests: The Service Requests section allows you to execute workflow(s). Workflows can
be executed manually or can be scheduled.

» Workflow Studio: The Workflow Studio allows you to design simple and complex workflow(s) from
scratch and also use the out of the box (OOB) workflows.

« Service Catalog: The Service Catalog allows you to design and customize self-service catalogs by
persona.

Prerequisites

Web Browser Requirement

Browsers ‘ Version

Internet Explorer v11.0.9600.18817 or later

Firefox v74.0.1 (64-bit) or later
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Browsers Version

Google Chrome v85.0.4183.83 (64-bit) or later

Getting Started with Automation

Automation Concepts

« Workflow Studio: An inventory to design and manage automation workflows and design self-service
catalogs for NetOps, SecOps, App teams and PKI admin.
For more information, refer to the section on Workflow Studio.

* Tasks: Tasks are the units of action (aka automation lego blocks) in workflows. Tasks can be of various
types depending on the nature of automation such as User Interface tasks, Scripts, YAML, REST API,
or pre-built network automation tasks.

For more information, refer to the section on Workflow Tasks.

» Variables: Workflow variables are properties that help define or describe the workflow activity required
to perform per task. Variables provide the ability to store data (within a task) and can be referenced
across any stage of the workflow automation process, thus enabling the flow of data seamlessly.

For more information, refer to the section on Variable Mapping.

* Nested Workflows: An ordered list of tasks and workflows bundled together to enable their execution
in an order repeatedly. Nested flows can include variables, tasks, and even a complete workflow.
For more information, refer to the section on Nested Workflows.

» Pre-built Task Library: A folder consisting of pre-built automation tasks and solutions with device,
vendor information, tags, and standard Input/Output variables defined.

For more information, refer to the section on Getting Started with Prebuilt Workflow Tasks.

* Role Based Access Control (RBAC): RBAC ensures access control permissions across tasks,
workflows, permissions to one or more users, and user groups.

For more information, refer to the section on RBAC.
» Service Requests: The Service Requests section allows you to execute workflow(s). Workflows can be

executed manually or can be scheduled.

For more information, refer to the section on Service Requests.
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Configuring Role Based Access Control

AppViewX offers comprehensive support for Role and Resource-Based Access Control (RBAC). RBAC

Automation User Guide

is a method of restricting AppViewX functions, network resources that can be managed and monitored in

AppViewX based on the roles of individual users within an enterprise. It allows you to integrate with the

existing identity stores such as Active Directory (AD) and Lightweight Directory Access Protocol (LDAP)

to enforce authorization policies. Roles and Resources can be customized to suit any organizational

structure and user requirements.

Roles

ACF

Resources

ACL

L

User Group

L1l

RBAC lets employees have access rights only to the AppViewX functions and network resources they
need to do their jobs and prevents them from accessing information that doesn't pertain to them.

* Resource
* Role
» User Group

e User

Resource

To get an overview of the actions authorized for a particular resource:

Copyright © 2023 AppViewX, Inc. All Rights Reserved.
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New Menu ‘ Old Menu

In the Platform module, from the left pane, under [ From the main menu, select Account > Resource.

IDENTITY, select Resource. The Resource page is displayed, with all the roles

The Resource page is displayed, with all the roles | listed with their Name, Description, and Status.
listed with their Name, Description, and Status.

Note: For more information on how to switch between menus, click here.

1. On the Resource page, click on any resource.
2. To see the permissions that can be defined for the resource in the Workflow Studio, under the Access
Control tab, from the List menu, select Workflow Studio.

Information Access control
List a - Regex @
Workflow Studio T select all ALY No records found
Workflow Requests IE ADC_Device_Restore_Actions with Service Now
— I ADC_External_Class_Management_Action
o & ADC Internal_Class_Management_Action
roe M @ ADC_Object_Actions with Service Now
Application Security @0 ADC_Object_Restore_Actions with Service Now
Foley I ADC_ Rollback_Class_Management_Action
Proxy List I ASM Policy Migration AVX12-3
Device A g I Automate Creation of AFM Firewall Policy
Command Session I Automate Deletion of AFM Firewall Policy
Control o I Automate Modification of AFM Firewall Policy .
=

The following permission(s) can be defined for the resource:

» Read (R): To allow only Read access to the resource, click R against the Workflow name. The resource
will not be able to modify the workflow.

» Read/Write (RW): To allow a resource to view and modify a workflow, click RW against the workflow
name.

» Select/Deselect: If you deselect a particular workflow, that workflow will not be available on the
Workflow page for this resource.

* When trying to add the regex "*", a validation error will be triggered, resulting in the disabling of the "Add
as regex" option.
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3. To see the permissions that can be defined for the resource in the Service Requests console, select

Workflow Requests.

Automation User Guide

Add as regex » Regex

AlY No records found

Information Access control
List Q
Workflow Studio Select all
Workflow Requests ADC_Device_Restore_Actions with Service Now
Cloud ADC_External_Class_Management_Action
ou

ADC_Internal_Class_Management_Action
ADC v

ADC_Object_Actions with Service Now
Application Security ADC_Object_Restore_Actions with Service Now
Policy

ADC_Rollback_Class_Management_Action
Proxy List ASM Policy Migration AVX12-3
Device A ¢ Automate Creation of AFM Firewall Policy

Automate Deletion of AFM Firewall Polic

Command Session Y
Contral - Automate Modification of AFM Firewall Policy

m cancel

"Add as regex" option.

When trying to add the regex "*", a validation error will be triggered, resulting in the disabling of the

Note: If you deselect a particular workflow here, it will not be available on the Request :: View/

Run page for this resource.

4. Click Save.

Role

To get an overview of the actions authorized to a role:

New Menu

In the Platform module, from the left pane, under
IDENTITY, select Role.

The Role page is displayed, with all the roles listed
with their Name, Description, and Status.

Old Menu

From the main menu, select Account > Role.

The Role page is displayed, with all the roles listed

with their Name, Description, and Status.

Note: For more information on how to switch between menus, click here.

Copyright © 2023 AppViewX, Inc. All Rights Reserved.
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1. On the Role page, select any role from the list of roles, for example admin.

Automation User Guide

2. To see the list of permissions that can be defined for this role, under the Authorized Functions tab,

expand Automation > Service Requests.

Information Authorized functions

»( Al functions

- ADC+ G

v O cert+ a

- PKI+ G

> DDI+

v Platform

- Automation

- Service Requests
» Action G
» User Preference

v Workflow

v Service Catalog @

Workflow.

N

(g
Note: If you are using the old menu, under the Authorized Functions tab, expand Request >

3. To see the permissions available under Action, click * (Select Right) icon.

Various actions that can be authorized or restricted for a user within workflows

Action ‘ Description
Abort Provision to allow or restrict a user to abort a workflow request instantaneously.
Clone

Provision to allow or restrict a user to clone a workflow request with a different
name.

Pause / Resume

Provision to allow or restrict a user to pause or resume a workflow request.

Rollback Provision to allow or restrict a user to trigger an alternative rollback workflow that
you have added or imported for a workflow.

Schedule Provision to allow or restrict a user to schedule a specific time to initiate a
workflow request.

Trigger Provision to allow or restrict a user to trigger or submit a workflow request

View all Provision to allow or restrict a user to view submitted workflow requests of all

requests users.

Copyright © 2023 AppViewX, Inc. All Rights Reserved.
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Action ‘ Description
View my Provision to allow or restrict a user to view workflow requests initiated by the user.
requests

View usergroup | Provision to allow or restrict a user to view workflow requests initiated by the

requests usergroup.

4, Select/Deselect the checkbox to allow/restrict that action for the selected user.

5. To see the permissions available under User Preference, click * (Select Right) icon.

Various actions that can be authorized or restricted for a user under User Preference

Action Description

Show Overview Provision to show or hide the Overview menu for a user.

Show Custom reports | Provision to show or hide Custom reports menu for a user.

Show My workflow Provision to show or hide My workflow menu for a user.

Show Scheduled jobs | Provision to show or hide Scheduled jobs menu for a user.

Show All requests Provision to show or hide All requests menu for a user.

Show Open requests | Provision to show or hide Open requests menu for a user.

Show Success Provision to show or hide Success requests menu for a user.

requests

Show Failed requests | Provision to show or hide Failed requests menu for a user.

Show Assigned Provision to show or hide Assigned requests menu for a user.
requests

Show Audits Provision to show or hide Audit menu for a user.

Show Archival Provision to show or hide Archival requests menu for a user.
requests

Show Restore Provision to show or hide Restore requests menu for a user.
requests

Show Preference Provision to show or hide Preference menu for a user.

Show Request logs Provision to show or hide Request logs for a user.

Show Manage catalog | Provision to show or hide the Manage catalog window for a user.
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Description

Show Request stage | Provision to show or hide the service request stage view for a user.

6. Select/Deselect the checkbox to allow/restrict that action for the selected user.

7. To see the permissions that can be defined for the user in the Workflow Studio, expand Automation >
Workflow.

v Automation G
» Service Requests (@

v Workflow

» Design
View G
Import @

Delete Helperscript G
Settings G

b Collection &

» Provision

> Rules &

[’

N

Note: If you are using the old menu, under the Authorized Functions tab, expand Request >
Workflow.

Various actions that can be authorised or restricted for a user in the Workflow Studio module

Action Description

Design

Provision to allow or restrict a user to design a workflow. The following permissions are
available under Design:

 Create/Modify: Create a new workflow or modify an existing workflow
+ Delete: Delete existing workflow(s).
* Clone: Clone existing workflow(s).
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Action ‘ Description

» Export: Export workflows (that are in disabled state) to other environments.

» Shared folder: Share folder(s) containing logically grouped workflows.

View Provision to allow or restrict a user to view detailed information about a workflow.
Import Provision to allow or restrict a user to import workflows from other environments.
Delete Provision to allow or restrict a user to delete helper script(s).

Helperscript

Settings Provision to allow or restrict a user to update workflow settings.

Collection Provision to allow or restrict a user to access Collection.

Provision Provision to allow or restrict a user to manage provisioning settings.

Rules Provision to allow or restrict a user to define action-based rules to trigger workflows for

ADC objects and dynamically tag resources.

8. Select/Deselect the checkbox to allow/restrict that action for the selected user.

9. Once the required permissions have been assigned, click Save.

User Group

You can see the details of a particular User Group such as the Roles and Resources mapped to it.

New Menu ‘ Old Menu
In the Platform module, from the left pane, under |From the main menu, select Account >
IDENTITY, select Usergroup. Usergroup.
The User Grouppage is displayed, with all the The User Grouppage is displayed, with all the
user groups listed with their Name, Description, user groups listed with their Name, Description,
and other related information. and other related information.
[ Note: For more information on how to switch between menus, click here. ]
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User

You can see the details of a group that a User is mapped to and also modify user information.

New Menu ‘ Old Menu

In the Platform module, from the left pane, under | From the main menu, select Account > User.

IDENTITY, select User. The User page is displayed, with all the user

The User page is displayed, with all the user groups listed with their Name, Description, and
groups listed with their Name, Full Name, and other related information.
other related information.

[ Note: For more information on how to switch between menus, click here. ]

Getting Started with Prebuilt Workflow Tasks

In order to get you started with automation, the FAQs folder within the studio has some quick references

to aid you in using simple tasks, variables and workflows, and basic workflow features.

Note: You can also access FAQs and a few Pre-built workflows to get you started in the
Solutions section.

 Accessing FAQs

« Building Auto-generate Forms

« Sample Workflows using Prebuilt Tasks

« Application Delivery Automation

» Automate DNS Services

» Change Automation

» DevOps and Continuous Configuration Automation
* GitOps Integration

« Utilities

» SDK Automation
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Accessing FAQs

The FAQs folder contains quick reference workflows that will help you in designing and understanding
workflow features. The FAQ workflows are available as part of the AppViewX Installation.

Following are a few sample flows that will help you learn how to connect tasks:

* Script to any task

» Form to any task

» Using Diff Checker

* Using Charts

« Using Loops

* Using Auto Email Approvals
* Using Hooks

To access the FAQs folder from the workflow design space:

1. Go to Automation > WORKFLOW > Design the Workflow page is displayed.
2. On the Workflow page that is displayed, click Create New.
The design space opens, with the FAQs folder visible in the left menu.

v master v  Workflow Rollback @ P Preview:Classic % @ ® VariableMapping @ Validate ~ BA° W° %  ON |OFF| §

+ Add

Source Control
General

# " Change Management
User interface sfomas @ ¥ @ O
Notification i

# £ Application Delivery &) @

+ IPAM
ITSM

Start Stop

# @ Certificates
DevOps
GitOps

# © Reports
Network

Solutions

=

Note: You can also access the FAQs by opening any of the existing workflows on the
Workflow page.
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Building Auto-generate Forms 2=

You can auto-generate a self-service form from any workflow task(s). The variables used within a task are
rendered into the form automatically.

1. Design a new workflow.
2. Drag and drop a prebuilt workflow task. For example, Create Change Ticket task from the ITSM >
Change Management > ServiceNow folder.

General

g

Create CTASK i ]
+ Change Management

User interface

&

Create Change Ticket @
Notification

Application Delivery
IPAM
ITSM

Create Change with ... @

. Create Change with ... @
+ Incident Management

= Change Management

B e He

. Get CTASK i ]
ServiceNow

ServiceNow CMDB

g

Certificates Get Change Ticket i ]

DevOps
GitOps

e

ServiceNow Business... @

3. To auto-generate a self-service form, click Form above the Start task.

srom|an Q@ WY @ O

~
Start
Create
Change

The Auto Generate Form window is displayed.
4. Enter the Form Name.

Copyright © 2023 AppViewX, Inc. All Rights Reserved. 26



N

Automation User Guide

5. To auto-fill the variables in the form, click -/ (Add) icon above the Create Change task.

The input tasks for the Create Change task are auto-populated in the Auto Generate Form window,

under Tasks.

Auto Generate Form

Tashs

&5' \ Craate Change Ticket

i @ @O0

6. Select/deselect the fields to be displayed in the self-service form and click Create.

The Form task is created and added to the design space.

B (o

= Form Yoo
©

Start

Form

Stop

Create
Change

Sample Workflows using Prebuilt Tasks 2=

This section will walk you through a few sample workflows that describe the step-by-step process of

creating workflows using prebuilt tasks.

« Form with Email Notification

» Executing a Ping Check using Command Task
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« Creating A Record on Infoblox device using prebuilt tasks

« Creating a VIP with Incident Ticket

Form with Email Notification ﬁa

You can design a workflow to send an email notification based on the details provided in a form.

1. Design a new workflow.

2. In the design workspace, from the User Interface section in the left menu, drag and drop a Form task.

Form with Email No... master W Workflow  Rol

Source Control E ommand o

General

+ Change Management

Motification Form o

Application Delivery

IFAM "‘i‘ Grid 0

ITSM

Certificates Q *E Review 0

DevOps
GitOps YAML LE

Reports

The Gallery window is displayed on the screen.

3. In the Gallery window, to design a new form, click E (Create Form) icon.
4. In the Form task window that is displayed, under the Information tab, enter the Task name.
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Infarmation Farm builder Hoaks Resource & settings
A5k T 14 ]
Task deser
" TaskID ereateloen_1 il

A ! Mol & B I UE=ANTL®
Form task alows for buikding of a dynamic setl-senice form or catalog in ceder 1o caplure wser inpals as part of the
WOHRECW RURCLION ProCoSS

i X Lse : X Farm

5. Click Next.

The Form builder tab opens with the Field Properties window displayed at the bottom right corner of

the screen.

6. Add the following form fields and turn on the Global variable toggle to enable the field IDs as global

variables:

Label name ‘ Field type ‘ Field ID
Enter your name Text box name
Enter your email address Text box email
Enter your message Multi-line message

7. Click Save.

8. From the Notification section in the left menu, drag and drop Email task.

9. In the Email task window that is displayed, under Properties, in the General section, refer the global

variables defined in the Form task.
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Pragevtim InputiQutput Vanabiey 2

w1

: -
Momal 2 B I UE = AW &

sttt =x

10. Click Save.
11. Connect the workflow tasks and enable the workflow.
12. Trigger the workflow.
The workflow execution page is displayed with the workflow inputs requested at the first stage.
13. Enter the details in the input form.

* Endwr el sddrea

* [réws ot meRLEDE

el

—n >

14. Click Submit.
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Email notification is successfully sent to the email address provided in the form.

8

Executing a Ping Check using Command Task 2=
You can design a workflow to use the Command task to execute a ping check on a hostname or server.

1. Design a new workflow.
2. In the design workspace, from the User Interface section in the left menu, drag and drop a Form task.

Form with Email No... master v  Workflow Rol

Source Control E amman o

General

+ Change Management

Motification Form o

Application Delivery

IPAM _!n—i_ Grid D

ITSM

Certificates G Review (i ]

DevOps
GitOps YAML Li]

Reports

The Gallery window is displayed on the screen.
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3. In the Gallery window, to design a new form, click E (Create Form) icon.

4. In the Form task window that is displayed, under the Information tab, enter the Task name.

Infarmation Form buildor Hoaks Resource & sottings

"
w
]
=
m
Ul
>
B
=1

5. Click Next.

The Form builder tab opens with the Field Properties window displayed at the bottom right corner of

the screen.

6. In the Field properties window, define the form field to get the Server IP or Hostname as shown.
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Field properties ? X
* Label name Enter Server IP or Hostname
Field type Text box v
Values Enter text to autofill variables
* Field ID hostname
Global variable ﬂ_l
Hooks w
ACL filter Mone o
Depends on
Validation Select custom regex... b
-
o

7. To declare the Field ID as a global variable, <%hostname%>, and refer it in the next task, turn on the
Global variable toggle.

[ Note: For more information on adding form fields, click here. j

8. Click Save.
9. From the User Interface section in the left menu, drag and drop the Command task.
10. In the Command task window, under Properties, in the Configuration section, click View Samples.
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Command # ¥ Edt mode &
Propintind  Inpubuliput Wariaklai E ]
Configuraticn
i

The Command Samples window is displayed.

Command Samples ;X

1-20 of 20

nslookup

telnet
Linux - List Files
Linux - Copy File

Linux - Move File

Simple Command

Command Task with Rules

11. Click View next to the Ping Check command.
12. To use this command, click Use Sample.
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Command Samples P

{ Back

Ping Check

Command task configuration to execute Ping check

id:
command: ping - server

13. In the Configuration section, refer the global variable <%hostname%> defined in the form task.

condiguration

( ok
Note: device: N/A implies that the command will be executed on AppViewX server. j
N

14. To add this configuration, click Add.

15. Click Save.

16. Connect the workflow tasks and enable the workflow.
17. Trigger the workflow.

The workflow execution page is displayed with the workflow inputs requested at the first stage.
18. Enter the Server IP or Hostname in the form.
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I

19. Click Submit.

20. In the next stage of workflow execution, to execute the command for performing ping checks on the
server, click Submit.

Command is executed with the Logs showing the server response.

Creating A Record on Infoblox device using prebuilt tasks &=

You can design a workflow with an auto-generated form to create A record on an Infoblox device using
prebuilt tasks.

Note: Before creating the workflow, ensure that the device(s) are available in the Device
Inventory.

1. Design a new workflow.

2. In the design workspace, from the IPAM > Infoblox > Create folder drag and drop the Create A
Record prebuilt task.
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El Search by

s
[~
b

Create A Record 0
+ Add

A

Create AAAA Record @

S/
3
o

Source Control

General
Create CNAME Record ©@

2
—
o

Change Management

User interface
Create HOST Record @

</
=
o

Notification
Application Delivery
IPAM

Create MX Record 0

3
[~
hod

Bluecat

S/
[
b

Create PTR Record 0
Infoblox

Create
Modify

Delete

Create TXT Record 0

>
[~
o

Utils

Samples

The Creating A Record window ( Citizen mode) shows the Input variables required for this task.

Creating A Rederd W iEEmeke® T B o~ X

b ot LA Y

Laga

Tagy

3. To view the API configuration details, in the Creating A Record window, select the Edit mode
checkbox.
4. Click Save.

5. Auto generate a self-service form for this workflow.
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6. Connect the workflow tasks and enable the workflow.

EForm@*@{j

® B ®
Start Input Details Create A Stop
Record

7. Trigger the workflow.

The workflow execution page is displayed with the workflow inputs requested at the first stage.
8. Enter the input details in the form.

K # Create A Record
* Infoblox Device Name @
* Wapi 2.2
* DNS View default
* FQDN ®
* 1P Address
TTL 3600
9. Click Next.
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Creating a VIP with Incident Ticket =

The ITSM folder allows you to leverage the prebuilt tasks for designing ITSM automation workflows.

Note: Before designing the workflow, ensure that you have configured an instance to integrate

with the ITSM vendor. For more information, refer to the section on ITSM Vendor Configuration

To create a VIP with Incident ticket:

1. Design a new workflow.

2. To create a virtual LTM server, from the Application Delivery > F5 BIG-IP CLI Commands > LTM >

Virtual folder, drag and drop the prebuilt Create LTM Virtual task.
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User interface
Create LTM Profile...@

<,
—
W

Notification

Application Delivery

Create LTM Profile... @

Fa
—
W

+ F5 BIG-IP SDK

= F5 BIGIP CLI
LTM Create LTM Profile...@
Create
Modify Create LTM Profile...@
Delete
GTM Create LTM Profile...@
Utils
Solutions ¢/y| Create LTM Profile...@
AVl
F5 BIG-IP APIs Create LTM Profile...@
F5 BIG-IP AS3
+ © IPAM /5| Create LTM SNAT.. @
+ ITSM
+ © Cortificates <[> Create LTM Virtual @

/5| Create LTMiRule @

The Create LTM Virtual window ( Citizen mode) shows the Input variables required for this task.

HiEmx® 7 B ~ X

Infeamacian

Legs

Tags

Copyright © 2023 AppViewX, Inc. All Rights Reserved. 40



Automation User Guide

3. To view or edit the task configurations, in the Create LTM Virtual window, from the top right corner,

select the Edit mode checkbox.
4. Click Save.
5. From the ITSM > Incident Management > ServiceNow folder, drag and drop the Create Incident

Ticket task.
— U Search by tag,

Close Incident Ticket €
+ Add
AUUILE LUNILUI Create Incident Ticket @
General
Change Management ¢/s| Create Incident Ticket @
User interface
Notification
Application Delivery
IPAM
ITSM
Incident Management
ServiceNow
JIRA
Change Management
ServiceNow CMDB

6. In the ServiceNow - Create Incident Ticket window, enter the Input variables required to create the
Incident ticket.

Sereicehio - Cresbe Incedent Ticket # W idameded 7 P £ X

- BT Iefarmaiion

Wi

leput waruabisy

Culpul veriabla

Fagi
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7. Click Save.
8. From the User Interface section in the left menu, drag and drop the Review task.
9. Click Save.

10.
11.
12.
13.
14.
15.
16.
17.
18.

19.
20.
21.

22.

23.

From the General section in the left menu, drag and drop the Prevalidation task.
Click Save.

From the General section in the left menu, drag and drop the Implementation task.
Click Save.

From the General section in the left menu, drag and drop the Postvalidation task.
Click Save.

Auto generate self-service form for this workflow.

Connect the workflow tasks.

To add a rollback workflow, from the menu on the top, click Rollback.

* PredewcClanic B g 8 Varabls Mapping (&5 Valldaie = L‘* G

b Creats WIF with |

b

From the General section in the left menu, drag and drop the Rollback task.
Click Save.
Connect the rollback workflow tasks and enable the workflow.

Note: No values are passed in the Review, Prevalidaton, Implementation, Postvalidation,
and Rollback tasks, since these tasks are already mapped to the Create LTM Virtual task as

output .

Trigger the workflow.
The workflow execution page is displayed with the workflow inputs requested at the first stage.

Enter the input details in the form.
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# Cradle [BEident Tezket

..-.

| —
|

A Crasts LTM Vietesl

24. Click Next.
Incident Ticket is created on ServiceNow.

— B —B—0 ¥

Creats Incident Tiket
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25. At the Review stage, to execute the implementation, prevalidation, rollback, and postvalidation
commands, click Submit.

26. To execute the rollback workflow, on the Request :: All page, select the checkbox next to the workflow
Request ID.

27. From the upper right corner of the screen, click L= (Rollback) icon.

Rollback request to delete the virtual server that was created, is executed successfully.

®

Acilbaarck

28. To view the request ID of the rollback workflow, navigate to the Request :: All page.

Rollback workflow request displays the Ref. ID of the workflow for which rollback was initiated.

BH

LI Porh Sew Crasnsd By Cresind e L wpdatad U LELA Atrvitg kg

Application Delivery Automation =

With AppViewX'’s Application Delivery Automation, you can seamlessly deploy applications in

heterogeneous environments (on-premise, multi-cloud, and hybrid) and simplify and accelerate
application delivery.

Copyright © 2023 AppViewX, Inc. All Rights Reserved. 44



Automation User Guide

* F5 BIG-IP Solutions
» AVI Solutions

F5 BIG-IP Solutions 15

This section describes some of the workflows/tasks for F5 BIG-IP provisioning available in the Workflow
Studio.

*LTM

*«GTM

« Utils

* Creating a LTM Virtual Server on F5 BIG-IP

LTM 2=

The workflows and tasks to create, modify, and delete LTM objects and devices on F5 BIG-IP are
available under Application Delivery > F5 BIG-IP CLI > LTM.

Notification

Application Delivery

F5 BIG-IP SDK
F5 BIG-IP CLI

Create
Modify

Delete

LTM - Create

The Create folder under LTM contains prebuilt tasks that can be leveraged to create LTM objects on F5
BIG-IP.
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Q Create LTM Data Group... @

Change Management 3 Create LTM Mastervie @
:L:] Create LTM Monitor Gat..@

= & Application Delivery
] F5 BIG-IP SDK Q Create LTM Monitor HT... @

a Create LTM Monitor HT... @
.ig Create LTM Monitor TCP @
gg Create LTM Node o

Utils
Solutions k] Create LTM Persistence ..@
AVl
F5 BIGIP APIs ) creare LTt persistence .0
F5 BIG-IP AS3
IPAM ‘—,:] Create LTM Persistence .0
3 Create LTM Persistence ... 0
GitOps 3 Create LTM Persistence .. @
a Create LTM Policy L

LTM - Modify

The Modify folder under LTM contains prebuilt tasks that can be leveraged to modify LTM objects on F5
BIG-IP.

&) B &)
b e b

Application Delivery
+ F5 Bl K
E F5 BIG-IP CLI

L™

e =

Create

£
e

Utils

&
e

&)

Solutions
AVl
L FS BIG-IP APIs

g)
z
e

F5 BIG-IP AS3
IPAM
ITSM

&)
H
-]

Certificates

&
e

DevOps

GitOps

[
e o

LTM - Delete

The Delete folder under LTM contains prebuilt tasks that can be leveraged to delete LTM objects on F5
BIG-IP.
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L o 0
@ Delet o
@ De a0
Application Delivery
# [ F5 BIG-IP SDK ) o )
= [ FSBIGIP CLI
= M E: Delet .0
Create
Modify @ Dele: 0
GT™ g: Dele o
Utils
Solutions. @ Dele o
a3 o .0
o °
\
ko °
k) o s
k) o o
-

GTM s

The workflows and tasks to create, modify, and delete GTM objects and devices on F5 BIG-IP are
available under Application Delivery > F5 BIG-IP CLI > GTM.

Notification

Application Delivery
F5 BIG-IP SDK
F5 BIG-IP CLI

Create
Modify

Delete

GTM - Create

The Create folder under GTM contains prebuilt tasks that can be leveraged to create GTM objects on F5
BIG-IP.
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) B BB
NI

: :

,

4 3 5

-] -] e -]

FSBIGIPCU
LT™

&)
e

GIM

&/
5
£
e

Delete % (4]
Utils
Solutions kp) cremest enerl. @
L2 AV
# [ FSBIGIP APIs ;J reate GT o

F5 BIGP AS3
IPAM

3
°

ITSM

De

5
+
*  Certificates
¥
+

GitOps

GTM - Modify

The Modify folder under GTM contains prebuilt tasks that can be leveraged to modify GTM objects on F5
BIG-IP.

Q Modify GT! H o
Application Delivery
F5 BIG-IP SDK ﬂ Modify GTI HITRS @
F5 BIG-IP CLI
LTM ‘_Q Modify GT! T o

GTM

£/
e

() wodtyar °
Utils
Solutions Q Modify GTM Server Generi... @
A
- F5 BIG-IP APIs ‘_'3 Modify GT (i)

F5 BIGP AS3
IPAM
ITSM
Certifi
De

GitOps

GTM - Delete

The Delete folder under GTM contains prebuilt tasks that can be leveraged to delete GTM objects on F5
BIG-IP.
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Q Delet 0
Change Management ;3 Delete GTM Monitor Gate... @
a Delete GTM M HTTE @
Application Delivery
% [ F5 BIGP SDK e petete 6T Mortar urTes @
= [T F5BIGIP CUI
# LM Q Delete GTM Monitor TCP H...@
= GTM
Create ﬂj Delete GTM Poo i}
Modify
Q Delete G BIG ]
() oetete enerl.. @
# [ F5 BIGP APlS k) Delets 6TM Topoiogy o
F5 BIGIP AS3
IPAM Q elete GTM WidelP i ]
GilOps

Utils =
This folder contains common tasks and workflows that are used across workflows for F5 BIG-IP
provisioning.
kB crumamc °
Change Management Q Confi o
) creste act °
Application Delivery
& F5 BIG-IP SDK & o Y
= F5 BIG-IP CLI
# LM & s Y
L. GTM
G s o
AVI & seic D o
+ F5 BIG-IP APIs
F5 BIG-IP AS3 r!.. °
IPAM
ITSM rI_. - °
Certificates
;; Save Sys C o
) suor o

Creating a LTM Virtual Server on F5 BIG-IP =

You can leverage the prebuilt LTM tasks to design a workflow for creating a LTM Virtual Server on F5
BIG-IP, add a CPU/TMM check, and also design a rollback workflow.
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2. In the design workspace, from the Application Delivery > F5 BIG-IP CLI > LTM > Create folder, drag

and drop the Create LTM Virtual task.

User interface

vl

Notification </

Application Delivery

s
[~
"l

+ F5 BIG-IP SDK

= F5 BIGIP CLI
LTM
Create
Modify
Delete
GTM </>
Utils
Solutions
AVl
F5 BIG-IP APIs
F5 BIG-IP AS3
IPAM </>
ITSM
Certifirates <[>
K[>

Create LTM Profile...

Create LTM Profile...

Create LTM Profile...

Create LTM Profile...

Create LTM Profile...

Create LTM Profile...

Create LTM Profile...

Create LTM SNAT ...

Create LTM Virtual

Create LTM iRule

i)

The Create LTM Virtual task window shows the defined Input and Output variables. The Information

section shows what the task is for and also informs the user to connect this task with Review and

Implementation tasks for BIG-IP provisioning.
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Creabe LT Wriual # BiEmsi® 7 o 5 X

Irdormation

Legs

Tups

. Click Save.
. From the F5 BIG-IP CLI > Utils folder, drag and drop the Review and Implement workflow.
. Auto generate a self-service form for this workflow.

. Connect the workflow tasks and enable the workflow.

N o 0o AW

. Trigger the workflow.
The workflow execution page is displayed with the workflow inputs requested at the first stage.
8. Enter the details in the input form.

[ et A Craats LTM Virtaa

L

|
;

-
Note: Ensure that the device is available in the Device Inventory.
N

9. Click Next.
10. In the Confirmation pop-up window, click Ok.
The Create LTM Virtual task is successfully completed.

Copyright © 2023 AppViewX, Inc. All Rights Reserved.

51



Automation User Guide

———— v

Create LTM Virtual

11. At the Review stage, click Submit.

S

L

i Lrple=uminien

[ sutma | § o |
12. In the Confirmation pop-up window, click OKk.
Workflow is successfully executed.
—=
t
T Pt vl rigen
t
t
 rocminn ]
t
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 Performing a CPU/TMM Check
 Adding a Rollback Workflow

Performing a CPU/TMM Check 2=

1. Design a workflow to create a LTM virtual server on F5 BIG-IP.
2. In the design workspace, from the Utils folder, under F5 BIG-IP CLI, drag and drop the CPU/TMM
Check task. This task performs a CPU/TMM check on F5 BIG-IP.
) Search byt

Notification
Application Delivery
F5 BIG-IP SDK
F5 BIGIP CLI
LTM
GTM
Utils
Solutions
AVl
F5 BIG-IP APIs
F5 BIG-IP AS3

CPU/TMM Check i ]
Config Sync i ]
Create CLI Transaction @

Duplicate Config Vali... @
F5 BIG-IP ASM - Dupli... @
F5 BIG-IP GTM - Dupli...®

F5 BIG-IP LTM - Dupli... @

The CPU TMM Check task opens in the Edit mode.

3. Click Save.

4. Auto-generate a self-service form for this workflow.
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s

> o= 1

CPATEM Chidh

[+ ]

5. Connect the workflow tasks and enable the workflow.

6. Trigger the workflow.
The workflow execution page is displayed with the workflow inputs requested at the first stage.

7. Enter the details in the input form.

8. Click Next.
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Legn - CAMNTHM CRack

» Create LTM Virtual task is successfully completed.

CPULTMIM Check

———0—0v

Leoggs - Creats LT Virtssl

9. At the Review stage, click Submit.
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The workflow is executed successfully.

Pasrvsbadaragn

20— 00— ¥

Adding a Rollback Workflow =

1. Design a workflow to create a LTM virtual server on F5 BIG-IP with CPU/TMM check.
2. In the design workspace, from the menu on the top, click Rollback.

Create Vil Senve_ ¥ mamer  w | ‘Workiiow @ GiTations % W Provew:Clasic B @ @ VarsbioMupping 6 Valkdate

¥ Create Virtual 3o
whom g @ Y 8 O . hr il

b

3. From the Utils folder in the left menu, drag and drop the Review and Rollback workflow.
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Create Vimual Servy v P v il  Rolback L B e B verabl Mapping & Validate
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4. Connect the workflow tasks and enable the workflow.
5. Trigger the workflow.
The workflow execution page is displayed with the workflow inputs requested at the first stage.

6. Enter the details in the input form.

7. At the Review stage, click Submit.
The workflow is executed successfully.

8. To trigger the rollback workflow, on the Request :: All page, right-click on the Request ID of the
workflow.

9. From the options displayed, select Rollback.

Copyright © 2023 AppViewX, Inc. All Rights Reserved. 57



Automation User Guide
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-~

0 Tip: You can also select the workflow and click t (Rollback) icon from the command bar in

the top right corner of the screen.
N

10. In the Rollback pop-up window, click Yes and select Rollback type as Request.

Rollback 2 15

11. Click Rollback.
12. At the Review stage, click Submit.
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Rollback completed.

Eolback

Related information
Creating a LTM Virtual Server on F5 BIG-IP

AVI Solutions 15

This section describes some of the workflows/tasks for AVI provisioning available in the Workflow Studio.

*SLB
- GSLB
« Utils

SLB 15

The workflows and tasks to create, modify, and delete SLB objects and devices on AVI are available
under Application Delivery > AVI > SLB.
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Application Delivery

ar F5 BIG-IP SDK
+ F5 BIG-IP CLI

Create
Modify

DG

SLB - Create

The Create folder under SLB contains prebuilt tasks that can be leveraged to create SLB objects on AVI.

& BB B
e

Create

Modify

g B B B

& B B B
e © & e

=
°

SLB - Modify

The Modify folder under SLB contains prebuilt tasks that can be leveraged to modify SLB objects on AVI.
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SLB - Delete

The Delete folder under SLB contains prebuilt tasks that can be leveraged to delete SLB objects on AVI.

a D (]
1‘-_‘:I De B i o. O
Q De tion P o
ﬁ De B i 0. @
E De eal o
a Delete SLB e Pers..@
ka3 o Pro.. @
kp) oe 0
kp) oetere sia cuse PH. O

Netwark kp) o ATTP Cookie Pe... @

Solutions

Utilities a Delete L@ Hea tor.. @
ke o s °

GSLB 2=

The workflows and tasks to create, modify, and delete GSLB objects and devices on AVI are available
under Application Delivery > AVI >GSLB GSLB.
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User interface

Notification

Application Delivery

+ F5 BIG-IP SDK
+ F5 BIG-IP CLI

GSLB
Create
Modify

Delete

GSLB - Create

The Create folder under GSLB contains prebuilt tasks that can be leveraged to create GSLB objects on
AVI.

[ create .0
S [ crene °

) ce

B o

@ oo

D st 77 ook . @

Creste GSLB Heald °

) cre .0

ko) e .0

Create GSLB Heald °
= [ creae .0

kp) create °

GSLB - Modify

The Modify folder under GSLB contains prebuilt tasks that can be leveraged to modify GSLB objects on
AVI.
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@ Modify GSLE He 0.0
E Modify € ]
) Moy G518 Cler o
ki) Modity G5B Custom HTTP @
kp) wos
B Modif e 0.0
L’r: Wodify € o
kn) Moty gL He 0.0
Reports
Network ke wodty o
B Modify G » o

GSLB - Delete

The Delete folder under GSLB contains prebuilt tasks that can be leveraged to delete GSLB objects on
AVI.

g B
-]

g B
-]

Create

Modify

&) EIE) &
e

F5 BIGP AS3
1PAM ki) Detete G518 Health Monito.. @

De

GitOps

Reports

Network

Utils 15

This folder contains common tasks and workflows that are used across workflows for AVI provisioning.
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308

F5 BIG-IP CLI
AVI

SLB

Automate DNS Services ﬁa

You can accelerate application delivery with prebuilt DNS automation tasks and solutions by integrating
with IPAM tools such as Infoblox and Bluecat to fetch and reserve free IP addresses automatically when

creating virtual servers.

« Infoblox Solutions

 Bluecat Solutions

Infoblox Solutions 15

This section describes the tasks/workflows that can be leveraged to create, modify, and delete DNS

records on Infoblox.
Create

The Create folder under Infoblox contains prebuilt tasks that can be leveraged to create DNS records
such as A Record, CNAME record, and PTR Record on Infoblox.

Modily Create PTR Record o
Delete
Utils. Create TXT Record o

Samples

Modify

The Modify folder under Infoblox contains prebuilt tasks that can be leveraged to modify DNS records
such as A Record, CNAME record, and PTR Record on Infoblox.
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a s
+Add ki) o °
Change Management T{; Modit o
& v °

Bluecat
Infoblox 5_@ Modif o

Create

B o
) o

Delete

The Delete folder under Infoblox contains prebuilt tasks that can be leveraged to delete DNS records
such as A Record, CNAME record, and PTR Record on Infoblox.

Bluecat
Infoblox

Create

Utils

This folder contains common workflows that are used across workflows for Infoblox provisioning.

Q sea

Applicaticn Delivery

IPAM

Bluecat

Infoblox

Create

Bluecat Solutions 2=

This section describes the tasks/workflows that can be leveraged to create, modify, and delete DNS
records in Bluecat.

Create
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The Create folder under Bluecat contains prebuilt tasks that can be leveraged to create DNS records
such as A Record, CNAME record, and PTR Record on Bluecat.

Modify

The Modify folder under Bluecat contains prebuilt tasks that can be leveraged to modify DNS records
such as A Record, CNAME record, and PTR Record on Bluecat.

B v °
2D veor o
D woc °
Q) oo °
) vt °
0y wesr °

Delete

The Delete folder under Bluecat contains prebuilt tasks that can be leveraged to delete DNS records
such as A Record, CNAME record, and PTR Record on Bluecat.

Utils

This folder contains common tasks and workflows that are used across workflows for Bluecat

provisioning.
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* Creating a HOST Record in Bluecat

Creating a HOST Record in Bluecat 2=

1. Design a new workflow.

2. In the design workspace, from IPAM > Bluecat > Create folder, drag and drop the Create HOST
Record task.

Blueeal Creati Has X w  Workflow  polkack & GiTActions. % P Preview: Cossic B @ 8 Varlable Mapping

4 Bliggcas Crasia H

¥
i

o G @ W @

[»]

Note: The Create HOST Record task window shows the defined Input and Output variables.
The Information section shows what the task is for and also informs the user to connect this

task with Review and Implementation tasks for Bluecat provisioning.
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3. Click Save.

4. From the Utils folder in the left menu, under Bluecat, drag and drop the Review and Implement

workflow.

5. Auto-generate a self-service form for this workflow.

[y —_ =[x

Create HOST B oard

B 8 @ o a

6. Connect the workflow tasks and enable the workflow.
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w o Workflow  polback @ GIT Atierss. B Proview:Clasak B8 @ 8 Varabls Mapping

7. Trigger the workflow.
The workflow execution page is displayed with the workflow inputs requested at the first stage.
8. Enter the detalils in the input form.

[ oqucst view ) A Eroate HOST Rcord
- I
O
|
-;I cem 2,
9. Click Next.

The HOST Record is created.
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Logs - Croate HWOST Becord
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10. At the Review stage, click Submit.
The workflow is executed successfully.

Change Automation &=

Create HOST Record

This folder consists of prebuilt tasks and workflows that allow you to integrate with ITSM tools. AppViewX

supports the following vendors:

* ServiceNow

* Jira

* Incident Management
« Change Management

» ServiceNow CMDB

Incident Management 2=

The tasks available in the Incident Management folder allow you to design workflows for creating,

updating, and closing incident tickets on ServiceNow and Jira.
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@ Close Incident Ticket ﬁ

&) Create Incident Ticket @

ITSM

Incident Managemenit

ServiceMow
JIRA

Change Management
serviceNow

ServiceNow CMDB

Q

+ Add

ITSM
Incident Management
ServiceMow
JIRA
Change Management
ServiceMow

ServiceMow CMDB

[ Note: For more information on using these tasks in a workflow, click here. j

Change Management 2=

The tasks available in the Change Management folder allow you to design workflows for creating,

updating and closing change tickets on ServiceNow.
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Q Search by tag, t
0
+ Add
Source Control Close Change Ticket @
General
Change Management Create CTASK 0
User interface

Naotification Create Change Ticket @

Application Delivery
IPAM Gt CTAS Li}
= Incident Management Get Change Ticket 0

ServiceMow
ess.. @
Ticket @

ServiceNow CMDB

ServiceNow CMDB 15

This folder consists of tasks and workflows that can be leveraged to push different Cls (configuration
items) such as certificates, devices, and firewalls to ServiceNow.

Q
B cre o
+ Add
Source Control (B cre B p o
General
Change Management @ Cre o
User interface
Notification & cre & o
Application Delivery
IPAM & cre a
ITSM
+ Incident Management @ Cre i)
+ Change Management
& o o
Certificates
DevOps 5 e Li]
GitOps

DevOps and Continuous Configuration Automation =

This folder consists of tasks and workflows that allow you to integrate with multiple vendors for network
automation. AppViewX supports DevOps integration with Ansible and Jenkins.
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» Ansible
» Ansible Tower

» Jenkins

Ansible =

This folder consists of the following Ansible Network Modules, which can be executed from playbooks:

“F5

Source Control B ° °
General = o
bigip. o
bigip. °
=) big. o
b ' o

A0
Ansible Tower bigip. °
big. °
bigh_d °
bigip_camm o
checkpan s °
check e 0
[2) chect °
[ checi °
eck ' 0
heckpoint_r °
[ check °
o
= o
" o

* AVI
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Souree Control ™ =) scton °
seners aeric °
alere °
erts °
s o
p— °

R R
e

i@ @
e e

°
[ stoservera o
o
. °

There is also a provision to import playbooks from Ansible.

Ansible Tower 15

This folder consists of API tasks that can be used to create configurations on Ansible Tower and
automate your tasks.

& e o
+ Add

Source Control @ L o
& ce °
& e °
& e o
& pe o
& e o

+ Network Modules
= o
Jenkins
GitOps & upe o
Reports
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Jenkins 15

This folder contains tasks to allow you to create Jenkins jobs.

GitOps Integration 2=
This folder consists of tasks that allow you to perform operations on GitHub and GitLab instances.
GitLab

The GitLab folder contains tasks that can be used to perform actions on a GitLab instance.

) o °
kol # o
& o
& on o
[ o
& i o
& o
@ itk o

GitHub

Notification
Application Delivery
1PAM
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Utilities 15

This folder consists of prebuilt flows that are commonly used across workflows, such as for creating

collections, approvals and notifications, follow-ups, and file transfers.
Collection

This folder contains prebuilt workflows for creating and updating collections with metadata. These
workflows can be used to add, delete or modify documents within an existing collection.

Q Sear

+ add

Source Control

General

o o B He
-]

Pagerduty and ChatOps

This folder contains prebuilt workflows for triggering alerts and notifications on PagerDuty, Slack, and
other ChatOps after task execution.

P and SFTP.

Approval and Notification

This folder contains prebuilt workflows for sending approvals and notifications via email. These workflows
can be used for seeking multiple approvals for task execution (review and implementation) and sending
email notifications once a task is complete.
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= 3 3 3
e

Scheduled Follow-Ups

This folder contains prebuilt workflows that check for pending approvals with scheduled email or Slack

notifications.

SCP and SFTP

This folder contains prebuilt workflows for transferring files (SCP and SFTP) with or without email

notifications.
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SDK Automation 15

AppViewX’s SDK Hub allows the user to import any Python SDK libraries, check for versions, and

automate quickly across multiple vendors.

AppViewX SDKs are available for the following vendors:

* AVI

* Bluecat
*F5

« Infoblox.

The pathway for the AppViewX folder is:

“<Installation Directory>/appviewx-dependencies/vw/dependencies/appviewx_sdk”

1. Design a new workflow. a workflow.
2. In the design workspace, from the General section, select Application Delivery > F5 BIG-IP CLI >

LTM > Create.
3. From the Create folder, drag and drop the Create LTM Pool task.
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Change Management
User interface

Matification

Application Delivery

+ F5 BIG-IP SDK
= F5 BIG-IP CLI
LTM
Create
Modify
Delete

GTM

AVl
F5 BIG-IP APIs
F5 BIG-IP AS3

@ Create LTM Persistence .,
@ Create LTM Persistence 5.0
@ Create LTM Persistence 5.,
@ Create LTM Persistence 5.0
@ Create LTM Paolicy i}
@ Create LTM Pool Li ]
@ Create LTM Profile Client ..
@ Create LTM Profile FTP L1
@ Create LTM Profile FasiLd @
|_.-‘] Craare | ThA ITT i

AVE Lo et et )
ko TR carbpart
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Note: For more information on out of the box (OOB) workflows, refer to the ADC+ Automation

Workflow User Guide.
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Workflow Studio

 Accessing the Workflow Page
» Workflow Actions

* Designing a Workflow

« Accessing Solutions

* Accessing the Store

« Importing Workflows

* Collection

* Hooks Inventory

» Magic Variable

* Helper Scripts

* Regex Library

* Request Settings

* Provisioning for Workflow Tasks
* Source Control

« Integration

Accessing the Workflow Page

New Menu ‘ Old Menu

From the main navigation menu, select
1. From the main navigation menu, select Automation. | si,dio > Workflow.

2. From the navigation pane on the left, under
WORKFLOW, select Design. The Workflow page is dlsplayed

The Workflow page is displayed.

[ Note: For more information on how to switch between menus, click here. ]

The Workflow page gives a consolidated view of the important aspects of the Visual Workflow platform,
and inventory of all the custom-built workflows, and the actions that can be performed from the Workflow

studio console.
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Design ™ Solutions
7
Design and publish new workflows from scratch '\ /,’ Explore ready-to-use workflows designed to facilitate LS
\ | R
\ your need! N @
[ = »
Workflows @Z) a v Actions~ | LT | () =
test19 dollarApiTest2 dollarApiTest subFlow
& admin master & admin master & admin master & admin master
e [T e = o g o a s om Q) ot @
dollarTestDollar dollarTestt AWS Tester Newww Ticket Test
& admin master & admin master & admin master & admin master
= o am o o m ° am & o} am

Various options available on the Workflow page when the workflows are in Card view

Option Description

Design Allows you to create a new workflow from scratch.

[ Note: For more information, click here.

Solutions Allows you to access the ready-to-use OOB Solutions and FAQs.

Note: For more information, click here.

Search bar Allows you to search for a particular workflow by typing in the keyword.

T Allows you to filter workflows based on the category selected in the dropdown.

| Allows you to select all workflows displayed on the page with a single click.

Actions Allows you to perform the following actions on workflows:

* Export
* Enable
» Disable

» Delete
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Various options available on the Workflow page when the workflows are in Card view (continued)

Description

Note: For more information, click here.

1T Allows you to rearrange the workflows as:

» Ascending
« Descending
* Recently created

(:} Refreshes the page.

Displays the workflows in a card view.

— Displays the workflows in a list view.

~
Note: The Workflow inventory page is displayed in Card view by default. You can switch to the

List view by clicking = (List View) icon.

Workflow L + 5] 1 to 50 of 102 >

O Workflow Description Created by Status

O ASM Policy Migration AVX12-3 admin @ Disabled
0 ZTP of BIG IP VE AVX12-3 Instantiation of a BIG-IP VE on KVM hypervisor, licensing... ~ admin @ Disabled
0 Configuration Management AVX12-3 admin @ Disabled
0 certificate_adc_push_and_bind admin © Enabled
0 certificate_server_push_and_bind admin © Enabled
0 certificate_firewall_push_and_bind admin © Enabled
0 certificate_waf_push_and_bind admin © Enabled
(] certificate_adc_push_without_bind admin © Enabled
0 certificate_server_push_without_bind admin © Enabled
O certificate_firewall_push_without_bind admin @ Enabled
O certificate_waf_push_without_bind admin @ Enabled
0 SSH_Create_Key Create Key Workflow template for SSH Module. This tem... admin © Enabled
0 SSH_Pam_Template Push and delete Key Workflow template for SSH Medule...  admin © Enabled
0 SSH_Delete_Key Delete Key Workflow template for SSH Module. This tem... admin © Enabled
0 SSH_Rotate_Key Rotate Key Workflow template for SSH Module. This tem...  admin © Enabled
0 SSH_Rollback_Device Rollback Device Workflow template for SSH Module. Thi...  admin © Enabled
0 SSH_Rollback_Key Rollback Key Workflow template for SSH Module. This te... ~ admin © Enabled
(] SSH_Update_Knownhaost Update Known host file workflow template for SSH Mod... ~ admin © Enabled
0 certificate_revoke_request Readymade(Default) workflow for revoking certificate. admin © Enabled
0 certificate_renew_request Readymade(Default) workflow for renewing certificate. admin @ Enabled
O Device Migration Usecase admin @ Disabled
O certificate_reissue_request Readymade(Default) workflow for reissuing certificate. admin @ Enabled
(] certificate_new_request Readymade(Default) workflow for requesting new certifi.. ~admin © Enabled
0 Certificate Expiry Report Get list of certificates going to get expired. admin © Enabled
0 Request Closure Trend Report for overall Request Closure information admin © Enabled
0 User based Requests Report Fetch delails about the Requests created by various users  admin © Enabled
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Various options available on the Workflow page when the workflows are in List view

Option

Search bar

Description

Allows you to search for a particular workflow by typing in the keyword.

Displays the workflows in a card view.

Displays the workflows in a list view.

Allows you create a new workflow from scratch.

[ Note: For more information, click here.

0

Allows you to clone a workflow.

[ Note: For more information, click here.

Allows you to delete selected workflow(s).

[ Note: For more information, click here.

Allows you to enable selected workflow(s).

[ Note: For more information, click here.

Allows you to disable selected workflow(s).

[ Note: For more information, click here.

Allows you to define RBAC and other settings for a particular workflow.

[ Note: For more information, click here.

I+

Allows you to export selected workflow(s).

[ Note: For more information, click here.

Allows you to schedule the selected workflow.
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Various options available on the Workflow page when the workflows are in List view (continued)

Option Description
Note: Only enabled workflows can be scheduled. For more information,
click here.
£ Refreshes the page.
Workflow Actions

The Actions menu on the Workflow page (Card view) allows you to perform various actions on the
workflows such as export, enable, disable, and delete.

Note: In the List view of the Workflow inventory, these actions are available in the command bar
on the top right corner of the page.

 Enabling a Workflow
« Disabling a Workflow
« Deleting a Workflow

» Exporting a Workflow

* Cloning a Workflow

Enabling a Workflow

1. Go to the Workflow page.
2. On the Workflow page (Card view), select the workflow to be enabled.

3. To enable the selected workflow, from the Actions dropdown menu, select Enable.
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Design _. Solutions
esign and s okl ) " endy-2o-uti workf o
’ T >
.
==n oo
Waorkflows ) o T & wConrol~ [ A ~ - |
ADL Dwvice Restere Actlo... ADL Disable Mirror Failoy... ADC External Class Manag O [ggtle WO Internal Class Manag
-]
= O u = O u = O u = O
ADL Object Acvhons with 5. ADL Oibject Restons Accion.. ADL Rollback Clsas Manasg. .. ASM Polery Migratiom ANC1 [}
Lo] o Lo o

4. Click Yes in the Confirmation pop-up window.
The workflow is enabled.

[ Tip: You can also enable the workflow by turning on the toggle on the selected workflow card.j

5. To enable multiple workflows, you can either individually select the workflows to be enabled or click

L (Selection) icon to select all workflows displayed on the page and click Enable in the Actions
dropdown menu.

6. To enable a workflow, when the Workflow page is in List view, select the workflow(s) to be enabled
and click & (Enable) icon.

 Enabling a Workflow in Design Mode

Copyright © 2023 AppViewX, Inc. All Rights Reserved. 85



Automation User Guide

Enabling a Workflow in Design Mode 2=

1. In the workflow design space, from the right upper corner of the screen, click ON.

Workflow  Rollback

o .0
P Preview: Classic ¥ @ @ Variable Mapping & Validate B B S & m

@
=em @ QY@ O . - Tt ®
(» J[ X Ql > Stop
v ( K A, AN
e w B T Tl %
- : . g ! 2
: T I ol « Gy v T
e Tnedgon T ) ) ( ) £ T
%
L7 B © > EH B
% Ee;eva(e Revi J- & L
. ASM Polic P .
Validat Q 4 @ C'E::(A/SN @
Tk
Rexry e, Bereli
2. In the Confirmation pop-up window, click Validate & Enable.
[ Note: For more information on validating a workflow, click here. ]

The workflow is enabled.

« Important: You cannot modify a workflow when it is in enabled state.

Disabling a Workflow

1. Go to the Workflow page.

2. On the Workflow page (Card view), select the workflow to be disabled.
3. To disable the selected workflow, from the Actions dropdown menu, select Disable.
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Design Solutions

workflows 5 a "y =
ADC _Dewioe Bestore Aotio.. (] ADC_Disable_ Mirror Failay... [#] ADC_External_Class Wanag. o VDL _Internal Class Manag
L
L e v O R i R i)
ADC Object Actions with 5 ADC Object Reytore Action.. ADC Rollback Class Manag... ASM Polery Migration KiK.
@ [ Q @
4. Click Yes in the Confirmation pop-up window.
The workflow is disabled.
[ Tip: You can also turn off the toggle on the workflow card to disable the workflow. j

5. To disable multiple workflows, you can either select the workflows to be disabled individually or click

) (Selection) icon to select all workflows displayed on the page and click Disable in the Actions

dropdown menu.
6. To disable a workflow in the design space, from the upper right corner of the screen, click OFF.
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master v Workflow  Rollback

Generate ‘ J

Response ] !
Close SNO

Ticket

>
Parse SNOW .@ Send Email
Ticket Data ‘ Notification
Create \ > L Get Restore
SNOW Ticket Get SNOW L ) Stafus Log
Ticket Perform s N\
Restore hl
Wait For & ( 3 ‘ @ ‘
Status 'T" —
B Bl Stop
Restore T
Status CompletionC

heck

7. To disable a workflow when the Workflow page is in List view, select the workflow(s) and click &

(Disable) icon.

Deleting a Workflow

1. Go to the Workflow page.
2. On the Workflow page (Card view), disable the workflow to be deleted.

3. Select the workflow.
4. To delete the workflow, from the Actions dropdown menu, select Delete.

Design " Selutions

.

workflows ) a Bl esosrecomoly [ Amema | I (3 =
ADE_Davies Restors Actia, ADC_Disable Mirrer Failov. =] ADC_External Class Massg . o \DE_Internal Class Manag
-]
@ t = o ki = o 1 = o
ADE_Object_Acticns with 5 ADE_Object Restora Actisn ADC_Rallback Class_ Manag ASM Pelicy Migration AVX1...
B O = O = O = O
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5. To delete multiple workflows, either select them individually or click L4 (Selection) icon to select all
workflows displayed on the page and click Delete in the Actions dropdown menu.

[ Note: Ensure that the workflows to be deleted are disabled. ]

6. To delete a workflow when the Workflow page is in List view, select the workflow(s) to be deleted and

click Ty (Delete) icon.

[ Remember: Ensure that the workflow(s) to be deleted are disabled. j

Exporting a Workflow

1. Go to the Workflow page.
2. On the Workflow page (Card view), select the workflow(s) to be exported.
3. To export the workflow(s), from the Actions dropdown menu, select Export.

Design " Solutions

] gl Pieddy-To- Ul vworkMows. desigred 1o TRclita -

workflows ) QT © =
ADC_Devioe Bestors Aotio.. [ ADC Disable Mirror Failoy.. ] ADC External Class Manag o # kDL Wnternal Class Mansg
L
e d @ J = O u = O
ADC_ Object_Actions with & ADC_Object Revters Action ADC Rollback Olass Manasg... ASM Policy Migration AVX1
= O IR = O = O

4. Click Ok in the Export window.
The selected workflow is saved to your machine as a .zip file.

5. To export a flow, you can also click i (Export) icon on the workflow card.
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select all workflows displayed on the page and click Export in the Actions dropdown menu.

7. To export a workflow, when the Workflow page is in List view, select the workflow(s) to be enabled

and click == (Export) icon.

Cloning a Workflow

1. Go to the Workflow page.

2. On the Workflow page (Card view), click 0l (Clone) icon on the workflow to be cloned.

Design . Salutions

- 2 ¢ o=

Woarkfows m a T o
ADC_Device_Rentore_Actic. ADL Diable Mirror Failesw, ADC_[xternal_Claii Manag
@ gl & Lo u o]

ADC_Object Actions with 5 ADC_Object Resters Action ADC_Rollback Clags Manag.
= G = EH o

ADC_internal_Class Manag

= o

ASM Prolicy Migration AVE1

A copy of the cloned workflow opens in the design canvas.

3. Enter a Name for the cloned workflow and click Save.
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~ master v  Workflow  Rollback

* Name

Description
Category Rules v +
Subcategory Default v e

A copy of the cloned workflow is added to the Workflow page.

Note: To clone a workflow when the Workflow page is in List view, select the workflow to be

cloned and click 0l (Clone) icon.

Designing a Workflow (2=

The Design section in the Workflow studio allows you to create a new workflow or modify an existing
workflow. The canvas is a placeholder to drag and drop tasks, to define custom logic, and stitch together
an automation workflow.

The following options are available when designing a new workflow:

« Provision to design a new workflow and assign a category and a sub category.
« Provision to search and view the inventory of tasks by category.

« Provision to drag and drop in-built, custom tasks to design a workflow.

* Provision to clone existing tasks and use them in a workflow.

* Provision to delete tasks.

* Provision to link and update existing links and connect tasks within a workflow.
« Provision to validate a workflow for errors.

« Provision to assign a workflow to user role(s).

« Provision to enable or disable a workflow.

* Provision to bookmark workflow task(s).
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* Provision to preview a workflow task.
* Provision to preview a workflow/nested workflow.
* Provision to reuse and/or import workflow and workflow task(s).

To design a new workflow:

1. Go to the Workflow page.
2. On the Workflow page (Card view), click Create New.

0 Tip: When the Workflow inventory page is in List View, you can click + (Add) icon in the

command bar to design a new workflow.

3. In the workflow design space, enter or select the requested field information.

Certificate Alert Exp... ~ master v  Workflow  Rollback

* Mame

Description

Field descriptions for workflow design space

Field Description

*Name Enter a name for the workflow.

Description Enter a description for the workflow.

Category Select a category from the options displayed in the dropdown.

Note: You can create a new category by clicking + (Add) icon.

Subcategory | Select a subcategory from the options displayed in the dropdown.
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Description

Note: You can create a new subcategory by clicking + (Add) icon.

[ Note: The asterisk (*) symbol indicates mandatory fields. ]

4. Click Save.
5. Drag and drop tasks from the folders in the menu on the left to design workflows from scratch.

[ Note: For more information on getting started quickly with building workflows, click here. j

 Modifying a Workflow

Modifying a Workflow

You can modify a pre-existing workflow to suit user-specific requirements.

[ Note: Before modifying a workflow, ensure that it is disabled. j

1. Go to the Workflow page.

2. On the Workflow page, click on the workflow that you want to modify.
The workflow opens in the design space.

3. Modify the task(s) in the workflow as required

Accessing Solutions

This section allows you to easily access the out of the box (OOB) solutions and FAQs from the Workflow
page. You can use any of these solutions to build a workflow quickly and easily.

1. Go to the Workflow page.
2. On the Workflow page, click Use a Solution.
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Workflows 5

Solutions

Capy of Feteh FS BIG-IP CVES

Copy of ADC Duvice Restor... im solutions

] s | O [} -0 = O -] y B O
Copy of Tragger lenkin job... Copry of Modify Imfobdex DN_.. Wi diff eask

-] 3O .} il ¢ ) o ol &) o (s ]

The Solutions page is displayed with the Solutions tab open by default.
o
-
- o,

Solutions et Started

ctabegory

3

Trigger lenkisg job

i

Modify Bluscat DNS Records

i

Madaly infoblax DNS Records

Wi

i

Maodaly AV SLB Service

&

3

Medify F5 LTI Virtual Server

Wheva

78

GitLab-Craats Nuw Project

L+ |

73

Mbadify F5 GTM Wide-IP

AL

Dwlaee Infoblax DNS Recends

-]

87

Options available on Solutions tab

Option

Solutions

The Solutions tab displays the ready-to-use solutions available in the Workflow

Studio.

Description

Get Started

The Get Started tab displays the FAQs available in the Workflow Studio.
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‘ Description

Allows you to filter solutions according to the category selected in the dropdown
list.

Search

Allows you to search for a solution by typing the keyword(s).

Create Workflow

Allows you to create a workflow.

@)

Refreshes the page.

T

Allows you to rearrange the workflows as
» Ascending
» Descending

* Recently created.

X

Allows you to exit the Solutions page and return to the Workflow page (Card

view).

3. To open a ready-to-use solution in the design space, click View on the corresponding card.

The workflow opens in a View Only Mode in the design workspace.

4. To use this solution, click Edit.

5. Enter a new Name for the workflow, if required.

Trigger Jenkins Job - master v  Workflow  Rollback
Trigger Je
* Name opy of Trigger |enkins Job
View Only Mode @
Description
Category Hybrid Multi Cloud O+ —~ 9
. - h ’r -
Subcategory Default W T 2 e i 3
Srart A Trigger ——
Jenking Job
=) ®)
N N B
R
User Inputs Stop
6. Click Save.

The workflow can now be modified as required.
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Note: You can also access solutions from within a workflow open in the design canvas by

clicking icon in the top right corner.

7. To access quick out of the box solutions that can be consumed within workflows, on the Solutions
page, click Get Started tab.
The Get Started tab displays these OOB solutions.

Accessing the Store

New Menu ‘ Old Menu

In the Automation module, from the navigation pane on

the left. under WORKFLOW. select Store. 1. From the main navigation menu, select
Studio > Workflow.

The Workflow > Store page is displayed.
The Workflow page is displayed with

the Design tab open by default.

2. From the navigation pane on the left,

select Store.

The Workflow > Store page is displayed.

[ Note: For more information on how to switch between menus, click here. ]

The Store is an inventory of all out of the box (OOB) workflows made available to users. All OOB
workflows are presented in a catalog view with related workflows grouped together under one catalog.
The Store can be accessed under WORKFLOW section.
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Workflow » Store o
Store Q Sortby v
Domain Lifecycle Automation o Certificate Lifecycle Automation » F5 BIG-IP LTM -
* Domain Expiry Report Notification + Certificate Expiry Notification based on Cert... * Create F5LTM VIP Advanced
* Certificate Expiry Noetification - Cert Group ... * Create F5 LTM VIP Basic
* DNS Record Provisioning * Certificate Expiry Notification - Days * Create F5 LTM VIP with DNS
* DNS Records Sync * Certificate Expiry Notification - Devices | Se... * Create F5 LTM VIP with Service Now
More... More...
* Domain Decommissioning
F5 BIG-IP GTM » F5 BIG-IP System - F5 BIG-IP AS3 .
* Create F5 GTM WidelP with Service Now * Fetch F5 BIG-IP CVEs * Create GTM Application Services
o Create F5 GTM WidelP with Topology * F5BIG-IP CVE Reporting *  Modify GTM Application Services
s Create F5 GTM WidelP with Topology and P.. * F5BIG-IP Golden Config Compliance ® Delete GTM Application Services
*  WidelP with Multiple VIP * F5BIG-IP CVE_Reporting
More. More. e Create LTM Application Services

Actions you can perform on the Store page

Action ‘ Description

Search bar Allows you to search for a specific workflow in the Store.
| Allows you to select all workflow catalogs on the Store page.
o Allows you to enable all the workflows in a selected workflow catalog(s).

Note: This action is enabled only when you select a workflow catalog(s).

o Allows you to disable all the workflows in a selected workflow catalog(s).

Note: This action is enabled only when you select a workflow catalog(s).

o Refreshes the page

Sort by Allows you to sort the catalogs.

The following options are available in the Store.

 Enabling/Disabling OOB Workflow Catalogs
« Enabling/Disabling individual OOB Workflows
* Cloning an OOB Workflow
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» Scheduling an OOB Workflow
« Configuring RBAC for OOB Workflows
« Sorting the Workflow Catalogs

Enabling/Disabling OOB Workflow Catalogs

This feature allows you to enable/disable all the workflows in a given catalog. When you disable a
workflow catalog, all the workflows categorized under the catalog will not be available under Service

Requests and therefore cannot be scheduled or triggered.

1. Go to the Store.
2. To disable a workflow catalog, on the Workflow > Store page. turn off the toggle for the catalog to be
disabled.

Certificate Lifecycle Automation ©

» Certificate Expiry Notification based on Cert...
* (Certificate Expiry Notification - Cert Group ...

* (Certificate Expiry Notification - Days

» Certificate Expiry Notification - Devices | Se...

Maore...

3. To enable a workflow catalog, on the Workflow > Store page, turn on the toggle for the catalog to be

enabled.

e Tip: You can also enable or disable multiple catalogs by selecting the checkbox for the

catalog(s) and clicking o (Enable) icon to enable or B (Disable) icon to disable the

catalog(s).
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Enabling/Disabling individual OOB Workflows

You can also enable or disable individual workflow from the Store. When you disable a workflow, it will not
be available on the Workflow Request page and therefore cannot be scheduled or triggered.

To disable an OOB workflow:

1. Go to the Store.

2. On the Workflow > Store page, hover your mouse over a workflow name, and then click (Dots)
icon.

3. From the available options, click Disable.

Certificate Lifecycle Automation B

* (Certificate Expiry Notification based on Cert...

» Certificate Expiry Notification - Cert Group Hie @ o

Schedule
» Certificate Expiry Notification - Days Clone
* (Certificate Expiry Notification - Devices | Se...] | Disable

More...

The workflow is disabled.

4. To enable a workflow, on the Workflow > Store page, hover your mouse over the workflow to be

enabled, and then click (Dots) icon.
5. From the options available, click Enable.
The workflow is enabled.

Cloning an OOB Workflow

To clone an individual OOB workflow inside a workflow catalog:

1. Go to the Store.

2. On the Workflow > Store page, hover your mouse over the workflow to be cloned, and then click
(Dots) icon.
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3. From the options available, click Clone.

Certificate Lifecycle Automation »

» Certificate Expiry Notification based on Certifi © &

Schedule
s Certificate Expiry Notification - Cert Group ...
pIry ! P Clone
* (Certificate Expiry Notification - Days Enable

s Certificate Expiry Notification - Devices | Se...

More...

A copy of the cloned workflow is added to the Workflow inventory page.

Scheduling an OOB Workflow

To schedule an OOB workflow from the Store:

1. Go to the Store.

2. On the Workflow > Store page, hover your mouse over the workflow you want to schedule, and then

click (Dots) icon.

3. From the options available, click Schedule.
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Certificate Lifecycle Automation )

* Certificate Expiry Notification based on Certifi © %

Schedule
s Certificate Expiry Notification - Cert Group ...
Pyt P Clone
* (Certificate Expiry Notification - Days Enable

» Certificate Expiry Notification - Devices | Se...

More...

4. In the pop-up window that is displayed, under required field information for scheduling this workflow.

@ Information * Name

Description

Save & Continue

5. Click Schedule.
The scheduled workflow is added to the Scheduled jobs on the Request :: Schedule jobs page.

Configuring RBAC for OOB Workflows

To configure RBAC settings for a particular OOB workflow:

1. Go to the Store.

2. On the Workflow > Store page, hover your mouse over the workflow, and then click & (Settings)

icon.
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F5 BIG-IP LTM »
22
s Create F5 LTM VIP Advanced o O
¢ C(Create F5 LTM VIP Basic Settings |

* Create F5 LTM VIP with DNS
* Create F5 LTM VIP with Service Now

More...

3. In the Settings window, under RBAC, you can map the access control settings for user(s) for all tasks
within the workflow.

Settings @ Create AVI GSLEB senice

When trying to add the regex "*", a validation error will be triggered, resulting in the disabling of the
"Add as regex" option.

Sorting the Workflow Catalogs

You can sort the workflow catalogs in ascending or descending order.

Copyright © 2023 AppViewX, Inc. All Rights Reserved. 102



1. On the Store page, from the top right corner of the page, click Sort by.

Automation User Guide

Store

Demain Lifecycle Automation

+ Domain Expiry Report Notification

* DNS Traffic Report Collector
* DNS Record Provisioning

+ DNS Records Sync

F5 BIG-IP GTM

Create F5 GTM WidelP with Service Now

Create F5 GTM WidelP with Topology

Create F5 GTM WidelP with Topology and P..

WidelP with Multiple VIP

More...

F5 BIG-IP LTM

¢ Create F5 LTM VIP Advanced

Create F5 LTM VIP Basic
¢ Create F5 LTM VIP with DNS
e Create F5 LTM VIP with Service Now

More...

F5 BIG-IP System

® Fetch F5 BIG-IP CVEs

* F5BIG-IP CVE Reporting

* F5BIG-IP Golden Config Compliance
* F5BIG-IP CVE_Reporting

More...

Certificate Lifecycle Automation

F5 BIG-IP AS3 [ ]

Q Sortby v
Ascending
Descending

Default Vs

Certificate Expiry Notification based on Cert...
Certificate Expiry Notification - Cert Group ...
Certificate Expiry Notification - Days

Certificate Expiry Notification - Devices | Se...

More...

Create GTM Application Services
Modify GTM Application Services

Delete GTM Application Services

Create LTM Application Services

2. From the Sort by dropdown menu, select how you want to arrange the workflow catalogs. The options

available are:

» Ascending: All workflow catalogs will be sorted in an ascending order as per the catalog hame.

» Descending: All workflow catalogs will be sorted in a descending order as per the catalog name.

» Default: Workflows catalogs will be displayed in any random order.

Importing Workflows 2=

You can import workflow(s) from one environment to the other.

To import a workflow:;

New Menu

WORKFLOW, select Import.

In the Automationmodule, from the
navigation pane on the left, under

1. From the main navigation menu, select Studio >
Workflow. The Workflow page is displayed with the
Design tab open by default.

The Workflow > Import page is displayed. | 2 From the navigation pane on the left, select Import.

Old Menu
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The Workflow > Import page is displayed.

Note: For more information on how to switch between menus, click here.

1. On the Workflow > Import page, to select the file to be imported, click Browse.

Workflow 3

* Select a file : -
Browse L

2. Select the file from the file explorer on your computer.
3. To upload the selected .zip file, click Upload.
4. Select the workflow, and then click Submit.

SEzmas: Workflow_05_12_2023_06_35_09_0507ip (1)
» a Workflow Version Status. Logs
» a import_test #  master L4 WARNING Waorkflow version already exists master
» (m] import_test #  versiont 4 WARNING Woaorkflow version already exists version1

[] Overwrite @
[m]
[m]

! Warning: If you are importing a workflow that already exists, the workflow status will show a

Warning. You need to either edit the workflow name or the version to be able to import this

workflow or you can choose the overwrite option to replace its existing content and the RBAC

permission for the specific task will remain same with the existing workflow.

Sekctalies Workdlow_06_12_2023_06_35_09_969zip -:i)
» Workflow Version Status Logs
4 import_test #  master & WARNING Workflow version already exists master
> import_test #  versiont K4 WARNING Workflow version already exists version1

Overwrite @
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Collection is a placeholder for storing custom data which can be used in other workflows, reports, and

service catalogs. Data generated from one workflow can be stored as a collection and used as a part of

another workflow through APIs or Hooks.

) O | 11015015
O Ccollection name No of documents Type Status Activity log
O  sample collection 3 Custom © Completed View
O ExcludelP-sample 24 Custom © Completed View
O Testing 2 Custom © Completed View
O ExcludelP 22 Custom @ Completed View
O | Test_append 3 Custom © Completed View
O  Naming standard 3 Custom © Completed View
O  sample Datacenter Subnet Mmapping 4 Custom © Completed View
o Sample Datacenter import Subnet Mapping 4 Custom © Completed View
O  sample Datacenter Subnet Mapping 4 Custom © Completed View
O  ProvisioningDeviceQueue 5 Custom ® Completed View
O  Change Freeze Calendar 16 Custom © Completed View
O Default_F5_Configuration_Compliance 18 Custom @ Completed View
O | Naming Standard Collection 1 Custom © Completed View
O  azure f5_deployment_templates 4 Custom © Completed View
O citrix_Default_Compliance 34 Custom © Completed View

Options available on the Collection page
Option Description
Qb Allows you to enable the selected collection(s) for building a custom query.
Note: This option is enabled only when you select a collection.
c\\.s Allows you to disable the selected collection(s) for building a custom query.
Note: This option is enabled only when you select a collection.
+ Allows you to create a new collection manually.

S

Allows you to edit/update the selected collection(s).

Note: This option is enabled only when you select a collection.

[l Allows you to delete the selected collection(s).

Note: This option is enabled only when you select a collection.

Iil Allows you to download the selected collection(s) as a .xIs file.
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Options available on the Collection page (continued)

Option Description

[ Note: This option is enabled only when you select a collection. ]
= Allows you to export the selected collection(s) as a .zip file.

[ Note: This option is enabled only when you select a collection. ]
[3) Allows you to import collection(s) as .xlIs or .zip files.
< Refreshes the page.

« Creating Collections
* Importing Collections
» Modifying Collections

 Using Collections

Creating Collections

You can create a collection either by defining all the custom data for the collection from scratch or by
using the sample collection file.

* Defining Custom Data

* Using Sample Collection File

Defining Custom Data

To create a new collection from scratch:

1. On the Collection page, from the command bar on the top right of the screen, click L (Add) icon.
2. On the Collection > Create page, enter the required field information.
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Collection

* Name
* Group by
* Order by
* Unique key
Date fields
Date format Select date format v

Hidden Fields

* Value

Save Cancel

Field descriptions for create page

Field Description

*Name Enter the name for the collection.

For example: ExcludelP-Sample

*Group by Define how the collection will be grouped.
For example: datacenter

All the IPs will be grouped according to the datacenter.

*QOrder by Define how the data in the collection will be ordered.
For example: ip

The data in the collection will be ordered by the IPs

*Unique key Define the unique key or identifier for the collection.
Date fields Define the date fields in the metadata, if required.
Date format Define the date format, if required. For example: dd/mm/yyyy
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Field ‘ Description
Hidden Fields Enter the hidden fields, if required.
*Value Define the data for the collection.
For example:

"ip": "192_168_42_123",
"datacenter": "Texas"

"ip": "192_168.42_124",
"datacenter": "Texas"

[ Note: The asterisk (*) symbol indicates mandatory fields. ]

3. Click Save.
The collection is added to the Collection page.

Using Sample Collection File

To create a collection using the sample collection file:

—

1. On the Collection page, from the command bar on the top right of the screen, click 4] (Download)
icon.

2. On the Collection > Import page, to download a sample collection file, from the top right corner of the

screen, click @ (Download) icon.
A sample collection file <.xIs> is downloaded to your computer.
3. Open the downloaded file and define the keys and metadata as required. A sample is shown here:
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MetaKeys

groupBy
orderBy

SN e W R —

B
MetaValues
collectionNam Collection Sample

zone
subnet

uniquekKey  zone

subnet
192.168.33.0/26
192.168.32.0/25

C

D E
datacenter  zone
NYE Red
CBE Green

4. Save the collection and import it into your instance.

Importing Collections

There are three ways to import a collection into your instance:

 Importing the Sample file

« Importing a <.xIs> or <.zip> file

« Importing an Exported File

Importing the Sample file

Automation User Guide

For steps on how to import and use the sample collection file to create custom collections, click here.

Importing a <.xIs> or <.zip> file

To import a collection into AppViewX:

1. On the Collection page, from the command bar on the top right of the screen, click L] (Download)

icon.

2. On the Collection > Import page, click Browse.

3. Select the file to be imported into AppViewX and click Upload.

* Select a file
»
»

SampleCollection|P.xlsx

Collection name

ExcludelP-Sample

Status
@ Valid

Browse

Logs

4. Select the checkbox next to the Collection name, and then click Submit.

The imported collection is added to the Collection page.
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O collection name No of documents Type Status Activity log
O | ExcludelP-Sample 22 Custom @ Completed i

O Testing 2 Custom © Completed

O  Excludelp 22 Custom © Completed

a 3 Custom @ Completed

(] 3 Custom @ Completed

(] 4 Custom @ Completed

0O ng 4 Custom @ Completed

O 4 Custom @ Completed

@] 5 Custom @ Completed

m] 16 Custom © Completed

O Default_| ration_Compliance 18 Custom @ Completed

O Naming ollection 1 Custom © Completed

(] f5_deployment_templates 4 Custom @ Completed

0O Citrix_Default Compliance 34 Custom © Completed View

5. Click Collection name and hover over View meta details for details about the collection.

ExcludelP-Sample View meta details

Alaska

" 172.168.23.25
Arizona > Collection name:  ExcludelP-Sample
Texas 172.168.23.26 Group by: datacenter

172.168.23.27 Order by: ip

172.168.23.28 Unique key: ip

172.168.23.29

172.168.23.30

172.168.23.31

- Collection name: This is the name of the collection. For example: ExcludelP-Sample.

» Group by: You can define the parameter for grouping the data in the collection. For example: All the
IPs in this collection will be grouped by datacenter - Alaska, Arizona, Texas, and so on. For more
information, click here.

» Order by: You can define how the data will be ordered in the collection For example: If you set the
Order by field as ip, then all the IPs will be listed in order in the collection. For more information, click
here.

* Unique key: This is the unique identifier for the data in the collection.

Importing an Exported File

You can export a collection from a different environment and import it into your environment or export a

collection from your instance, modify it, and import it again.

1. To export a collection, on the Collection page, from the command bar, click =~ (Export) icon.
The file is saved to your laptop as a <.zip> file.
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[ Note: You can also download the collection as a <.xIs> file by clicking from the command bar.j

2. Modify this collection, if required and import it into your instance.

Modifying Collections

To update or modify data in a collection:

1. On the Collection page, select the collection to be modified. For example: ExcludelP-Sample. This

collection currently contains 22 documents.

(J  cCollection name No of documents Type
O | ExcludelP-Sample 22 Custom
U  Testing 2 Custom

2. From the command bar on the top right of the screen, click Z4 (Modify) icon.
3. Update the data in the Value field.

&
1'-;"IEI|UE' ”'i.I:I": “192_1{:\3_42_122":
"datacenter": "Texas"

"ip": "192_168_42_121|,
"datacenter": "Texas"

4. Click Save.
The collection is modified with the number of documents in the collection now at 24. You can view the

collection details and search for the IPs added to the collection.

192.168.42.122

ExcludelP-5ample

Texas
192.168.42.122
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Using Collections

Collections can be used in workflows either through APIs or to build a custom query (hooks).
In API

Sample Payload for adding documents to collections

{

"payload": {
“collection™ test”
"action": "add",
“documents": [
{
"deviceName": "F5",
“ip":"1.2.3.4"
}
{

"deviceName": "A10"
“ip": "15.25.35.45"

}
/

In Query Explorer

Click here for more information on importing custom data into the Query Explorer.

Hooks Inventory
“Design and Define a Query once, reuse them forever...”

A ‘Hook’ is a mechanism used to query and retrieve data from different sources such as database,
device, or external vendors; and leverage them as part of the report building process. The mode of query

could be either through — Script, REST API and Query Explorer.

For example, a query to retrieve a list of managed BIG-IP F5 devices from the database can be defined

once and reused across one or more workflow(s).

There are 3 ways of querying data through hooks:
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* REST API
 Script (Python)

* Query Explorer (GUI based)
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JO0O0O0O0OO0O0OO0OO0OO0OO0OO0OO0O0O0OO0O0UOOOOODOO0OOOO

Workflow » H

Hooks

CMDB_Get_Certificates

CMDB_Get_Devices

Cert cost report - Unit based cost
Certificate Client Autorenewal Ready Report
Certificate Client CAA Grid

Certificate Client CAA Record

Certificate Client Cipher suite

Certificate Client Cipher suite Grid
Certificate Client Endpoint Vulnerability
Certificate Client Endpoint Vulnerability Grid
Certificate Client Monitor Failure Grid
Certificate Client Monitor Failure Report
Certificate Client Push Report Grid
Certificate Client Shared Client Report
Certificate Client TLS version

Certificate Client TLS version Grid
Certificate Client Transparency Grid
Certificate Client Transparency Report
Certificate Client push Report

Certificate Server Autorenewal Ready Report
Certificate Server CAA Grid

Certificate Server CAA Record

Certificate Server Cipher suite

Certificate Server Cipher suite Grid

Certificate Server Endpoint Vulnerability

Description

Fetch all the certificate details from inventory

Fetch all device details from inventory

Fetches count of CA actions performed based on the certificate groups.
Fetches count of client certificates ready for the aute-renewal process.

Fetches list of certificates in appviewx inventory (client) which have and de not have ...
Fetches the count of certificates in appviewx inventory (client) which have and do not...

Fetches Client Cipher suite

count of device endpoints with respect to the cipher suite details aleng with the prior...
Fetches only for the objects associated with the certificates, which are available in the...
Fetches list of objects associated with the certificates, which are available in the client...
report list certificates in the appviewx which are disassociated from the endpoints, w...
Fetches the count of client certificates in the appviewx which are disassociated from t..
Fetches list of device connectors configured and non configured with push automatic...

Fetches the count of client certificates shared with multiple end points.
Fetches count of abjects along with the TLS versions of the same
Shows the count of objects along with the TLS versions of the same

Fetches the list of domain names for which there are more than one certificates avail..
Fetches the total count of domain names for which there are more than one certifica..

Fetches Client push Report
Fetches count of server certificates ready for the auto-renewal process.

Fetches list of certificates in appviewx inventory (server) which have and do not have ...
Fetches the count of certificates in appviewx inventory (server) which have and do no...

Fetches Server Cipher suite

count of device endpoints with respect to the cipher suite details along with the prior...

Fetches only for the objects associated with the certificates, which are available in the...

Q
]

Hook Type
Query Explorer
Query Explorer
REST

REST

REST

REST

REST

REST

REST

REST

REST

REST

REST

REST

REST

REST

REST

REST

REST

REST

REST

REST

REST

REST

REST

1to 50 of 455

Options available on the Hooks Inventory page

Search bar

Description

Allows you to search for a particular hook by typing in keyword(s).

-+

Allows you to create a new hook.

Allows you to delete hook(s).

5 Refreshes the hooks inventory.
& Allows you to import a hook.
£ Allows you to export hook(s).

« Accessing the Hooks Inventory

* Creating a Query Explorer Hook

* Creating a Script Hook
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* Creating a REST API Hook

« Defining a Hook and using it within a Workflow

Accessing the Hooks Inventory

New Menu Old Menu

In the Automation module, from the
navigation pane on the left, under 1. From the main navigation menu, select Studio >
WORKFLOW, select Hooks. Workflow. The Workflow page is displayed with the
Design tab open by default.

The Workflow > Hooks Inventory page is | 2. From the navigation pane on the left, select Hooks.
displayed.
The Workflow > Hooks Inventory page is displayed.

[ Note: For more information on how to switch between menus, click here. ]

Creating a Query Explorer Hook

1. Go to the Hooks Inventory.
2. On the Workflow > Hooks Inventory page, from the command bar on the top right corner of the

screen, click + (Add) icon.
3. On the Workflow > Hooks Inventory > Add page, under Hooks Type, select Query Explorer.

4. Enter a description for the hook.

Hooks Inventory :: Add

Hooks Type
Select type ® Query Explorer Script REST
Description Retrieve all managed certificates.

221 remaining

5. Under Query Explorer Details, enter or select the required field information.
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Query Explorer Details

Field Descriptions for Query Explorer Details

Field Description

*Query name Enter a valid query name.

For example, Managed certificates.

Select Query Filter Select an appropriate query filter from the pre-populated list of filters.

For example, Certificate Inventory under Certificate section.

Add Filter Add a filter and select appropriate fields from the predefined values.

For example, Certificate Status is Managed.

AND/OR
Select the appropriate conditional parameters depending on the type of
output required in the report.
AND: Report will reflect data satisfying all the filter conditions.
OR: Report will reflect data satisfying either of the filter conditions.
[ Note: The asterisk (*) symbol indicates mandatory fields. ]

6. To add this new hook to the hooks inventory, click Save.
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Creating a Script Hook

1. Go to the Hooks Inventory.
2. On the Workflow > Hooks Inventory page, from the command bar on the top right corner of the

screen, click T (Add) icon.
3. On the Workflow > Hooks Inventory > Add page, under Hooks Type, select Script.
4. Enter a description for the hook.

Hooks Type

5. Under Script Details, enter the Script name and define the script logic.

Script Details

6. To add this new hook to the hooks inventory, click Save.

Creating a REST API Hook
1. Go to the Hooks Inventory.
2. On the Workflow > Hooks Inventory page, from the command bar on the top right corner of the

screen, click T (Add) icon.
3. On the Workflow > Hooks Inventory > Add page, under Hooks Type, select REST.
4. Enter a description for the hook.
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Hooks Type
Select type Query Explorer Script ® REST
Description Fetches the list of domain names for which there are more than one

certificates available and only one or a few(out of all) are avallable in

the server inventory.

5. Under API Details, enter or select the required field information.
o Using REST API: This is an external facing customer API (For example, ServiceNow, JIRA, GIT)

API Details
* APl name
Select type ® REST AP Internal
Method GET ~

Data center

* URL

Field descriptions for API Details Select type REST API

Field ‘ Description
API name Enter a valid name for the API.
Select type You can select between REST API and Internal.

* REST API: Use this to select external API and enter the URL.
« Internal: Use this to select an internal APl and select a URI (Uniform
Resources Identifier) from the dropdown menu.

Method Select the API method for submitting requests.
Data center Enter the name of the data center.
*URL Enter the APl URL.
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Description

[ Note: The asterisk (*) symbol indicates mandatory fields. ]

o

Using Internal API: API that is integrated internally

API Details
* APl name
Select type REST API ® Internal
* URI M
View Details v
Path params
Query params <

Field descriptions for API Details Select type Internal

Field Description

APl name Enter a valid name for the API.

Select type You can select between REST API and Internal.

* REST API: Use this to select external APl and enter the URL.

« Internal: Use this to select an internal APl and select a URI (Uniform
Resources Identifier) from the dropdown menu.

Path params Parameters that are used to identify a specific resource(s).
Query params Parameters that are used to filter resources.
[ Note: The asterisk (*) symbol indicates mandatory fields. ]

6. Under Request Body, enter the payload and response mapping details.

Field descriptions for Request Body

Description

Payload Payload is the actual data that needs to be passed for the API.
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Description

Response mapping Mapping an integration response from the backend.

7. To add this new REST API hook to the hooks inventory, click Save.

Defining a Hook and using it within a Workflow =

To define a common hook to create an incident ticket on ServiceNow and use it within a workflow:

1. Go to the Hooks Inventory.

2. On the Workflow > Hooks Inventory page, from the command bar on the top right corner of the

screen, click + (Add) icon.
3. On the Workflow > Hooks Inventory > Add page, under Hooks Type select REST and enter a
Description for the hook.

Hooks Type

Select type Query Explorer Script ® REST

Description

255 remaining

4. In the API Details section, enter or select the required field information as shown in the image below.

APl Details
* APl name Service Now - Create an Incident ticket
Select type ® REST AP Internal
Method POST v
* URL https.f<servicenow url=/api/now/tablefincident
5. Click Save.
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. Design a workflow.

. From the User Interface section, drag and drop a Form task.

. Under the Form builder tab, define the necessary form fields.

. Under the Hooks tab, select the Hook type as REST.

10. From the Hooks Inventory dropdown, select the APl name as defined before.

© 00 N O

11. From the Field ID dropdown, select the field against which the hook should be mapped.

Hanly

12. Click Add.

=
13. Under the Form Builder tab, click ‘@ (View) icon.

A preview of the form shows the hook added to the form field.

£ Form : Form 1

o~ iHar Datails

Magic Variable 2=

This shows a list of all the Magic variables defined in various tasks across workflows.
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Magic variables E A
Search by tags Select tags Q
List + m

* \ariable name Managed_F5_Devices
[0 Managed_F5_Devices Erter description
Description
[0 Managed_ADC_Devices
[0 Managed_DNS_Devices Type O static @ Dynamic
[0 Managed_Firewall_Devices * Key avx_f5_devices
[J Managed_Others_devices * Hooks Get F5 device name list
[0 Managed_A10_Devices
, . Tags

O F5_Virtual_Servers

A10_aFlex_Scripts
Total records: 49 >

 Accessing Magic Variables
« Defining a Hook and declaring it as a Magic Variable

« Using a Magic Variable within a Workflow

Accessing Magic Variables

New Menu ‘ Old Menu

In the Automation module, from the

navigation pane on the left, under 1. From the main navigation menu, select Studio >

WORKFLOW, select Magic Variables. Workflow. The Workflow page is displayed with the
Design tab open by default.

The Magic Variables pop-up window is 2. From the navigation pane on the left, select Magic

displayed. Variables.

The Magic Variables pop-up window is displayed.

[ Note: For more information on how to switch between menus, click here. ]

18

Defining a Hook and declaring it as a Magic Variable

You can define a common hook and refer it within a workflow form.
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1. From the Hooks inventory, create a Hook using REST API or Script.
2. Go to the Magic Variables section.

3. In the Magic variables window, to define a new magic variable, click + (Add) icon.

4. Enter or select the required field information.

* Variable name

Description Enter description
Type ®) Static Dynamic
* Key
*Value Enter a value or an URL
Tags

Field descriptions for adding new magic variable

Field ‘ Description
*Variable | Enter the name for this magic variable. For example: Managed_F5_Devices
name
Description | Enter a description for the magic variable.
Type

Select if the magic variable is

« Static: Hooks which are static in nature can be referred as magic variables. For
example, Slack webhook, ITSM change ticket URL etc.

» Dynamic: Hooks that execute dynamically can be referred as magic variables. For
example, Query to get list of devices, Query to get list of unused VIPs, Query to get
list of managed F5 devices etc.

*Key Enter a unique key for the magic variable.
*Value Enter the values for the magic variable. These can either be comma-separated values
or a URL.
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Field ‘ Description
[ Note: This field is displayed only when you select the Type as Static. ]
*Hooks Enter the name of the hook that you want to define as the magic variable. For example,
Get F5 device name list.
[ Note: This field is displayed only when you select the Type as Dynamic. ]
Tags Enter tags to be associated with this magic variable, if any. This will help you to search
for magic variables by tags.
[ Note: The asterisk (*) symbol indicates mandatory fields. j
5. Click Add.

Using a Magic Variable within a Workflow 2=

This section describes the steps to define a hook as a magic variable and use it in the Form task.

1. Design a workflow.

2. In the design workspace, from the menu on the left, navigate to Application Delivery > F5 BIG-IP CLI
>LTM > Create.
3. From the Create folder, drag and drop the Create LTM Monitor TCP task.
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s amn B Y RO

Stop

4. In the Create LTM Monitor TCP task window, select the Edit mode checkbox to see information on
the variables used in this task.

Create LTM Momios TCP #

Infeemasan

Legi

Tagn

5. To see the magic variable used in this task, in the Create LTM Monitor TCP task window, click
Variables.

The magic variable (~get_managed_f5_ltm_devices~) retrieves the list of all managed F5 LTM devices.
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Create LTM Mortor TCP & W Emmode® 7[5 0 X

Propertiss Inpu t'Output wanaklay

Field name Wariable valus Cefauls Value Dercription Fisld Type Parent

6. Auto-generate a self-service form for this workflow.
7. Connect the workflow tasks and click Preview.

The magic variable auto-populates the F5 Device Name form field.

m # Create LTM Moniter TCP

Helper Scripts

“Write once, reuse them forever...”

Helper scripts can be defined once with the relevant logic and can be reused across any workflow scripts
with the relevant function name. One python script is essentially reused within another.

Frequently used methods and functions can be written as helper scripts once and reused across other
custom scripts within the workflow. Either default helper script(s) can be leveraged and/or new helpers

Copyright © 2023 AppViewX, Inc. All Rights Reserved. 125



Automation User Guide

can be defined. For example, logic to establish database connection can be defined once and reused for
any other database related queries via script.

The Helper Script Library can be accessed by navigating to Automation > WORKFLOW > Helper

script
Workflow » Helper script Libra + ©  1to500f156 >

@] Script name Description Version

a AWS_AMI_MAP AWS_AMI_MAP Version 3.x
a Cummulative_Report_ HTML_Template Cummulative_Report HTML_Template Version 3.x
O DNSInfoblox DNSInfoblox Version 3.x
O DNSInfobloxA. cord DNSInfobloxAAAARecord Version 3.x
O DNSIn DNSInfobloxARecord Version 3.x
@] DNSIn DNSInfobloxCNAMERecord Version 3.x
(@] DNSInf DNSInfobloxHostRecord Version 3.x
(@] DNSInf DNsInfabloxMXRecord Version 3.x
(@] DNSInfobloxPTRRecord DNsInfebloxPTRRecord Version 3.x
O DNSInfobloxTXTRecord DNSInfobloxTXTRecord Version 3.x
O DNS_helper Version 2.x
m] Decrypt Version 2.x
[m] Decrypt_Python3 Version 2.x
@] Detail_Report_ HTML_Template Detail_Report_HTML_Template Version 3.x
@] F5_Upgrade F5_Upgrade Version 3.x
(@] P FirewallPanoramaAddress Version 3.x
O FirewallPanoramaAddressGroup Version 3.x
a de FirewallPanoramaApplicationOverride Version 3.x
(@] FirewallPanoramaNAT Version 3.x
m] FirewallPanoramaPolicy Version 3.x
[m] FirewallPanoramaSchedule Version 3.x
a PanoramaService FirewallPanoramaService Version 3.x
a Version 2.x
@] Version 2.x
@] Version 2.x
O Version 2.x

Options available on the Helper Script Library page

Option ‘ Description
Search bar | Allows you to search for a particular helper script by typing in keyword(s).
+ Allows you to create a new helper script.
[+ Allows you to export a helper script.
] Allows you to import a helper script.
() Refreshes the pages.

« Accessing Helper Script Library
* Creating a Helper Script
 Exporting Helper Scripts
« Importing Helper Scripts
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« Configuring RBAC for Helper Scripts
* Using a Default Helper Script

Accessing Helper Script Library

New Menu Old Menu

In the Automation module, from the
navigation pane on the left, under 1. From the main navigation menu, select Studio >
WORKFLOW, select Helper Script. Workflow. The Workflow page is displayed with the
Design tab open by default.

The Workflow > Helper script Librarypage | 2. From the navigation pane on the left, select Helper

is displayed. Script.

The Workflow > Helper script Librarypage is
displayed.

[ Note: For more information on how to switch between menus, click here. ]

Creating a Helper Script =

1. Go to the Helper Script Library.

2. To create a new Helper Script, on the Helper Script Library page, click + (Add) icon in the

command bar.
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3. On the Workflow > Helper Script Library > Add page, enter or select the field information..

Workflow » Helper script Library 3 A

* Name
* Type Python v
* Version Version 3.x h

Description

Field descriptions for adding new workflow to the helper script library

Field Description
*Name Provide an appropriate name for the Helper Script.
*Type Select script as Python.
*Version Select version as 3.x
Description Enter a description of the script.
[ Note: The asterisk (*) symbol indicates mandatory fields. ]
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5. Click Save.

Exporting Helper Scripts

1. Go to the Helper Script Library.

2. On the Helper Script Library page, select the helper script(s) to be exported.

3. To export the selected helper script(s), click = (Export) icon in the command bar.
Workflow + ©  1to500f156 >
Export

Script name Description

MAP AWS_AMI_MAP
Cummulative_Report_ HTML_Template
DNslInfoblox
DNSInfobloxAAAARecord
DNSInfobloxARecord
DNSInfobloxCNAMERecord
DNSInfobloxHostRecord
DNsInfobloxMXRecord
DNSInfobloxPTRRecord
DNSInfobloxTXTRecord

Detail_Report_ HTML_Template
F5_Upgrade
FirewallPanoramaAddress
FirewallPanoramaAddressGroup
FirewallPaneramaApplicationOQverride
FirewallPanoramaNAT
FirewallPanoramaPolicy

0000000000000 00000A80

FirewallPanoramaSchedule

Version

Version 3.x
Version 3.x
Version 3.x
Version 3.x
Version 3.x
Version 3.x
Version 3.x
Version 3.x
Version 3.x
Version 3.x
Version 2.x
Version 2.x
Version 2.x
Version 3.x
Version 3.x
Version 3.x
Version 3.x
Version 3.x
Version 3.x
Version 3.x
Version 3.x

4. Click Ok in the Confirmation pop-up window.
The helper script(s) is/are saved to your computer as a <.zip> file.
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1. Go to the Helper Script Library.

Automation User Guide

2. On the Helper Scripts Library page, click “* (Import) icon in the command bar.

3. To select the helper script file to be uploaded, click Browse.

* Select file

4. To upload the selected file, click Upload.
5. Select the script and click Submit.

’ 8 status

Script name
C S Vald

DiSInfabloxHostRecond

Note:

be overwritten when new files are imported.

* Only <.zip> files will be supported for import.

Submit.

+ By default, the ‘Overwrite existing file’ option will be checked. Any existing helper scripts will

« If the ‘overwrite existing file’ option is not selected and the script already exists in the

destination environment, the following warning will be displayed to the user on clicking

¥ Seatui Serich nama

Legi
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Configuring RBAC for Helper Scripts

You can allow or restrict a user to modify Helper Scripts. Users can modify helper scripts only when they
have the Create/Modify permission for workflows. Users with ‘View’ permission cannot modify helper

scripts.
To restrict a user from modifying Helper Scripts in the Workflow Studio:

LT X ]
1. From the upper left corner of the screen, click 3 (Menu) icon.

2. From the menu displayed, select Platform > IDENTITY > Role.

3. Select the role for which you want to enable access. For example, admin.
4. Under Authorized functions, select Request > Workflow.

5. Under Workflow, only select the View checkbox.

InfTarmansar Anithorized fundiions

v All lundtiani

v B Router

v B Server

+ B 55H

- Srudis
v B Reports
v B Rules

o Waorkfow

v B Switch
-] System
-
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On the Helper Script Library > Modify page, the script editor and Save button are disabled.

Using a Default Helper Script =

1. Leverage the helper script called "appviewx", which establishes database connection.

Function name: db_connection

2. Reuse the predefined helper script across other workflow scripts such as ‘Get device list'.
Get device associate script
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import sys

import json

sys.path.insert(0, AVX::DEPENDENCIES)
sys.path.insert(0, AVX::HELPER)

import appviewx

def device_list():
connection = appviewx.db_connection() _--------------------------------. > helper.helperfunction()
collection = connection.appviewx.device
dev_list = [value['name'] for value in collection.find({"vendor":"F5", "category" : "ADC"})]
dev_list = sorted(filter(None,dev_list), key = lambda s: s.lower())

print (json.dumps([{'Device": name} for name in dev_list])) if dev_list else (json.dumps({'error:"No Device to list"}))

device_list()

Regex Library

The Regex Library allows you to define custom regex validation or use the prebuilt regex patterns. Regex
validations can be referenced against a form field with specific notifications to the user. You can add, edit

any regex in the inventory.
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Workflow » Regex Library

+ Add new regex

Email

FQDMN with atleast two dots
FQDN with two dots

IP address

IP address and Port
MNumbers

Port

o 0o o o o o0

Total records: 7

New regex

* Validation name

* Regex string

Motification

* Accessing the Regex Library
« Adding a New Regex
» Modifying an Existing Regex

Accessing the Regex Library

New Menu

In the Automation module, from the
navigation pane on the left, under
WORKFLOW, select Regex Library.

The Workflow > Regex Librarypage is
displayed.

‘ Old Menu

1. From the main navigation menu, select Studio >

Design tab open by default.
2. From the navigation pane on the left, select Regex
Library.

Workflow. The Workflow page is displayed with the
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The Workflow > Regex Librarypage is displayed.

[ Note: For more information on how to switch between menus, click here. ]

Adding a New Regex 2=

1. Go to the Regex Library.

2. To add a new regex string, on the Workflow > Regex Library page, click Add new regex.

Workflow > Regex Library
+ Add new regex New regex
* Validation name
Email
FQDMN with atleast two dots
* Regex string
FQDM with two dots
IP address
IP address and Port

Motification
Numbers

o 0o o o o o 0o

Port

Total records: 7

3. Enter the required field information as shown.

Copyright © 2023 AppViewX, Inc. All Rights Reserved. 135


https://helpcenter.appviewx.com/techdoc/index?GuideSearch%5Bversion_id%5D=51&GuideSearch%5Bproduct_id%5D=&guide_html=2023.1.0_FP1/Platform/Platform%20Guides/webhelp-responsive/oxy_ex-1/Platform%20User%20Guide/switching_between_menus.html&guide_pdf=2023.1.0_FP1/Platform/Platform%20Guides/platform_platform_guides.pdf

Automation User Guide

New regex
* Validation name P address and Port
* Regex string M((10-9]|[1-91[0-9] | 1[0-9]{2} | 2[0-4][0-9] | 25[0-
SINHINI0-9]| [1-5000-9] | 1[0-91{2} | 2[0-41[0-
9]|25[0-5]):(5553[0-5] | 655[0-2)\d | 65[0-
4Nd{2} | 6[0-41\d{3} | S\el{4} | [0-9Nd{0,3}))%
Naotification Please enter a valid IP port value

(e.g.:192.168.1.1:80)

4. To save this new regex script to the library, click Add.

Modifying an Existing Regex (=

1. Go to the Regex Library.

2. On the Workflow > Regex Library page, select an existing Regex from the list. For example: Email.

3. To modify the Regex string, enter a different regex pattern for email validation.

+ Add new regex Modify regex
*Walidation name

* Riegent string

Maotification

Plesse enter & valid emal sddregs [e.g.:

abcBappviewcom)

4. To save this modified regex pattern, click Update.
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Request Settings

You can request specific customized request settings, allowing tailored configurations for efficient and

personalized automation workflows.

To define the request settings:

New Menu Old Menu

1. Form the main navigation menu, select 1. Form the main navigation menu, select
Automation. Settings.

2. In the Automation module, from the left menu, [ 2. On the Design page, Request Settingspopup
click WORKFLOW > Request Settings. is displayed.

[ Note: For more information on how to switch between menus, click here. j

1. When you click Request Settings the Settings popup page is displayed.
2. Under the Request Settings section, configure the request settings based on request execution
access, assigned request filters, and role-based access.
3. In the Request Execution Access field, select the execution access to All User or Requestor or
Dynamic Auth.
- If execution access is set to All User, every user with all assigned resources can view the request.
- If execution access is set to Requestor, all users with submitter resource can view the request.
« If execution access is set to Dynamic Auth, users with dynamic authentication can only view the
request.
4. In the Filter Assigned Request field, select the filter assigned to All User or Requestor or Dynamic
Auth.
- If filter assigned is set to All User, every user with all assigned resources can view the request.
- If filter assigned is set to Requestor, all users with submitter resource can view the request.
- If filter assigned is set to Dynamic Auth, users with dynamic authentication can only view the
request.
5. Turn on the Role Based Access toggle to view role based access to the request.
6. Click Save.
The Request Settings will be updated successfully, and only the customized requests will be

displayed on the Workflow page.
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Provisioning for Workflow Tasks

You can define specific configurations for executing the provisioning workflow tasks such as

Implementation, Prevalidation, Postvalidation, and Rollback.

To define the configurations:

New Menu Old Menu

1. Form the main navigation menu, select 1. Form the main navigation menu, select
Automation. Settings.

2. In the Automation module, from the left menu, [ 2. On the Settings module, from the left menu,
click WORKFLOW > Provisioning. click Provisioning.

[ Note: For more information on how to switch between menus, click here. j

1. Under the Work order configuration section, define the configurations for Both or Manual or Auto of

the Implementation type.

2. In the Implementation type field, select the Implementation type from the dropdown.

3. Under the Command configuration section, define the configurations for success or failure of the
implementation task.

4. In the Failure messages field, enter the keywords for error responses to identify the task as failed as

shown in the image below.

Failure messages arror
failed
not found
already exists
invalid

If the workflow execution displays any of the keywords defined above as error messages, the task will

be considered as failed.

5. In the Excluded failure messages field, enter the keywords to be excluded for identifying the task as

failed.
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6. In the Commands to wait field, you can enter a set of commands and define a time out for the
implementation task. If the task contains the configured commands, then it will time out as per the time
out defined. This is useful for tasks or commands that take longer than the default time to execute.

7. In the Time out (mins) field, enter the timeout value for the tasks having the configured set of
commands.

[ Note: The default value is 0.5 minutes or 30 seconds. j

8. Turn on the Continue on a command failure toggle, to proceed in case of a command failure.
9. Turn on the Enable Device Queue toggle to enable queuing of device connections as per the defined

connection count in the Collection.

ProvisioningDeviceQueue

ATO

AVI =

All connectionCount : 9999
Citrix vendor : F5

F5

10. Turn on the Enable Device Session Cache toggle, to check for any existing open sessions for the
device and execute other requests in the same session.
11. Turn on the Rollback work order toggle to rollback configurations that are partially implemented.

Note: Configurations that were successfully implemented will be excluded from the rollback

work order.

12. Under the Rest configuration section, define the different success status codes in the Rest success
status code field.

13. Under the Collection configuration section, turn on the Enable default collection toggle to create
a collection in the name of the device and store all the IPs in the device (using a predefined parsing

logic) during the next device parsing.

Source Control

This feature allows you to connect and sync workflows/tasks from GIT. You can integrate with GitHub,
GitLab, Bitbucket, and Azure through AppViewX.
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Workflow > S

Connect and sync workflows/tasks from GIT.

Connect and sync workflows/tasks from GIT.

O v o

GitHub Git Lab Bitbucket

A

Azure

* Prerequisites

« Accessing the Source Control Page

« Linking a Repository

« Committing Workflows from the Workflow Page

« Committing Workflows from the Design Canvas

« Committing Tasks and Subflows

* Pushing to a Remote Repository from Workflow Page
 Pushing to a Remote Repository from the Design Canvas
* Pulling from the Repository from Workflow Page

* Pulling from the repository from the Design Canvas

* Unlinking a Repository

* Logs

Prerequisites

» Users should have role based access permission to the workflow studio.

» The user should have a configured remote GIT repository.
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Accessing the Source Control Page

New Menu ‘ Old Menu

In the Automation module, from the

navigation pane on the left, under 1. From the main navigation menu, select Studio >

WORKFLOW, select Source Control. Workflow. The Workflow page is displayed with the
Design tab open by default.

The Workflow > Source Control page is 2. From the navigation pane on the left, select Source

displayed. Control.

The Workflow > Source Control page is displayed.

[ Note: For more information on how to switch between menus, click here. ]

Linking a Repository

1. Go to the Source Control page.

2. On the Source Control page, select the integration type as GitLab.

3. Select the connection type as HTTPS or SSH.

4. For HTTPS, enter the valid credentials along with the HTTPS clone URL.

5. For SSH, enter the valid private key corresponding to the public key and SSH clone URL.

[ Note: Prerequisite for SSH - Public key is to be added to the remote user account. ]

6. From the Branches dropdown, select master.
7. Click Next.

All available workflows, tasks and subflows in the remote repository are displayed.
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Clome workflows from remate Bepasitory

Workflown Tarke Craated om ] Last updated on Updatad by T Crewrvrite 1

8. Select the workflows to be cloned and click Finish.
9. In the Confirmation pop-up window, click Yes.

* Cloned tasks and subflows are added to Source Control Directory and Workflows to the inventory.

The connected workflows reflect the Source Control 0 logo .

Grid rollback Auto gonerate form

¥ ¢ hoE D o % hoE U HE D

« Cloned Repository is added to the Manage Repositories page.

Managr Repaiibaris

Fppaiaip rame Braesch Crasted by Craabtied 2 Logn At

" &)
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Committing Workflows from the Workflow Page

1. Go to the Workflow page.

2. On the Workflow page, select the workflows to be committed.

3. From the Source Control dropdown menu, select Commit changes.

Automation User Guide

Design

workflows )

‘Work o

Copry of Fanch FS BIG-IP CVES

" Solutions
"
a T LE
(] Copy of ADC_Devece_Restor... im sodutidr
o -] 5o
Copry of Trigger Jenking pob. oy of Modify Infobles DN...
ok} o

west_emall respomse
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4. In the Workflow Commit window, enter a commit Message and click Commit.

Workflow Commit W

& Modified l:!1._\:";+:'_. in the workflow will be cormmited,

* Repositary

| * Branch name
master

¥ Message

My three workhlows

Committing Workflows from the Design Canvas

1. Go to the Workflow page.

2. Design a workflow or open an existing workflow that you want to commit to Git.
3. Form the GIT Actions dropdown, select Commit changes.
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I Preview : Classic B @ @ Variable Mapping

»  Croate Virtual Se.,.

miom o @ Y @ O

Lomamikt ¢ MArEEs
Pussh fo remaobe

Pulll from remoae

. T 0 - 4 ()
'_-'.I._ar.; - ¥ Ansible Stop
Farm Executor
Bigip_virtual_
Sever
4. In the Workflow Commit window, enter a commit Message and click Commit.
Committing Tasks and Subflows
1. Go to the Workflow page.
2. Design a workflow or open an existing workflow.
3. Right-click on a task to see the options.
4. From the options displayed, click Save to Folder.
mhom @ @ Y @ O
:b:_ =
‘.’ﬂ.-__l"l: lfg e ";tcp
_‘ i - _____:'__ e ™

- Create LTM

1L Foaol rI'.l

@ Review And

Irr:_::-l-)-r.*n}nl;
InputfOutpat
Farim

5. In the Save to folder window, save the task to the Source Control directory.
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Save to folder x

6. Click Save.

7. Add the tasks and subflows to be committed to the Source Control Directory.

8. Click Commit.

Q. Search by tag, task

Source Control
General
Change Management

User interface

Bl a2t

<>

Script

Create LTM Poaol

i ]

i ]

Note: By default, the Commit button is disabled. It is enabled only after selecting the Source

Control Directory to save tasks.
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9. In the Task Commit window, enter a commit Message and click Commit.

Task Commit b4

* Repository

* Branch name
master
* Message

Task Commit

® Modified changes in the source control folder will be committed.

oo ] oo |

Automation User Guide

N

( ot
Note: Only the recently added tasks/subflows will be committed.

Pushing to a Remote Repository from Workflow Page

1. Go to the Workflow page.

2. On the Workflow page, from the Source Control dropdown, select Push to remote.

Design " Solutions
g and publish nere workflows from scranct " e e
’ -
== U e
Workflows € e -
Workfiow ] Copy of ADC_Device Restor. im rodut or / _ test_email_response
5 O o 2 O =" O
Copy of Fatch FS BIGIP CVES Loy of Trigger Jenking job Copy of Modify Infoblsx DN e
i o H @O & O H RO
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3. In the Push Changes to Remote window, enter the Password.

[ Hes
4. Click Next.

5. In the Push Changes to Remote window, from the list of committed tasks, select the task(s) to be

pushed.

Push Changed 12 Remate 5

WorkflowsTaska $tatus Created on 1 Last wpdated on 1 Craated by 1
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6. Click Push.

The selected workflows/tasks are pushed successfully.

Pushing to a Remote Repository from the Design Canvas

1. Go to the Workflow page.
2. Design a workflow or open an existing workflow that you want to push to Git.
3. From the GIT Actions dropdown, select Push to remote.

aser b o GIT Actions & I Preview: Classkc & & ."‘J'ﬂflﬂh'ﬂ!'MﬂpFu"Iﬁ & Validate

»  Create Virtual Se... Ciormmit churges

mrm am D Y @ O

4. In the Push Changes to Remote window, enter the Password.
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5. In the Push Changes to Remote window, from the list of committed tasks, select the task(s) to be

pushed.

Puih Changes 18 Remata ™

WorkflowsTasks

Created on ]

Last wpdated on ]

Automation User Guide

Craated by

6. Click Push.

The selected workflows/tasks are pushed successfully.

Pulling from the Repository from Workflow Page

1. Go to the Workflow page.

2. On the Workflow page, from the Source Control dropdown, select Pull from remote.

Copyright © 2023 AppViewX, Inc. All Rights Reserved.

150



Automation User Guide

Design - Solutions
’ e i
Workflows &) a T @ sConirole  []  Acties s =
Wk llow = Copy of ADC_Device Restor. i sebutior st email respose
il * ] L Y B O 5o = O
Copy of Fetch F5 BIG-IF CVEs Copy of Trigges Jenking job Copy of Modily Infoblex DN... xsa
& = 0 o = = 0 o VICK -]

3. In the Pull From Remote Changes window, enter the field information.

Pull Frem Remate Changes
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4. In the Pull From Remote Changes window, select the workflows to be pulled and click Pull.

B  WorkNowuTaiks Croated on Last updated on 1 Created by Owerarite |
8 G 05143021 165723 DSI1AR0TT 16:57:23

B 1442 28 e -

] 4

b 21 TEST23 D54 LT

] [ [ ¥ D514

Pulling from the repository from the Design Canvas

1. Go to the Workflow page.
2. Design a workflow or open an existing workflow into which you want to pull tasks/workflows.
3. From the GIT Actions dropdown, select Pull from remote.

masier w  Workllow  posback £ GIT Actiors. v W Froview: Classic B @ @ Varlable Mapping & Validate

¥  Create Virtwal Se...

4. In the Pull from Remote Changes window, enter the required field information.
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Pulll Fresm Remaote Changes

5. In the Pull from Remote Changes window, select the workflows to be pulled and click Pull.

Pull From Remate Changes x

B WerkfowuTaiks Croated on Lass updated n Created by Chegrarite 1

Grid D141 16:57:23 DS/ L4001 16:57:23
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Unlinking a Repository

1. Go to the Source Control page.
2. On the Source Control page, under Manage Repositories, select the repository to be unlinked.

Manage Repositories

B Repasitery narma Eeamch Ereatad by Eradted an Legs Aot 1

B o

3. Deactivate the repository by turning off the toggle.
4. To unlink the repository, click Unlink.

Minape Ripedilanie

Ripoiitery nams franch Craated by Eraated on Legs

8 O

5. Click Ok in the Confirmation pop-up window.

Logs
Logs is an option supported to view the actions performed in the chosen repository. Logs for the latest 10

actions are displayed in the descending order.

The logs can be viewed on the Manage Repositories page.

Manape Repaditaries

Bapasilery name #ranch Creaned by Created oa Legs

o

The following actions are supported for Source Control:

« Support for Cloning, Pulling, Committing and Pushing Workflows,Tasks, and Subflows.

« Support for both On Premises and Cloud Repositories.
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« Support for both public and private repositories.

* Support for SSH and HTTP/HTTPS authentication protocols.

« New branch can be created from AppViewX.

* Support for creating new versions and overwriting existing workflows on selection while importing them.

» Tasks and subflows can be overwritten or duplicated on selection while importing them.

« Support for cloning an empty repository is available.

» Allows switching between active repositories while performing Push, Pull, and Commit actions.

* Support to commit recently added tasks and subflows.

« Support to auto handle the conflicts thus enabling seamless pull and push actions in the repository.

« A concept analogous to Git staging is supported for choosing files to push from a committed list along
with the Transaction status.

» Renamed workflows can be pushed and duplicates are deleted in the remote repository if the workflow
with “Deleted” status is selected in staging.

+ Confirmation for actions like, Overwrite, First Commit inside Design, and Cloning without selecting any
files.

» Source Control Repository connection establishment based on repo name, source control type, and
working branch name.

« Support for other dependencies like Helpers, Regex, Hooks, and Pages.

« Commit and Push actions for workflow(s) and task(s) can be performed from the Workflow page as well
from the workflow Design studio.

The following actions are not supported for Source Control:

« Option for hiding password in tasks and folder segregation along with filtering field values of exported
data in remote is not supported.
« Support is not provided for deleting remote tasks and workflows.

Integration

AppViewX facilitates integration with different vendors (ITSM, GIT, DevOps, PaaS) and allows you to use
the configurations for speedy automation. Relevant vendor configurations, communication endpoints,
closure codes and so on must be pre-configured as part of the ITSM vendor configuration plug-in in order
to reference them as part of the workflow task(s).

« Provision to select/reference a specific ITSM instance to be integrated with a workflow.
« Provision to push specific configurations and logs as part of the automation process using variables.
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Workflow » Integration ]
Select Category v Q
° [ ]
oo servicenow. IitHu
D + DevOps/ Ansible ITSM / ServiceNow Source Control / GitHub
Add new vendor ANSIBLE CHANGE GitHub
. ‘ .
gsibudket @ StJira O
Source Control / Bitbucket Others / AnsibleTower ITSM / JIRA NerthBound / Ansible
BitBucket AnsibleTower JIRA Ansible
L g G s
NorthBound / Terraform NorthBound / API NorthBound /Jenkins NorthBound / Openshift
Terraform API Jenkins Openshift
=N .
& — @ GoDaddv W Bitbucket

« Accessing the Integration Hub

* ITSM Vendor Configuration

« Jenkins Vendor Configuration

« Ansible Vendor Configuration

« Terraform Vendor Configuration

* Using Variables in Integrations

Accessing the Integration Hub

New Menu ‘ Old Menu

In the Automation module, from the

navigation pane on the left, under 1. From the main navigation menu, select Studio >

WORKFLOW, select Integration. Workflow. The Workflow page is displayed with the
Design tab open by default.

The Workflow > Integration page is 2. From the navigation pane on the left, select

displayed.

Integration.
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The Workflow > Integration page is displayed.

[ Note: For more information on how to switch between menus, click here. ]

ITSM Vendor Configuration

You can configure the relevant ITSM configuration - communication end points, field mappings, closure

codes - required to integrate a workflow automation flow with an IT Service Management (ITSM) tool.

« Provision to configure the ITSM vendor name and the instance (For example, ServiceNow, Redmine,
JIRA etc.) which can be referenced within the workflow tasks.

« Provision to define credentials to connect to any ITSM system.

* Provision to define relevant REST API details in order to do the following:
* Create an ITSM ticket
* Poll ITSM ticket details
» Update an ITSM ticket
* Close an ITSM ticket.

« Provision to define mapping of custom change ticket closure codes between AppViewX and the ITSM
vendor.

« Provision to define custom validation parameters between AppViewX vis-a-vis ITSM system, for
example, Device/Cl, Implementation date/time, ITSM state/status etc.

- Configuring a ServiceNow Instance
» Checking ServiceNow REST API details
 ITSM JSON Configuration

Configuring a ServiceNow Instance

1. Go to the Integration Hub.

2. On the Workflow > Integration page, click servicenow/change.

3. On the Vendor Configuration page that is displayed, under Credentials, enter the required field
information.
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Credentials
Type
* Auth type

* URL

® REST SSH
Basic Auth g

* Username

Validate URL * Password

4. Under General Settings, define the relevant field information.

General settings
Enable polling
Polling interval (mins)

Approve mode

® Device / Cl validation ®
5 ®  Timezone GMT v
Override v @ Implementation mode Stop v @

Field descriptions for General Settings

Field Description

Enable polling

Allows you to enable periodic polling when integrated with an ITSM system.

Polling Interval

Allows you to define the frequency of polling interval when integrated with an ITSM

(mins) system.

Device / Cl Allows you to validate for any mismatch between device/Cl (configuration item)

validation details between the AppViewX work order and the change ticket at the time of the
work order approval and implementation.

Timezone Allows you to select the timezone from the list.

Approve mode

Allows you to enable either a ‘hard stop’ or ‘override’ (the work order) in the event of
any mismatch between the AppViewX work order and the change ticket details at the

time of work order approval, peer review.

Implementation
mode

Allows you to enable either a *hard stop’ or ‘override’ (the work order) in the event of
any mismatch between the AppViewX work order and the change ticket details at the

time of work order implementation post all peer reviews.

5. Define the Log/Configuration settings.

Select log type

Log / Configuration settings ®

Select configuration type None selected - Consolidated logs

None selected - Auto close @
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Field descriptions for Log/Configuration

Field ‘ Description
Select
. _ Allows you to enable pushing of configuration commands and/or logs to the ITSM

configuration
system.

type
For example, pushing config and configurations to the ‘journal field’ on ServiceNow.

Auto close Allows you to enable automatic ticket closure or otherwise on the ITSM system once
the AppViewX work order is executed.

6. Under Configurations, turn on the Enable config toggle and define relevant API parameters in the
JSON configurator that is displayed.

Sample Schema:

{

"ServiceNowConfig": {
"serviceName": "ServiceNow",
"serviceApiList": {

"getTicket": {

"url"; "/api/now/table/change_request?sysparm_query=number=<ticketNumber>",
"responseDataMapping": {
“"state": "result~approval",
“startTime": "result~start_date",
“endTime": "result~end_date",
“sysld": "result~sys_id",
"ticketNumber": "result~number"

h
"apiListToCallAfter": [
"getDeviceList"
I
"name": "getTicket",
"method"; "GET"
h

"getDeviceList": {
"url": "/api/now/table/task_ci?sysparm_display_value=true&sysparm_query=task=<sysld>",
"responseDataMapping": {

“devicelList": "result~ci_item~display_value"

h
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"name": "getDeviceList",
"method": "GET"
h
"closeTicket": {
"url"; "/api/now/table/change_request/<sysld>",
"responseDataMapping": {
"state": "result~state"
By
"payloadDataMapping": {
"state": "closureCode",
“close_notes"; "comment"
h
"name": “closeTicket",
"method": "PUT"
h
"updateTicket": {
"url"; "/api/now/table/change_request/<sysld>",
"responseDataMapping": {},
"payloadDataMapping": {
“work_notes": "updateData"
h
"name": "updateTicket",
"method": "PUT"
}
h
"validation™: {
"state": "approved"
h
"tooltipData": {
"Affected Cl's": "deviceList",
"Start Date": "startDate",
"End Date": "endDate",
"Status": "state"
h
"authorizationConfig": {
"type": "Basic"

h
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"mandatoryHeaders": {
"Content-Type": "application/json"
h
“constants": {
"ticketCloseStates": {
"Success": 3,
"Not implemented": 4,
"Withdrawn": 7
h
"dateFormat": "yyyy-MM-dd HH:mm:ss"
}
}
}

7. Click Add.

Checking ServiceNow REST API details

To retrieve details using REST API explorer for a given Change ticket on ServiceNow:

1. Login to ServiceNow using your credentials.
2. Search or navigate to REST API Explorer.

SBFVICEAW e s

RO 601 8T A s

Tabiks AP

Ealimrs rmideda o b Tl

B Batra el Ao B Prapst e requesl

P Lo BT

N YA Dwiripnon

3. Select tableName value from the dropdown list.
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Prepare request

Path parameters

Hame Value
% tablphame Change Rioqueis! (changs_requast) T
o

Query paramatens
Changa Policy Action =

(chg_poscy_action
N ichg_polcy_action)

Description

An encoded quary $iing usoed to Giter the nesults

Changa Rbgues] (chandgs neguesl)

SyEpaIm_quary Ghange Schaeduls Dafinition

|'{'1|}_5,$(_l1¢.'rr|:|"|| Rahem figld d 4 i 1 £al 1 il i
SYSAIT_display vl aham field display values (inae), actual valoes (lalse), or

Change Schadula Definiton Cong both {adl) {defaull falsa)
[chg_soc_defmbon_cora)
Trwd 1o axclide Tabls AP] ks for federancs helds (dalaull

Talss)

syspam_exciude_relarence_link Changs Task (change_task)

L Chart cobpr scheme ;
5 ! | I
SSpANT_SUpgIess_pagination_h Trusd 1 Suipdess pagriabon header (delaull tala)

Fader

syspamm_figids F A comma-separated st of hields to refumn in the responss

4. Enter the value for sysparm_query (number=<change ticket>).
For example, number=CHG0030682

Prepare request
Path parameters

Name Vislue

& fablaMName Changa Request (Changs_request) L

Query paramebars

Name Value Description

SySpEN,_quary numbersCHO0I0682 An gncodid quary Siing used 1 e B nesulls

i Tt d ) I | vk ! f

syspanm_displiy_value Foetum feld display values (irue), actual valies (fatse), o

Both (all) (dodanl fakda)

syspanm_exclude_relerence_knk ITrue 1o enciudi Table AP knks for referance felds (delaull
T

SYSPATT_SUppYEss_paginalion_h True to supress paginabicn header (delaull false)

aadar

syspanm_fields y A comma-separated list of Reids bo returm in the response

5. Get 'sysID’ API response body for the change ticket.
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REST APl Explones

Headeis

Response Body

{
“result": [
{
"u_glide_date_1": ",
"parent": ",
“"reason": ",
"made_sla": "true",
"backout_plan": ",
"watch_list": ",
"u_integer_4": ",
"upon_reject": "cancel”,
"sys_updated_on": "2016-11-11 07:58:35",
"type": "Comprehensive",
"conflict_status": "Not Run",
"approval_history": ",
"number”: "CHG0030682",
"test_plan": ",
"sys_updated_by": "admin",
"opened_by": {
"link": "https://ven01189.service-now.com/api/now/table/sys_user/6816f79cc0a8016401c5a33be04be441",
"value": "6816f79cc0a8016401c5a33be04be441"
h
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"user_input": ",
"requested_by_date": ",
"sys_created_on": "2016-11-11 07:08:22",
"sys_domain”: {
"link": "https://ven01189.service-now.com/api/now/table/sys_user_group/global”,
"value": "global"
h
"state": "4",
"sys_created_by": "admin",
"knowledge": "false",
"order": ",
"phase": "requested"”,
"closed_at": "2016-11-11 07:58:35",
"ecmdb_ci": {
"link": "https://ven01189.service-now.com/api/now/table/cmdb_ci/0ca262a80f4fa200c3e6cd8cel1050e68",
"value": "0ca262a80f4fa200c3e6cd8ce1050e68"
h
"delivery_plan™: ",
"impact": "3",
"active": "false",
"review_comments": "kk_vs1",
"work_notes_list": ",
"business_service": ",
"priority": "2",
"time_worked": ",
"cab_recommendation™: ",
"expected_start": ",
"production_system": “false",
"rejection_goto™: ",
"opened_at": "2016-11-11 07:08:22",
"review_date": ",
"business_duration": ",
"group_list": ™",
"requested_by": {
"link": "https://ven01189.service-now.com/api/now/table/sys_user/kk",

"value": "kk"

h
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"work_end": ",
"change_plan": ",
"phase_state": "open",
"approval_set": ",
"cab_date"™: ",
"wf_activity": ",
"work_notes": ",
"implementation_plan": "
"u_table_name_1": ",

"end_date™: "2016-11-12 00:00:00",
"short_description": "Create VS on UAT",

"correlation_display": ",

"delivery_task"

"work_start": ",
"assignment_group": ",
"additional_assignee_list": "

"outside_maintenance_schedule": "false",

"description": "Create VS",

"calendar_duration": ",

"close_notes": "Closing the ticket from AppViewX.",

"sys_class_name": "change_request",

"closed_by": {
"link": "https://ven01189.service-now.com/api/now/table/sys_user/6816f79cc0a8016401c5a33be04be441",
"value": "6816f79cc0a8016401c5a33be04bed41"

h

“follow_up™: ™",

"sys_id": "25e553cd0f07e200c3e6cd8cel050e14",

“"contact_type": "phone”,

"urgency": "3",

"scope™: "3",

"company": ",

"justification™: ",

"reassignment_count": "0",

"review_status": "3",

"activity_due": ",

"assigned_to": ",

"start_date": "2016-11-07 00:00:00",
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"u_field_name_3": ",
"u_field_name_1": ",
"comments”: ",
"u_field_name_2": ",
"u_journal_1"; "™,
"approval": "approved",
"sla_due": ",
"comments_and_work_notes": ",
"due_date": ",
"sys_mod_count"; "4",
"sys_tags": ",
"conflict_last_run": ",
"escalation": "0",
"upon_approval": "proceed”,
“correlation_id": ™,
"location": ™",
"risk": "4",
"category": "Hardware"
}
]
}

Automation User Guide

6. Enter or select the following field information to get ‘CI’ specific details.

tableName

sysparm_query

Cls Affected (task_ci)

task="sysID’ (task=25e553cd0f07e200c3e6cd8cel050e14)

sysparm_display_value

true
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Prepare request
Path parafmeters
Mame Value
o labkahame Cls aflactod (Rask_ci) L
Dby PArameters
MName Value Description
Syspanm_guery 185k=25655 30T e200cIebcdBe 105081 An enceded query sinng used 1o filler the results

e Raturn fadd desplay valwes (inue), aciual values (false), of
ety (all) coalau. fEkia)

syspanm_displ

syspanm_exclude_refarence_link Tru by exchude Table AP inks for relevence Dekls. (dedaul
’ ’ tatsa)
Tl — True to supress pagination header (defaull lalse)
e
syspanm_filkds . A comma-separated list of figlds 1o return in he response
syspanm_fiakds /
syspanm_imil 1 (Lirnited 16 1 Fasul for Besting) v Vi maimum numesar of results refumed per page (dslaul

10 (U0

Response for sysid from task_ci table.

"result": [
{
"sys_id": "39e593010f47e200c3e6cd8cel050e8a",
"sys_updated_by": "admin",
"task": {
"display_value": "CHG0030682",
"link": "https://ven01189.service-now.com/api/now/table/task/25e553cd0f07e200c3e6cd8cel1050e14"
h
"applied": “false",
"sys_created_on": "2016-11-11 07:08:23",
xmil': ",
"sys_mod_count": "0",
"sys_updated_on": "2016-11-11 07:08:23",
"sys_tags": ",
"applied_date": ",
"ci_item": {
"display_value": "117",
"link": "https://ven01189.service-now.com/api/now/table/cmdb_ci/Oca262a80f4fa200c3e6cd8ce1050e68"

Th
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"sys_created_by": "admin"
}
1
}

ITSM JSON Configuration

Automation User Guide

The IT Service Management (ITSM) JavaScript Object Notation (JSON) configurator is a generic method

through which an ITSM vendor that supports a JSON based REST communication can integrate with

AppViewX. This allows AppViewX to establish communication with an external tool and achieve the

necessary change management integration.

The key components of the ITSM JSON configuration are:

- Application Programming Interface (API) Definitions
- Validation parameter configuration
» Tooltip data configuration
» Mandatory headers configuration
+ Authorization configuration
+ Constants.
+ Change ticket closure states.
« Date format used by the vendor.

The API definition can have the following configurations:

* Name: The API Name

» Method: The HTTP method - GET, POST, PUT, DELETE
* URL: The relative URL for the REST endpoint of the API
« responseDataMapping

* payloadDataMapping

* apiListToCallAfter

» apiListToCallBefore.

* ITSM APIs

« URL and Response Data Mapping

» Response Data Mapping

« Payload Data Mapping

« Validation Parameters
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* Tooltip Data Configuration
- Mandatory Headers

« Authorization Configuration

ITSM APIs
The following APIs need to be defined within the configurator in order to integrate Change management

vendor with AppViewX:

* Create ticket: This APl is used to create an ITSM change ticket and pass some basic ticket details
defined in the payloadDataMapping.

» Get ticket: This API is used to fetch the ITSM change ticket for a given RFC ID (Request for change).
All the fields mapped in the responseDataMapping will be stored internally in AVX for reference.

* Close ticket: This API is used to close the ITSM change ticket based on the AppViewX workorder
status. The corresponding state in the ITSM system has to be mapped in the constants, under

ticketCloseStates.
* The value of “closureCode” is picked from ticketCloseStates based on the workorder status.

“close": {

“url™: "/api/now/table/change_request/<sysld>",
“responseDataMapping": {
"state": "result~state"
h
"payloadDataMapping": {
"state": "closureCode",
"close_notes": "comment”
h
"name": "closeTicket",

"method": "PUT"

h
« Update ticket: This APl is used to update data back to the change ticket. Commonly the update data
are workorder configurations (Implementation, Rollback, Pre-validation, and Post-validation) and

workorder logs.
« Specific configurations such as Implementation, Pre-validation, and Post-validation can be mapped

against the relevant ITSM field, and pushed.
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“update”: {
“url": "/api/now/table/change_request/<sysld>",
"responseDataMapping": {},
"payloadDataMapping": {
"work_notes": "updateData"
h
"name": "update”,
"method": "PUT"
h
"updateConfig": {
“responseDataMapping": {},
“payloadDataMapping": {
"user_input": [
“rollback_config"
I
“"close_notes": [
“postvalidation_config"
I8
"work_notes": [
"prevalidation_config"
]
i
"url": "/api/now/table/change_request/<sysld>",
“name": "updateConfig",
"method": "PUT"
h
"updateLog": {
“responseDataMapping": {},
“"payloadDataMapping": {
"user_input": [
"rollback"
I
"close_notes": [
“"postvalidation”
I
"work_notes": [

"prevalidation"
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]

h

"url": "/api/now/table/change_request/<sysld>",
"name": "updateLog",

"method": "PUT"

If the API for withdrawal of the ticket is different from the close API, it can be defined under the name

“withdrawTicket”.

"method": "GET"

h

"withdraw": {
“responseDataMapping": {
"status": "status"

h

"payloadDataMapping": {
"change_number": “ticketNumber",
"comment”; ™"

h

“url"; "/withdraw",

"name": "withdrawTicket",
"method": "POST"

h

URL and Response Data Mapping

The relative URL for the REST endpoint of the APl and the relevant query parameters for the URL can be

specified within <> representation.

For example, In the getTicket API only <ticketNumber> can be used. But for other API any mapped data can

be used with the <> notation.

Response Data Mapping

This is a guideline for the data to be mapped for internal use by AppViewX based on the JSON response
obtained from the ITSM system. Response data mapping (key-value pair) is used to define all the relevant

fields from the ITSM system into AppViewX.
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Cemfiguration ceenmand

Canfiguratinn command

{

"ServiceNowConfig": {
“serviceName": "ServiceNow",
"serviceApiList": {
“getTicket": {
"url": "/api/now/table/u_vip_create?sysparm_query=u_number=<ticketNumber>",
"responseDataMapping"”: {
"state": "result~u_approval”,
“startTime": "result~u_start_date",
"endTime": "result~u_end_date",
"sysld": "result~sys_id",
“ticketNumber": “result~u_number"
b
"apiListToCallAfter": [

"getDeviceList"

» The key on the left indicates the values that are used in AppViewX as part of the provisioning, ticket
validation process.

« The values on the right indicate the response received from an external tool and used within AppViewX
as part of the provisioning, ticket validation process.
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Payload Data Mapping

These are attributes required to be sent to an ITSM system as part of the payload data (via REST).

Configuraticn command

“closeTicket": {
"url": "/api/now/table/u_vip_create/<sysld>",
"responseDataMapping": {
“state": "result~u_state"
b
"payloadDataMapping": {
"u_state": "closureCode",
"u_notes": "comment"

b

 The key on the left indicates the specific field values on the ITSM system.
» The values on the right indicate the specific values with which the fields on ITSM have to be updated by
AppViewX.

Validation Parameters

This is a set of JSON key value pairs that define what attributes of a change ticket needs to be validated
within AppViewX. Any custom attributes can be defined as part of the validation. The values on the left
side of the assignment denote the attribute to be validated and the right side of the assignment denotes
the expected value for the parameter to be considered as valid.

Note: In case an attribute that is not mapped to the system is validated, these will be ignored and
will be treated as invalid. The validation message on the GUI will be displayed accordingly.
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Example validation parameter configuration:

"name": "updateTicket",
"method": "PUT"
}
h
"validation™: {
“"state": "approved"
h
"tooltipData": {
"Start Date": "startDate",

“End Date": "endDate",

« Validation message sample

In this case, AppViewX executes a work order based on the validation parameters. For example, the state
of the change ticket on the ITSM tool must be ‘approved’, Device/Cl must be valid, Change window must

be valid, and so on.

Confirmation Messape

D s 168 et b proveedt

El E=TH
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Tooltip Data Configuration

This placeholder gives you the flexibility to customize the tooltip data that is to be displayed in the
workorder review page against a specific work order (on hovering over the RFC ID field).

The left side of the assignment denotes the Label to be displayed in the tooltip, and the right side of the

assignment denotes the data that is to be shown in the tooltip.

Example tooltip config:

“"tooltipData":{
"Affected Cl's":"deviceList",
"Start Date":"startDate",
"End Date":"endDate",

"Status":"state"

Work order

Workorderl  Relworkordes Description Crnsted date Lastupdateddste  RFC RFC status Status Aty log

Mandatory Headers

These are key-value pairs that are needed for every HTTP request sent to the defined APIs. Support is
available for “Content-type”:"application/json”. There can be additional headers depending on the system.

For example:

"mandatoryHeaders":{

"Content-Type":"application/json"
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Authorization Configuration

This part of the configuration contains the authentication details to be performed in order to communicate
with the ITSM system. Support is available for “no authentication” and “BASIC authentication”. This is to
be specified in the “type” key under in configuration.

For example:

“authorizationConfig":{

"type":"Basic"

« Ticket close states: A placeholder to map the AppViewX work order states - Completed, Failed, Not
Implemented - with the appropriate ITSM change ticket closure states. This can be defined either as a
String or Integer format depending on the ITSM system.

» Vendor date format: Date format is mandatory for AppViewX to interpret the date values from the ITSM
system.
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Example: Ticket closure states in integer format

“constants":{
“ticketCloseStates":{
"Success":3,
"Not implemented":4,
"Withdrawn":7
h

"dateFormat":"yyyy-MM-dd HH:mm:ss"

Example: Ticket closure states in string format

“constants":{
“"ticketCloseStates":{
"Success":3,
"Not implemented":4,
"Withdrawn":7
h

"dateFormat":"yyyy-MM-dd HH:mm:ss"

Jenkins Vendor Configuration

1. Go to the Integration Hub.
2. On the Workflow > Integration page, click Jenkins.

3. On the Vendor configuration page, enter the required field information.
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Workflow » Integration

Information
* Category
* Name

Description

Download Plugin
Data center
Credentials
Type
Auth type

* URL

Configurations

Enable config

NorthBound
Jenkins

Jenkins Northbound Inegration

absecon

® REST SSH
Basic Auth

Enter valid url

Validate URL

4. Click Save.

Update

* vendor

Version

Vendor logo

Integration Guide

Reset

* Username

* Password

Cancel

o

Jenkins

G Jenkins

Jenkins

username

[ Note: For more information on Jenkins - Visual Workflow Northbound integration, click here. j

Ansible Vendor Configuration

AppViewX allows you to integrate with Ansible in order to automate and orchestrate the network.

* Provision to integrate with an existing Ansible instance.

« Provision to use the Ansible executor task when there is a need for automating network configurations

through Ansible as the southbound.

» Provision to Discover and Import playbooks from a specific path within the visual workflow studio.

» Drag & drop playbooks and automate using Ansible modules via visual workflow.

 Configuring an Ansible Instance

« Discovering Playbooks

» Getting Device Credentials Dynamically

» Ansible Executor
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An existing Ansible instance can be configured and integrated, which allows for reusing playbooks, and

for south bound implementation via AppViewX. One or more instances can be configured.

1. Go to the Integration Hub.

2. On the Workflow > Integration page, click Ansible.

3. On the Vendor configuration page, enter the required field information.

Workflow » Integration
Information
* Category
* Name

Description

Tags

Credentials

Type
Auth type
*IP

* Username

Configurations

Enable config

DevOps

ANSIBLE

REST (@ SSH
Credential

<HostName>

= o

tc/ansible/playbooks/",
s e it

* Name

Version

Upload image

Data center

Communication type
® *Port

* Password

Ansible

Ansible

absecon v

@ IP FQDN/Host name
22

4. Under Configurations, turn on the Enable config toggle and define the folder/path from where

existing playbooks can be discovered within the workflow studio.

Configurations

Enable config

= o

": "/etc/ansible/playbooks/",
": "[etc/ansible/playbooks/"
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5. Click Add.

[ Note: For more information on Ansible - Visual Workflow Northbound integration, click here. ]

Discovering Playbooks (=

Once an Ansible instance is configured, playbooks can be discovered from the defined path and reused
within the workflow design studio for further automation.

1. Go to the Workflow page.

2. Design a workflow.

3. From the menu on the left, under DevOps, select Ansible > Network Modules > F5.
4. From the F5 folder, click Import Playbooks.

v Workflow  pelhuck P Fredesless: @ @ 8 Variable Mappieg
{  \Weakflow
o
[1]
miom a5 @ v @ O
L]
3 -
L]
L]
L]
Heowork Modules _
F5 -
AN
L1}

5. In the Import playbooks window, select import Type.

o Upload file: Upload playbooks from a local folder.

o Import playbooks: Discover playbooks from Ansible folder.
6. Save playbooks to a custom folder.
7. Drag and drop the playbooks into the workspace.

8. In the task window, under Properties, to enable the Ansible instance, turn on the toggle.
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Propertied Ingeitifutpat Wariables

9. Under Input/Output, enter the Input/Output and Variables details.
10. Execute the task to view the execution log.

IAput " Outpul

Logs

(4]

11. Auto generate a self-service form.
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Taihi

L oin_man bigip menitar hitp __ ~

12. Connect the workflow tasks and enable the workflow.
13. Trigger the workflow.
Workflow is executed.

v

Linfh . Bl ol BT

14. To view the Request activity log, on the Request :: View/Run page, under the Activity column, click
View.
A Summary of the workflow request execution is displayed.

Copyright © 2023 AppViewX, Inc. All Rights Reserved. 182



Automation User Guide

Getting Device Credentials Dynamically 2=

Device credentials can be dynamically retrieved as part of the workflow execution process through a
YAML (JSON) task. The following syntax must be used in the task in order to get device credentials.

» Get device detail: $$devicename.username$$

» Get device credential: $$devicename.password$$

[ Note: Device(s) must be added in the Appviewx. j

To get the device credentials dynamically during the workflow execution process:

1. Go to the Integration Hub.

2. Design a new workflow.

3. Drag and drop relevant tasks.

4. From the User Interface section in the left menu, drag and drop the YAML task.
5. Add input data in the YAML format.

6. Enter the following syntax to get the device credentials dynamically.

Syntax Usage Sample

name: Creating a virtual server in a F5 device name: Creating a virtual server in a F5 device
hosts: local hosts: local
tasks: tasks:
- name: Add virtual server - name: Add virtual server
bigip_virtual_server: bigip_virtual_server:
device: <Devicename or IP address> device: bigip.ltm.12.1
username: $$devicename.username$$ username: $$ bigip.ltm.12.1.username$$
password: $$devicename.password$$ password: $$ bigip.Itm.12.1.password$$
state: present state: present

7. Connect the workflow tasks and enable the workflow.
8. Trigger the workflow.
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Device details are fetched.

o

v

Ansible Executor 15

The following is a sample illustration to integrate Visual workflow and Ansible with Ansible as a
southbound. This will allow discovery of any existing playbooks and further automate and orchestrate with

[ { Infoblox =

Visual Workflow.

Service Now Catalog —— -
Servicenuw | oigicert |
o " app . ; (j:'.._'.-;-,-r: .E

/X appviewx '*
And (=0

Southbound | Ansibile for { -\

Firewaall provisioning)
&
(A =3

\ /|

To connect to an Ansible instance, discover and reuse a BIG-IP playbook and integrate with Infoblox
IPAM via Visual Workflow:
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. Configure an Ansible instance.

. Go to the Workflow page.

. Design a new workflow.

. In the design workspace, from the DevOps folder in the left menu, select Ansible > Network Modules
> F5.

5. From the F5 folder in the left menu, drag and drop the BigIP_Virtual_Server task into the workspace.

6. In the YAML Editor task window, under Properties, in the Global variables section, declare

the global variable in this task to pass data from the YAML task to the Ansible Executor on the

A W N P

southbound.

Frapertied  InpetiOutput  Variabls

Resoarce (1

Global varlablas [

ol e ol
Connoom maragh (1) +
Carit eomiice Tk Adtien +

7. From the General section, drag and drop the Ansible Executor task.
8. In the Ansible Executor task window, under Properties, select the Ansible host on which

implementation is to be done.
9. Map the global variable from the YAML task.
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Wi i +
Eobal variable +
Lonem wuldge | +

Twnmrare Tau Legan +

10. Auto-generate a self-service form.
11. Connect the workflow tasks and enable the workflow.
12. Trigger the workflow.
The workflow execution page is displayed with the workflow inputs requested at the first stage.

13. Enter the input details in the Form.

# bigip vl server
Sl Hamie i

==
| ) i
| “E wirtL .

14. Click Next.
15. Submit the YAML task.
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Ansible Executor task completed.

Al Execules

Terraform Vendor Configuration

1. Go to the Integration Hub.
2. On the Workflow > Integration page, click Terraform.
3. On the Vendor configuration page, enter the required field information.

Workflow » Integration Q

Information
* Category NorthBound * Vendor Terraform

* Name Terraform Version

Description Yendor Logo ..’ X

Terraform

* Select workflow Select workflow v (@® *Workflow type Default v
Download Plugin Integration Guide @
Data center absecon v

Credentials
Type ® REST () SSH
Auth type Basic Auth v
* URL * Username

Validate URL * Password

Configurations

Enable config (%) ®
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4. Click Save.

[ Note: For more information on Terraform - Visual Workflow Northbound integration, click here.]

Using Variables in Integrations

By integrating with third-party vendors such as Ansible, Bitbucket, Terraform and so on, you can define
and use variables for your automation workflows.

The following syntax must be used to refer integration variables within a workflow:

<%lntegrations.<integration name>.<key name>%>

To refer a Terraform integration variable, such as the IP address, in any task within the workflow:

1. Go to the Integration Hub.
2. On the Workflow > Integration page, click Terraform.

3. On the Vendor Configuration page, enter the field information to configure the Terraform integration.

Workflow » Integration [#)

Information

* Category

* Name

Download Plugin
Data center
Credentials
Type
Auth type

* URL

Configurations

Enable config

NorthBound

Terraform

®

absecon

® REST SSH

Basic Auth

Validate URL

()
E

* Vendor

Version

Integration Guide

* Username

* Password

Terraform

Description Vendor Logo . ’ X
Terraform
* Select workflow Select workflow @ *Workflow type Default v

®

4. To refer any of the configurations, for example the IP address, as a variable in any task within a

workflow, use the syntax: <%integrations.<Terraform>.<key name>%:>
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Workflow Tasks 2=

A workflow palette or task is an independent business logic block required to automate and stitch together
a workflow.

« Tasks are objective workflow elements required to automate and design a workflow

« Tasks can have custom and/or pre-defined business logic to aid in workflow automation

» Tasks can be defined as either user tasks or automated tasks

« Tasks can be cloned and reused with the workflow

» Tasks will have an Input/output (I/O operation) to pass data (in the form of variables) from one stage of
a workflow to another.

Tasks are broadly divided into the following categories:

» General

+ User Interface

» ChatOps and Natifications

» Change Management.

 Accessing Workflow Tasks

 Task Category - General

 Task Category - User Interface

 Task Category - ChatOps and Notifications
 Task Category - Change Management
* Provisioning for Workflow Tasks

« Connecting Workflow Tasks

» Adding Variables to Tasks

» Automation Collision

» Workflow Task Actions

* Rollback Workflow

* Variable Mapping

 Scheduling Tasks

» Workflow Cart

 Version Control
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» Workflow Options

 Northbound Integrations

Accessing Workflow Tasks

1. Go to the Workflow page.
2. From the Workflow page, click Create New.

The design space is displayed with the workflow tasks listed in the menu on the left.

workflow
Q

+ Add

Source Control

General

Change Management

User interface
Motification
Application Delivery
IPAM

DevOps
Certificates

ITsSM

GitOps
Reports
Metwork
Solutions
Utilities

FAQs

Options and Descriptions for Workflow Tasks folder menu

Options Description

Search [ Allows you to search for tasks by typing keyword(s)

Add Allows you to add a new folder
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Options Description

Refreshes the tasks folders menu

E Allows you to expand and collapse the task folders

E Allows you to hide folders from the workflow tasks menu and customize task sequence
within a folder

Hiding a Task Folder

To hide a folder from the workflow tasks menu:

1. From the top right corner of the menu, click E (Settings) icon.
2. Click (View) icon next to the folder you want to hide from the menu.

workflow

Source Control

General o
+ Test folder 1
+ ange Managemen

User interface
Notification
Application Delivery
IPAM

DevOps

@®©
®
@
@
@
@
@

3. Click Save.
The folder will not be visible in the menu.

Reordering Task Sequence

To reorder the sequence of tasks within a folder:

1. From the top right corner of the menu, click E (Settings) icon.
2. Select a folder from the menu.
3. Hold and drag tasks to change their sequence in the folder.
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Task Category - General =

This folder allows you to incorporate all flow control tasks within a workflow.

o Ansible Executor i ]
Source Control :c;.’:‘@ srearloo L]
Change Management @ Delay 0
User interface .
Notification o Dependency i
Application Delivery
IPAM .T' 1]
ITSM
Certificates :j mplementation @
DevOps
GitOps = Jair i
Reports
Network B B Li ]
Solutions
Utilities O Postvalidation Li]
FAQs
O Prevalidatic (1]
ED res [y
G5 rest o

» Ansible

* Break Loop

* Delay

» Dependency
o If

* Implementation
« Join

* Loop

* Postvaildation
* Prevalidation
* REST

« REST(l)

* Retry
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* Rollback
 Schedule

* Script

* Split

» Switch

» WorkOrder

Ansible =

This folder consists of the following Ansible Network Modules, which can be executed from playbooks:

- F5
(2] bigp.spm.po °
i P o
big. °
Application Delivery
IPAM bigiy (]
ITSM
bigip_ . °
EET o
Checkpoint
AV i F il
A0
°
Network bigp_d .
bigip.c o
Source Control 34 heck J o
nagement check < L]
terface
Notification e o
= °
= o
AVl heck o
A0
Ansible Tower [j| chec o
- =] yefors @
o
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« AVI
. rHERS °
e .
°
o
o
- o
o
o
o
- : °
°
(] o °
°

Certificates

Checkpoint
AVI

There is also a provision to import playbooks from Ansible.

Break Loop 2=

Break Loop task allows for termination from the loop based on the rule defined.

« Provision to define a break condition to terminate the loop.

» Provision to define rule or boolean condition (AND, OR, NOT) to test the loop variable.

- If the condition holds true, the loop terminates.
« If the condition holds false, control is passed to the loop.
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Break # B .~ X
Properties 2

* Task name

BreakLoop

* Task ID U—I

<= Rule + Group

Normal ¢ B I U = = A & ks

BreakLoop task allows for termination from the loop based on the rule defined

=N K=

Delay =

Delay task allows you to configure delays between workflow tasks. Delay can be configured for

Milliseconds, Seconds, Minutes, Hours and Days.

Delay # ? S X
Properties 2
General -

* Task name
Delay
Description
* Task ID I]
delay_1
Hide task @
* Time duration
1 Millisecond(s) ~
Millisecond(s)
Second(s)
Information Minute(s) -
Hour(s)
Custom message (© Day(s) +
Customize Task Action ir
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Dependency &=

This task allows you to explicitly define dependencies on previous tasks prior to executing the next task in
the workflow sequence. This is helpful when you want to check whether a specific task has completed or
not before going on to the next task.

You can assign a wait time or duration for which the next task in the flow can wait for the dependent
task to be completed. If the dependent task is completed within the wait time, the next task is executed.

However, if the dependent task does not get completed with the assigned wait time, the workflow stops.

* Provision to select the dependent tasks which are defined within the workflow.
* Provision to assign a wait time or the duration for which the next task in the flow can wait for the
dependent task to be completed.

» Task dependency will check for the successful completion of the dependent tasks.

If {\B

The If task allows you to configure a conditional rule(s) in order to take decisions as part of the workflow
automation process.

* Provision to define multiple rules based on which a workflow can be routed (maximum of two decisions
can be taken).

» Provision to refer variables from a previous task as input.

» Provision to define conditional rule logic as a truth table.

* Provision to copy the task id and use it to reference across workflows.

« Provision to auto-populate the global variables.
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¥ Editmode® 7 By .~ X

Properties Input/Qutput Variables

decision_1

D C
request equals hd

Request State
requesthd

No  requestState Ty

- Rexquest Id rder o take decisions as part of the workflow automtion process
Resquest Creator

requestCreator

¥ Editmode ® ? P .~ X

Properties Input/Qutput Variables D
It
declsion_1
T @AND ()OR +hu +
<%requestCreatori> equals i
Nomal 2 B I U EE S AW L
Task allows for configuring @ conditional rule{s) in order to take decisons as part of the workflow autombion process

=

This task allows you to perform Implementation changes on the end point.

Implementation
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Implementation #

Properties

General

Join{\E

The Join task is used when multiple flows are branched out and executed in parallel. This task allows you

to merge one or more branches of a workflow into a logical end.

Sehadubed Emad .. X

18

Loop task allows for repeated execution of a task or sub-process based on a specified condition. The

Loop

Loop task consists of two parts — Start loop and End loop.
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* Provision to define a loop for iterative execution of a task or sub-process.

« Provision to resume control to the next iteration of the loop in the event of failure of any task within the
loop.

« Provision to define rule or Boolean condition (AND, OR, NOT) to execute the loop variable. If the
condition holds true, the loop continues to iterate. If the condition holds false, the loop skips or exists.

* Provision to display the count of iteration in the stage view.

Loop - Iterating t...

Srma @ Y @ O

.
> 1 ~
) ®
- < . -
Start_Flow - ~ -
I &3 - =5
List Of L] Stop_Flow
Objects — E,: ~
Start_Loop End_Loop
Printing List
Object
[ e ]
.
o -]
° T

Printing Bat shject

« Provision to enable or disable the visibility of loops in the stage view.
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Properties

startLoop_2

Start_Loop

End_Loop

oo | o |

=]

<

»

o
i Printing list object »

Printing list object

Logs - Printing list object

Postvaildation 15

This task allows you to perform post-validation changes on the end point.
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Postvalidation #

Properties 2]

General

provisioning_postvalidation_1

Prevalidation 15

This task allows you to perform pre-validation changes on the end point.

Prevalidation # TESX
Properties 2
General

provisioning_prevalidation_1
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REST 2=

REST API task is used for external web service communications as part of the workflow automation

process.

» Enhanced API auth support:
* Basic Auth
 Bearer Token
« APl Key
« Digest Auth
« AWS Signature
» Akamai EdgeGirid.
 Support for ‘GET’, POST’, ‘PUT’, ‘DELETE’ and ‘PATCH’ methods

» Support for multiple headers.

¥ Editmode® 7 P9

Propaerties Input/Output Variables

Configuration

APl Details

GET v

Header

AWS signature

Digest Auth
Akamai EdgeGrid

N N

» Authorization Modes
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Authorization Modes {E'

Provision to support different types of authentication in the visual workflow Rest API task.
* Basic Auth

 Bearer Token

« API Key

- Digest Auth

« AWS Signature

« Akamai EdgeGrid

* OAuth

Basic Auth {E'

The client sends HTTP requests with the Authorization header that contains a base64-encoded value of
Username and Password.

1. In the REST task, under Authorization, select Auth Type as Basic Auth.

Basic Auth w
I

Credential

Integration as a service

Bearer Token

APl Key

AWS signature

Digest Auth

Akamai EdgeGrid

2. Enter the Username and Password.
3. Click Save.

Bearer Token 15

A bearer token is an HTTP authentication scheme that involves authentication with security tokens. The
client can define this token in the Authorization header while making requests to protected resources.
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1. In the REST task, select the Authorization type as Bearer Token.

Basic Auth w

[ Basic Auth
Credential
Integration as a service
Bearer Token
APl Key
AWS signature
Digest Auth
Akamai EdgeGrid

2. Enter the Token value.

Bearer Token ~

3. Click Save.

APl Key 2=

A unique generated value is assigned to all users to signify that the user is known. API keys can be sent
in the query string as part of the URL or through headers.

1. In the REST task, under Authorization, select Auth Type as API Key.

Bearer Token B
Basic Auth

Credential

Integration as a service

Bearer Token

AWS signature
Digest Auth
Akamal EdgeGrid

2. Enter the Key and Value.
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AP Key

3. Click Save.

Digest Auth =

This authorization is immune to replay attacks as it uses a one time number (a nonce) from the server.

The same method is used to generate a hash-key on the server side.

1. In the REST task, under Authorization, select Auth Type as Digest Auth.

AP Key

Basic Auth

Credential

Integration as a service
Bearer Token

APl Key

AWS signature

Digest Auth

Akamal EdgeGrid

2. Enter all the field information.
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3. Click Save.

AWS Signature 2=

Authentication information you send must include a signature.

1. In the REST task, under Authorization, select Auth Type as AWS Signature.

Digest Auth
[ Basic Auth
Credential
Integration as a service
Bearer Token
APl Key

Digest Auth
Akamai EdgeGrid

2. Under Properties, enter the field information.
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Header

AWS signature -

|

US-EAST-1

e o s |

3. Click Save.

Akamai EdgeGrid =

Akamai EdgeGrid uses a signature which is the base-64 encoding of the SHA-256 HMAC of the data to
sign with the signing key.

1. In the REST task, under Authorization, select Auth Type as Akamai EdgeGrid.

AWS signature u
[ Basic Auth

Credential

Integration &5 a service

Bearer Token

AP Key

AWS signature

Digest Auth
Akamai EdgeGrid

2. Enter all the field information.
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Akamal EdgeGrid

N N

3. Click Save.

oAuth 15

This authentication uses an access token that works as a temporary password (with fixed validity) instead
of a regular password.

1. In the REST task, under Authorization, select Auth Type as OAuth 2.0.
2. Enter all the required field information.

 Access Token URL of the oAuth server.

» Username

« Password

* Client ID

* Client Secret.
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Once this information is submitted, the client will receive an authorization code/refresh token.

3. Add this token received from the oAuth server to the URL in the API Details section.

Configuration

API Details

4. Click Save.

ReST() T8

REST (l) is an API Task used for internal communication within AppViewX modules such as Device

Management, Dashboard, Certificate, Firewall, Statistics, Accounts and so on. This involves using in-

house AppViewX APIs.

« Uses the session of the logged in user to make internal API calls

« Option to define Action ID - an internal API that has to be defined in the database collection

« Provision to pass the required payload.
» Examples include:

« Internal communication using ‘Add-device-API’ in order to add a new device through workflow

* Internal communication using ‘Get unused Objects’ in order to retrieve unused object details from

Insight through workflow.
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REST() # ¥ Editmode® 7 By S X

Properties Input/Output Variables R

REST(N) .
avxapl_1

firewall-provisoning-get-domain-names =

firewall-provison ing-get-object-names
adc-get-device-details

cert-app-connector-trust-push
cert-app-connector-rollback
appvision-troubleshoot-commands-save

get-target -device-names
adc-dashboard-widget-class-management-postprocess

adrdnventorerestore staryslne. oot

o

(o
Note: Relevant APIs have to be added into the database collection (visualworkflow_avxapi) in
order to be consumed as Action ID via the REST () task.

N

Retry =
Retry task allows you to define custom retry intervals between workflow task(s) during automation.

« Interval: Provision to retry for a certain time interval (seconds, minutes, hours, days) before exit
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Ratry

retry

« Interval between times: Provision to retry for a time between specific time intervals before exit

Repeat

Interval between times ~

1 Minute(s) ~

Second(s)

lepe Hour(s)
H 0| Day(s)
Repeat on
M T w T F s 5
End
Never
) After 3 * Docurrence(s)

El =1

» At a specific time: Provision to retry only at a specific time, day before exit.

Repeat

At a specific ime w

* Repeat at

Repeat on

MOITOOWLITLIFODS]S
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Rollback 2=

This task allows you to rollback implemented changes.

Rollback #

Properties 2

General =

provisioning_rollback_1

@
@ =
[ sove W Concel
(g
Note: For more information, refer to the section on Rollback Workflow.
.
Schedule =

The scheduled task allows you to schedule a specific task in the workflow sequence.

« Provision to add a scheduler job between different workflow tasks
« Provision to schedule the job by a specific day of the week, hour and minute
* Provision to pass schedule date, time as variable across workflow tasks.

For example, in order to auto implement or schedule the implementation of a work order, you can define a
Schedule task after a Review task.
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Schedule # ¥ Editmode® 7 P2 S X
Properties nputfOutput Variables 2
General =

Schedule
schedule_1
@
® Sched. R
L v v v
Information ar
Global variables (@) +
Custom message (0 + )
El N
Script 2=

Script task allows for defining of custom scripts (using python), business logic as part of the workflow
automation process.

* Supported versions: Python 3.x
« Actual version: Python 3.5

* Provision to debug script with variables

« Allows for comprehensive debugging of the scripts, syntax, and error handling as part of the workflow
automation process

« Script tasks can be used with two connections - success and failover

* Provision to select a list of custom commands from the script editor such as AVX::CMD, AVX::OUTPUT,
AVX::LOG, AVX::CONFIG and AVX::REST

« Provision to reference global variables.

« Using Keyboard Shortcuts

* Custom Commands
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Using Keyboard Shortcuts =

« Provision to use keyboard shortcut Ctrl+Space to get a list of custom commands.

var iable "Hello World®

« Provision to use the keyboard shortcut Ctrl+G to refer global variable(s).

variable “Hello World®

o

* Provision to use the keyboard shortcut Ctrl+K to load integration variables.
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Custom Commands 15

The workflow design process allows you to natively use a few custom commands within Tasks in order to
cater to specific use cases. This is an extension to the custom commands used natively in APS such as
AVX::CMD, AVX::REST, and AVX::JSON etc.

Following are the command generating functions available in the Workflow Studio:
« AVX::CONFIG

* AVX::PUSH and AVX::JSONCONVERTER
* AVX::LOG

« AVX::CMD

* AVX::REST and AVX::JSON

* AVX::PASSWORD

* AVX::UPDATE

« AVX::FILEDOWNLOAD

* AVX::OUTPUT

« AVX::MERGECONFIG

AVX::CONFIG 15

This command is used when other commands like AVX::CMD, AVX::REST and AVX::JSON are used
within a workflow task such as Script. AVX::CONFIG is used to assign the commands generated script

under a specific key in a python dictionary or a variable. In a workflow, the commands to be generated
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can be assigned using AVX::CONFIG (within a single script) and can be referred anywhere across the

workflow.

Usage:

AVX::CMD(“testdevice”+":@'+"implementation . . .
« Commands 1 and 2 will get added to the implementation key.
command 1”)

P N . « This will add up the commands generated in the script to the
AVX::CMD(“testdevice”+":@'+"implementation

provided key.

command 2”)

commands ={}

commands[‘implementation”] = AVX::CONFIG

Example: Generating F5 VIP prevalidation commands

AVX::CMD(device + @' + 'tmsh’)
AVX::CMD(device +":@" + 'list Itm pool ' + pool_name)
AVX::CMD(device +".@" + 'list Itm virtual * + vip_name)

AVX::CMD(device +"@" + 'quit’)
config = {}

config['prevalidation_config’] = AVX::CONFIG

AVX::LOG('Configurations generated successfully.")

» AVX::CONFIG within script
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bash_mode - check_bash_modeconnection)

bash_mode :
AV : =OMD{ device_name
RO device_name
pre_validate fs{bash_mode)
output_dict-{}
output_dict[ "Prevalida
AV : -OUTPUT output_dict)

L)
e

f__maim_ ":
main function

maing})

cpu raw | gre
memory | grep

connection - commect_remote(device_ip, username, password)

lization"™)
d MEmory

"y

Create F5 Sample Config:

import sys

import json
sys.path.insert(0,AVX::DEPENDENCIES)
sys.path.insert(0,AVX::HELPER)

import os

import f5

import appviewx

import Decrypt_Python3 as Decrypt

from 5 import *

from Decrypt_Python3 import getpassword, getencoded
import paramiko

null=None
connect_db=appviewx.db_connection()

db = connect_db.appviewx

vendor = 'F5'

device_name = '<%Device%>"

fgdn = '<%AppName%>".Istrip(‘www.").split(".")[0]
vip_ip = '<%IP%>"

vip_port = '<%Port%>"'

persistence = '<%Persistence%>"
create_http_profile = '<%CreateHTTPProfile%>'

create_http_monitor = '<%CreateHTTPMonitor%>"'
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Ib_method = '<%LoadBalancingMethod%>"
defaults_from = '<%DefaultsFrom%>"'
ratio = '<%Ratio%>"'
interval = '<%Interval%>'
timeout = '<%Timeout%>"
send_string = '<%SendString%>"'
receive_string = '<%ReceiveString%>"'
existing_monitor = '<%ExistingMonitor%>"'
irulecheck = '<%irulecheck%>"
irulefile = '<%uploadedfile%>"
pool_members = <%PoolMembers%>
partition="Common'
output_dict = {}
cmd2 =[]
devicelnfo = db.device
devVersion = devicelnfo.find_one({'name’:device_name})['version’]
device_ip = devicelnfo.find_one({'name'.device_name}, {"ip": 1})['ip']
username, password = Decrypt.getpassword(device_name)
try:
tmos_version =devicelnfo.find_one({"name": device_name}, {'detailedVersion": 1})['detailedVersion'].split(" ")[0]
except Exception:
tmos_version = None
def connect_remote(IP,username,password):
try:
remote_conn=paramiko.SSHClient()
remote_conn.set_missing_host_key_policy(paramiko.AutoAddPolicy())
remote_conn.connect(IP,username=username,password=password,look_for_keys=False,allow_agent=False)
return remote_conn
except Exception as e:
print (str(e))
def check_bash_mode(connection) :
stdin, stdout, err=connection.exec_command(‘echo "testing™)
err = err.read().decode()
if "Error" not in err:
return True
else:

return False
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def create_f5():

Create F5 vip

monitors =[]

cmd =]

connection = connect_remote(device_ip, username, password)

bash_mode = check_bash_mode(connection)

if bash_mode:
cmd.append(‘tmsh’)
cmd2.append(‘tmsh’)

if tmos_version and tmos_version not in ('11.4.1','11.4.3"):
cmd.append(“create cli transaction")
cmd2.append(“create cli transaction")

if devVersion in ['v11', 'v121:
cmd.append(‘cd 40} .format(partition))
cmd2.append('cd /{0}".format(partition))

else:

cmd.append(‘modify cli admin-partitions update-partition {0}'.format(partition))

cmd2.append('modify cli admin-partitions update-partition {0} .format(partition))

if create_http_monitor == 'Yes":
http_mon = F5Monitor(**{'type": ‘http',

‘app_name': fqdn,

'vip_port": vip_port,

‘interval': interval,

‘timeout’: timeout,

‘'send': send_string,

‘recv': receive_string})
cmd.append(http_mon.create)
cmd2.append(http_mon.delete)
mon_index = len(cmd2) - 1
monitors.append(http_mon)
output_dict['monitor’] = http_mon.name

if existing_monitor !='None":
ex_mon = F5Monitor(**{'type": existing_monitor,
‘associate': True})

monitors.append(ex_mon)
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output_dict['monitor’] = ex_mon.name
profile_list =[]
if create_http_profile == 'Yes":
prof = F5Profile(**{'type": 'http’,
‘app_name': fqdn,
‘vip_port': vip_port,

‘defaults-from': defaults_from})

if defaults_from and defaults_from.lower() != "select" and defaults_from.lower() != "none":

prof_create_cmd = prof.create
else:
prof_create_cmd = prof.create.split("defaults-from")[0]
cmd.append(prof_create_cmd)
cmd2.append(prof.delete)
profile_list.append(prof)
output_dict['profile’] = prof.name
else:
output_dict['profile’] ="
pool = F5Pool(**{'Ib_mode'": Ib_method,
‘app_name': fqdn,
‘port': vip_port,
‘ratio": ratio,
‘monitors': monitors,
‘pool_members": {'keys'": [[PoolMemberIP’, ‘PoolMemberPort’, ‘Ratio"],
‘values': pool_members}})
cmd.append(pool.create)
cmd2.append(pool.delete)
output_dict['pool’] = pool.name
per = F5Persistence(**{'persistence": persistence})
output_dict['persistance’] = per.name
vip = F5VirtualServer(**{'app_name": fqdn,
'vip_ip": vip_ip,
‘vip_port'": vip_port,
‘pool’: pool,
‘profiles’: profile_list,
‘persistence’: per})
cmd.append(vip.create)

cmd2.append(vip.delete)
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vip_index = len(cmd2) - 1
try:
cmd2[vip_index], cmd2[mon_index] = cmd2[mon_index], cmd2[vip_index]
except:
pass
output_dict['vip'] = vip.name
if irulecheck == "Yes":
# AVX::LOG(str(type(irulefile))+" "+str(irulefile))
fileName = irulefile['fileName']
#filename = ‘iruleel.txt'
try:
# file_location = '/home/'+username+os.sep
file_location = ‘/config/'
destination_json = AVX::JSONCONVERTER(device_name,'$$username$$', '$$password$$', file_location)
AVX::PUSH('N/A''None', destination_json,'sftp’, irulefile)
# AVX::LOG("iRule Successfully pushed to device")
except:
pass
if tmos_version and tmos_version not in ('11.4.1','11.4.3"):
cmd.append(‘submit cli transaction’)
cmd2.append(‘submit cli transaction')
if irulecheck == "Yes":
# fileName = irulefile['fileName']
# file_location = '/home/'+username+os.sep
cmd.append(“load sys config file "+file_location+fileName+" merge")
cmd.extend(['save sys config', ‘quit’])
cmd2.extend(['save sys config', ‘quit’])
for ¢ in cmd:
AVX::CMD(device_name+":@'+c)

def main():

Main method

if vendor == 'F5":

create_f5()

output_dict['Implementation’]=AVX::CONFIG
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for ¢ in cmd2:

AVX::CMD(device_name+":@'+c)
output_dict['Rollback]=AVX::CONFIG
AVX::OUTPUT (output_dict)

if _name__=='_main__"
Main function

main()

AVX::PUSH and AVX::JSONCONVERTER =
These commands are used to push file(s) between destinations - local to remote, remote to remote.

Usage:

AVX::PUSH (‘device_name',source_json, destination_json,protocol, fieldld , port_number, recursive, seq_no=0, properties={'sleep':0})

« Device_name: Name of the device from where the scp/sftp command to be executed.

* Source_json: AVX::JSONCONVERTER('ipAddress', 'username’, 'password’, 'location’).

» Destination_json: AVX::JSONCONVERTER(ipAddress', 'username’, ‘password’, 'location’).
* Protocol: “scp” or “sftp”.

« fieldld: Field Id of the uploaded file in the form.

* Port_number: SCP port (Default is 22).

* Recursive: “True” for folders.

» Seqg_no and other properties remains the same as AVX::CMD.
To use these commands:

1. Design a workflow.
2. To allow users to select the source of the destination device and upload file, drag and drop a Form
task.

3. Configure the form fields as shown.
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4. To get inputs from the form and push file(s) to a destination (AVX::PUSH logic), drag and drop a
Script task and define the script as shown below.

#load sys config file <irulepath> verify merge

import sys

import os
sys.path.insert(0,AVX::HELPER)
sys.path.insert(0,AVX::DEPENDENCIES)
import paramiko

import appviewx

import Decrypt_Python3 as Decrypt
connection = appviewx.db_connection()
db = connection.appviewx
device_name = "<%device%>"
devicelnfo = db.device

transfer_type = '<%transfer_type%>'

AVX::LOG(transfer_type)
if transfer_type == "local to destination™:
try:

#device_ip,username,password = get_device_details(device_name)
irulefile = '<%uploadedfile%>"
fileName = irulefile['fileName']
file_location = '<%destination_path%>'
destination_json = AVX::JSONCONVERTER(device_name,'$$username$$', ‘$$password$$', file_location)

AVX::PUSH('N/A','None', destination_json,'sftp’, irulefile)
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AVX::LOG("iRule Successfully pushed to device")
AVX::CMD(device_name+":@tmsh")
AVX::CMD(device_name+":@load sys config file "+file_location+fileName+" merge")
AVX::CMD(device_name+":@quit")

except Exception as e:
AVX::LOG(str(e))

else:

try:
#AVX::PUSH('device_name',source_json, destination_json,protocol, fieldld , port_number, recursive, seq_no=0, properties={'sleep’.0})
source_path = '<%source_path%>"
source_device = "<%source_device%>"
source_json = AVX::JSONCONVERTER(source_device,'$$username$$', '$$password$$', source_path)
file_location = '<%destination_path%>"
file_name = source_path.split('/)[-1]
destination_json = AVX::JSONCONVERTER(device_name,'$$username$$', ‘$$password$$', file_location)
AVX::PUSH(source_device,source_json, destination_json,'scp’)
AVX::LOG("iRule Successfully pushed to device")
AVX::CMD(device_name+":@tmsh")
AVX::CMD(device_name+":@load sys config file "+file_location+source_path.split('/')[-1]+" merge")
AVX::CMD(device_name+":@quit")

except Exception as e:

AVX::LOG(str(e))

config = {}

config["Implementation”] = AVX::CONFIG

AVX::OUTPUT(config)

5. Define the configuration to be generated from the script as a global variable value.
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Global variables (5

List
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mplementation

iRule_lmplemeantation

mplementation

Total records: 1
=

6. To display the configurations to be pushed to a device, drag and drop a Review task.
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Commands to Push iRule(s) to device #

General ' +
Global variables () Tpes .
_ -
List - * Marme mplementation
* K iRule_Implementation

iRule_Implementation ...

« Value <#iRule_Implementation¥>

Tatal records: 1

7. To push the configuration on the end device, drag and drop the Implementation task.
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General

irule_implementation_1

g™ : "<EiRule_Implementations="}

® MNone Active
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(=N

8. Refer the global variable from the Script task.
9. Enable and trigger the workflow.

The workflow is executed with the user inputs requested at the first stage.

10. Select the destination device and upload the file.
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« Push iRule to device task is in progress.
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I
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» Implementation stage.
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» Summary of workflow execution after file push.

By

[P e ] -
ﬂ Uplaad iBuls & -

9 Perih ilgbe o device 5 -

-

AVX::LOG 15

This command allows you to record and print custom messages in the logs (in the request stage view).
AVX::LOG takes a string value (i.e. the message to be logged) as an argument and prints it in the log.
AVX::OUTPUT collates all the logs and finally prints them.

Usage:

AVX::LOG(“Print a simple log message”)

AVX::OUTPUT({)

Example 1:

message_from_fred = '<%FredsMessage%>'
AVX::LOG("Fred's Message is "+message_from_fred)

AVX::OUTPUT({)
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Example 2:

AVX::LOG("Creation of Virtual Machine Completed Successfully")
cpu_mem = int(stdout.read())
outjson={"cpu_mem":cpu_mem, "ci" : "F5_192_41_101","description":"CPU utilization exceeded 40 % | Current cpu utilization is {} %".format(cpu_mem) }

AVX::LOG("Cpu Memory : "+str(cpu_mem))
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AVX::CMD {\E'

AVX::CMD('device_name' +:@'+ 'command'interactive='"None|command|input',seq_no=0,properties={'sleep":0,'wait':0})

Description

device Name of the device on which the command needs to be executed.

name
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String ‘ Description

command | Actual command to be executed on the device.

interactive
» Used if the command needs to be executed where devices require interactive prompts (such

as A10)
* Similar to providing a password for SSH.

Seqg_no
« Provision to define sequence numbers/tags against configurations (Implementation,

Rollback, Prevalidation, Postvalidation, Cleanup)

» Sequence number ensures a one on one mapping of the Implementation versus Rollback
configurations

» Used as a provision to rollback ONLY specific configuration(s) that get implemented.

Sleep
« Provision to define command specific properties

« Specifying ‘sleep duration’ will ensure an explicit wait (for the specified time) after a specific

command is executed.

Wait
* Provision to define command specific properties
» Wait for the specified time to get the response for the implemented command

+ Should there be no response, it will timeout.

Syntax to define Sequence number/Tags for SSH and REST:
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Script with Sequence number/Tags - Implementation Config:

Emplermanladion soripl -

Script with Sequence number/Tags - Rollback Config:

e

Work order Review pane with option to edit command and properties:
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Execution Report for Commands:
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AVX::REST and AVX::JSON 15

These commands are used via scripts in order to communicate and push files to any REST endpoint.

URL ‘ Endpoint URL to hit the REST

Request_type “GET”, “PUT”, “POST” or “DELETE”

Header_json
AVX::JSON(json_data,seq_no=0,properties={'sleep’:0,'wait’:0})

Json_data is the json value to be passed to REST
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Endpoint URL to hit the REST

AVX::JSON(json_data,seq_no=0,properties={'sleep’:0,'wait’:0})

response_type?
required_param

Path_of the param is the query and other params which can be provided
as string itself

To pass variables when using AVX::REST:

1. Execute REST call.

2. Store the value called “Signature”.

auth_url = "https://{}/axapi/v3/auth”.format(deviceip)

headerjson_auth = {"Content-Type

.o,

application/json"}

bodyjson_auth = {"credentials": {"username": username ,"password": '@$avx_password@$' }}

AVX::REST(dev_name,auth_url,'POST" json.dumps(headerjson_auth),json.dumps(bodyjson_auth), json?sig=authresponse/signature’)

"authresponse” : {

"signature":"6181d42578cc03dd1088d58884637¢",

"description":"the signature should be set in Authorization header for following request.”

The value is stored in ’json?sig=authresponse/signature’. In the above, json signature lies under

authresponse, hence the response_type?required_param will be json?sig=authresponse/signature.

3. The variable signature (sig) is reused in the following REST call’'s header.

url = 'https://{}/axapil/v3/slb/service-group/{}'.format(deviceip,value)

headerjson = {"Authorization": "A10 $$sig$$", "Content-Type": "application/json"}

bodyjson = {"service-group”: { "member-list": state_pool_dict[value] }}

AVX::REST(dev_name,url,'POST" json.dumps(headerjson),json.dumps(bodyjson))

AVX::PASSWORD =

This command is used in the event of having to hide any password credentials from being displayed to

the user. A key can be used to map the password and the password value can be retrieved with the key.

password = 'ninjaturtle@hello’

bodyjson_auth = {"credentials": {"username": username ,"password": '@$avx_password@$' }}
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AVX::PASSWORD(‘@$avx_password@$',password)

String ‘ Description
password
The variable which holds the password. For example:
ninjaturtle@hello
@%avx_password@$ This is to mask the declared password.
AVX::PASSWORD(‘@$avx_password@ Mapping of the masked password
$',password)

AVX::PASSWORD usage with configuration sample:

<device>A10</device>

<rest>

<url>https://172.16.30.110/axapi/v3/auth</url>

<type>POST</type>

<header>{"Content-Type": "application/json"}</header>

<request_entity>{"credentials": {"password": "@$avx_password@$", "username": "admin"}}</request_entity>
<response_parse_type>json</response_parse_type>
<response_param>sig=authresponse/signature</response_param>

<Irest>

Masking of password from users during Review:

Work order det silnl_sscration_—ame
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AVX::UPDATE s

This command is used to update specific parameters within Collections. It is used to filter out the
documents from the collection named ‘Collections’.

AVX::UPDATE (query_dict,'key','value','action’)

String ‘ Description

query_dict | The dictionary value to be provided as a querying parameter in the Mongo DB.

key Key for which the value needs to be updated in the queried document.
value The value which needs to be modified for the provided key.
action

It can be either:

* Add - To add the provided value in the array of values

* Remove - To remove the provided value from the array of values.

AVX::FILEDOWNLOAD 2=

This command is used to generate a .csv file on runtime based on a dictionary of values and download
the file output.

Syntax:
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output = {"AVX::FileDownload" :{"linkData": <dictionary value> ,"fileName":‘<excel file name>', "columnHeaders":<list of column headers to be added>}}

To use this command:

1. Design a new workflow.
2. In the deisgn space, from the left menu, under Reports > CPU and TMM folder, drag and drop the
CPU and TMM Memory task. This script will scan all the F5 devices managed for the CPU and TMM

memory.

PR O T Chock. ey ¥ Workflow ook B Pvsioactlnie @ g 0 Vorioble Mapping 1 Valdsin - |

¢ FREM THIM Chil

w0 v O

3. From the same folder, drag and drop the CPU and TMM memory List task. This task will display the
Device name, CPU (%), and TMM (%) in a grid view.

[ Note: Assign RBAC to users who can access this task. j

4. From the same folder, drag and drop the Download CSV file task. This task contains the device and
CPU/TMM details from the Grid task in a .csv file.
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5. In the Download CSV file task window, define the file download logic to generate a <.csv> file on run

time.
& F5CPU TR Otk = Dumiribinsel C5V File n
Had s &
import sys
import json

sys.path.insert(0,AVX::DEPENDENCIES)

sys.path.insert(0,AVX::HELPER)

excellist ='<grid_data>"
excellist =json.loads(excellist)

column_names = ['Device Name','Version','CPU Memory (%)', TMM Memory (%)']

cmd = {"AVX::FileDownload" :{"linkData": excellist ,"fileName":'Memory Data for F5 Devices', "columnHeaders":column_names}}

print(json.dumps(cmd))

6. Connect and enable the workflow.
7. Trigger the workflow.
8. At the Download CSYV file stage of workflow execution, click Download File to generate the .csv file.
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[+]

g v

The file is downloaded to your machine.

AVX::OUTPUT 2=

This task is used within the Script task to record the output of the script execution logic.

» AVX::OUTPUT takes the following arguments - dictionary, a string

» Another usage takes an additional ‘integer’ argument which represents the execution state (1-Success,
2-Failed).

Usage:

AVX::OUTPUT(config_dict) / AVX::OUTPUT (error_data, 2)

mgmt_interface=mgmt_interface,add_interface=add_interface)

#print(cmd)
AVX::LOG(cmd)
stdin_vm, stdout_vm, stderr_vm = ssh.exec_command(cmd)
outdson = {"mgmt_interface":mgmt_interface,'add_interface".add_interface}
if (stdout_vm.channel.recv_exit_status() == 0):
AVX::LOG("Creation of Virtual Machine Completed Successfully")

AVX::OUTPUT(outJson)

else:

Copyright © 2023 AppViewX, Inc. All Rights Reserved. 241



AVX::LOG("Disk and VM Creation Failed"+str(stderr_vm.read().decode()))
AVX:OUTPUT(outJson,2)

ssh.close()

if _name__=='_main__"

ip,cmd=execute_command()

outJson = {'ip"ip,'prov_modules":prov_modules,'commands'.cmd,'host:host_name,'timezone".time_zone,'vlan':vlan_name}
AVX::LOG("Device has been provisioned with the information given as the input")

AVX::OUTPUT (outJson)

AVX::OUTPUT usage with failover options:

KVM Create New Virtual Machine #

General =

KVM Create New Virtual Machine

EWMCreateMew\VirtualMachine_1

5ys
5¥5.path. append(AVX: -DEPENDENCTES)
5¥5.path. append(AVX: -HELPER)

paramiko

Json

appviewx

pecrypt_Python3 Decrypt

host =
user ,passi Jecrypt . getpassword(host_name)

ssh - paramiko_ SSHClient() -
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KVM VM Status Check #

General =

VM VM Status Check

VWiMStatusCheck_1

check_loging):
sacket

ip.status - get_ip()
ip N ;

Script with ‘try-except’:

def check_login():
import socket
s = socket.socket(socket. AF_INET, socket. SOCK_STREAM)
outJson={'Success"'Success'}
try:
s.connect((ip, 22))
#print "Port 22 reachable”
#print json.dumps({"status":"success", “conditions":{ “login_success": “login_success"}})
# dataJson = {}
# dataJson["data"] = {"outputData":"Success"}
# dataJson["status"] = "success"
# dataJson['state’] = 1

# dataJson["logs"] = [{"message": "Status of the VM with IP {ip} is checked and the VM is UP and RUNNING".format(ip=ip)}]
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# print(json.dumps(dataJson))
AVX::LOG("Status of the VM with IP {ip} is checked and the VM is UP and RUNNING".format(ip=ip))
AVX::OUTPUT (outJson)
except socket.error as e:
#print json.dumps({"status":"failure”, "conditions":{ “failure™: “failure"}})
# dataJson = {}
# dataJson["data"] = {"outputData":"Failure"}
# dataJson["status"] = “failure"
# dataJson['state’] = 2
# dataJson["logs"] = [{"message": "Status of the VM with IP {ip} is checked and the VM is still not UP".format(ip=ip)}]
# print(json.dumps(dataJson))
AVX::LOG( "Status of the VM with IP {ip} is checked and the VM is still not UP".format(ip=ip))
AVX::OUTPUT(outJson,2)

s.close()

Note: In case of using ‘try-except’ in the python script, you must include ‘AVX::OUTPUT with
state 2’ to record script failure actions. Try-except is used to handle errors and exceptions.

AVX::MERGECONFIG 2=

This command is used to merge multiple configurations in a workflow to be generated as a single entity.
The parameters must have the config object generated using the AVX custom commands only. It is useful
in cases where a few commands have to be added at runtime prior to implementation depending on the

outcome of certain prevalidation commands.

« Initial Implementation config generated for device version v11 scheduled for 10th March.

* Run pre-validation on 9th March to check for device versions.

- If there is a change in device version, generate and add additional commands, and merge
Implementation configuration into one.

Usage:

Confl = <%Script_1.output %>
Conf2 = <%Script_3.output %>
Conf3 = <%Script_4.output %>

AVX::OUTPUT (AVS::MERGECONFIG(config, [confl, conf2, conf3]))
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OR

Merged_config = AVX::MERGECONFIG(config,[confl, conf2, conf3]))

split T8

Split task is used when parallel flows have to be spawned as part of a parent workflow.

Schedubed Emad .. X

=]

N

- Q
i E

(g
Note: The Join task must be used as a common connector when a Split task is used. j
N

Switch 15

The Switch task allows users to configure multiple conditional rules in order to take decisions as part of
the workflow automation process.

* Provision to define rules with multiple decisions based on which workflow can be routed.
« Provision to reference variables from a previous task.

« Provision to define multi-boolean conditional rule logic as a truth table.
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WorkOrder 2=
This task allows you to generate a work order (aka Child request) under a main workflow request.

» Work order is an optional task
» Work order is akin to a mini workflow under a parent workflow
» Work order can be used to mimic the existing APS (Application Provisioning System) capability where

different configurations can be tracked as part of a work order under a single workflow request (For
example, Create VIP, Create DNS, and New CSR)

« On workflow execution, the work order task renders the work order review page for the user
» Each work order triggers a unique work order ID that can be used for audit
» A work order can have a specific Rollback option defined and associated.

For example, you are executing two implementations, one for a firewall device and the other for a

certificate. Now if we just want to rollback the firewall because of some issue in its implementation, then a
work order can be used in this situation.
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Task Category - User Interface =

This category comprises tasks that require a certain amount of user intervention.

Li]

Source Control L]

General

Change Management = o
Notification Form (1]
Application Delivery _
IPAM ' = Grid i}
ITSM
Certificates S Review (1]
DevOps

GitOps inemt] YAMIL i}
Reports

Network Holistic View o
Solutions

Utilities

e Chart

» Command

- Diff Checker
* Form

* Grid

* Review
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* YAML

 Holistic View

Chart 15

Chart Task allows for designing and visualizing data in the form of pie charts, bar charts or stacked bar
charts.

« Provision to represent data using pie, bar and stacked charts

» Provision to define charts manually or by passing data from a previous source (such as script, form)
using global variables

« Provision to define custom data set for the chart - sequence number, labels and values

« Provision to dynamically configure the chart elements by passing the global variable defined in the
script in the “source” field

« Provision to assign user role (RBAC) access to the chart task in the request stage

« Provision to preview chart types with sample data.

Seript to Stacked .. X

whom an @ W @ O

r N (w)
e F
Crart o n Stop_Flow
SHar.Fow Synitax For - b
Stacked

\\\\\\\\\\
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» Designing a Chart with Static Data

« Designing a Chart with Dynamic Values

Designing a Chart with Static Data =

To design a stacked chart using static data:

1. Design a workflow.
2. From the User Interface section, drag and drop the Chart task.

Automation User Guide

3. In the Chart task window, under Properties, select the chart type as stacked chart

4. In the Chart task window, under Properties, enter values for chart Title and X-axis, Y-axis labels.

Chart # B S X

Properties

Properties ()

Preview data

Information

Configuration

Resource (i)

D

5. In the Chart task window, under Configuration, define the static data to stack values in the chart.
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Properties 2

Configuration =

NewYork

Total records: 2

Resource (D) +

Global variables (7 + -

6. Click Save.

7. Connect the workflow tasks.

8. From the command bar on the top, click Preview.
Stacked chart with static data is displayed.

* T

London

Designing a Chart with Dynamic Values =

1. Design a workflow.
2. From the General section, drag and drop a Script task.

3. In the Script task window, under Properties, define a Script to get a list of values for the chart.
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¥ Editmode® 72 P .~ X

Properties Input/Output Variables el

General =

soript_1

4. From the User Interface section, drag and drop a Chart task.

5. In the Chart task window, under Properties, select the chart type as Pie and enter or select the
field information.

6. Enter the chart Title (mandatory field) and Description and select the Legend position.

7. Under Configuration, refer the global variable to render data.
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Chart #

Properties

Configuration

Data

Total records: 0

Resource (1) +

Global variables (T +

8. Connect the workflow tasks and from the menu on the top, click Preview.

Chart with dynamic values is displayed.

Total - 10

( ok
Note: You can view this chart as a Donut chart by selecting the option from the View by

dropdown.

N

Command =

The Command task allows you to execute command configurations. You can either define a YAML
structure or use prebuilt Command samples. The Command task simplifies configuration automation
using SSH and CLI.
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* YAML - declarative command execution

- Parallel, sequential configuration execution

« Intelligent command execution with in-built rules (Multi-boolean conditions operators with shortcuts)

» Event handling and dynamic variable support

» Modify configurations and reviews

« Pre-validation and post-validation of configurations

» Automate configuration automation for ADC devices, routers, and switches

To use a Command task within your workflow:

 Using Command Task in the Workflow

» Using Command task to pass the task response as a Global Variable

Using Command Task in the Workflow

1. Design a workflow.
2. From the User Interface section in the left menu, drag and drop the Command task.

3. To use a prebuilt command sample, in the Command task window, under Properties, in the

Configuration section, click View Samples.

& Edit mode @ (=

Progarties nput/DuLput

Configaration

Informatken

Resoudee (]

4. In the Command Samples window, click View next to the Command Sample.

5. To use this configuration, click Use Sample.
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6. To save the configuration settings, in the Command task window, under Properties, in the

Configuration section, click Add.

N

-
6 Tip: To see a list of keyboard shortcuts, hover your mouse over Help.

Command #

Configuration

Information

Radcarce (f

Properties nput/Output

@ i modo @

Shoriout Keyn

Corl=G
Cor=0
Ceri=&
Crri=l

Cril=g

Ciri=l
Corl=5pace

7. Click Save.
8. Connect the workflow tasks and from the menu on the top, click Preview.
Command task is executed.
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Conlfig 1 Canlyp
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Using Command task to pass the task response as a Global Variable (=

The Command task can be used to pass the response of a task as a global variable for the next task in
the workflow. The global variable can be declared in the following ways:

* $$<Config Name>$$ - This returns the value of all the Commands with the Device Name and Response.

* $$<Config Name>.<Command ID>$$ - This returns the value of the specific Command with the Device Name
and Response.

* $$<Config Name>.<Command ID>.output$$ - This returns the response of the Command ID.

* $$<Config Name>.<Command ID>.command$$ - This returns the value of the command of the provided
Command ID.

* $$<Config Name>.<Command ID>.deviceName$$ - This returns the Device Name of the provided Command ID.
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To use the output from the Command task to perform a CPU/TMM check and create a virtual LTM server

on a F5 BIG-IP device:

1. Design a workflow.
2. To pass the output of the Command task as a global variable, in the Command task window, under

Properties, in the Global variables section, define the value to be declared as a global variables

using the following syntax: $$Cpu.1.output$$ $$Cpu.2.output$$

Command #
2

Propertied

Regource

Global variables (]

3. In the If task window, define the rules for executing the next task in the workflow using the Global

variables defined in the Command task.
For example, create a device if the CPU/TMM values are less than 25.

decision_1

Cpu_Check

255 than

4. Connect the workflow tasks and enable the workflow.

5. Trigger the workflow.
The workflow execution page is displayed with the workflow inputs requested at the first stage.
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6. Enter the Destination and VIP Name in the Input form.

{ Form d
| —

Command task initiated and CPU and TMM check completed.

? CPU and TMM

Logs - CPU ard TEAM

Diff Checker {é

The Diff Checker task allows you to perform a side-by-side comparison of configuration files. You can
automate network configuration compliance and ensure that network device configurations adhere to best

practices and standards, thus avoiding manual configuration errors.
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« Easy to build low-code diff checker task.

» Perform static and dynamic comparison of configurations across two to five devices/objects.
* Provision for basic and advanced diff checker options.

* Provision to reference variables from any workflow task for comparison.

« Provision to define custom hooks (scripts, REST API) within the advanced diff checker.

* Provision to compare differences in configuration before pushing to the end device.

« Provision to compare changes in peer review and approval process.

Proparties 2

Cenlguration - =

Columeg

- Configuring a Basic Diff Checker
 Configuring an Advanced Diff Checker

Configuring a Basic Diff Checker =

1. Design a workflow.

2. In the design workspace, from the User Interface section, drag and drop the Diff Checker task.

3. In the Diff Checker task window, under Properties, in the Configurationsection, select Diff type as
Basic.

4. Enter the Content to be compared or reference content from any previous workflow task as a variable.
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5. Under Source config, select the source column against which the diff checker comparison must be

made.
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Tatal recards: 2

Source data e
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If Deéstination data ! -+
Resource (§) i: -+
Global variables (1) noleted: =
Custom message ([ {: +
Customize Task Acticn : i+

6. Connect the workflow tasks.
7. From the command bar on the top, click Preview.
8. Upload the source files.
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el |
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Configuring an Advanced Diff Checker

1. Design a workflow.
2. From the User Interface section, drag and drop the

18

Diff Checker task.

3. In the Diff Checker task window, under Properties, in the Configurationsection, select Diff type as

Advanced.
4. Enter or select the field information as required.

Propemies

Configuration

Columes

Totsl records: &

Basic '™ Advanced

Sourin dirvicw

B Dieg ST

Proad F5-LMD, Seage-F5-LMD Prafrod F 5L

Gart dewioe data{Source devioe) I

=N k=
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Field descriptions for Advanced section

Field ‘ Description
*Label Name Define custom label names as headings for every diff checker column.
Field Type

Allows you to define the input required to execute a hook dynamically during the
diff checker view in real time. It allows for either providing the inputs dynamically
as:

« Text: Values can be entered within a text box which will be taken as an input
variable to execute the hook.

» Dropdown: Inputs to execute the hooks can be defined as dropdown values
allowing hooks to trigger dynamically.

*Field Value Define either a static or dynamic value through a variable to be displayed in the
dropdown field.
*Hooks Select an existing hook from the Hooks Inventory or define a custom hook

specific to the diff checker task.

[ Note: The asterisk (*) symbol indicates mandatory fields. ]

5. Under Source config, select the source column against which the diff checker comparison must be
made.
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6. Connect the workflow tasks.
7. From the command bar on the top, click Preview.
Advanced Diff Checker allows you to compare the data.
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Form T8

Forms enable easy self-servicing capabilities to the Line of Business (Application owners, NetOps and
S0 on) via an intuitive GUI-based interface, thus abstracting the end user from underlying infrastructure

configurations.
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The form can either be used out of the box form from the inventory for quick self-servicing or customized

using the Form builder based on your automation requirements to build simple and complex workflows.

* Out of the box Forms

« Designing a Custom Form

» Adding Form Fields in the Form Builder
* Using Hooks in a Form

« Defining Resource & Settings

Out of the box Forms {E'

You can customize out of the box (OOB) forms to build workflows.

To use an OOB form:

1. Design a workflow.
2. From the User Interface section, drag and drop the Form task.

3. In the Gallery window, to preview the form, click © (View) icon on any of the forms.

[ [ [
=
How to get data .. (5] How to use - Bu.., & How to use - Bu... o)
How to use - Bu.., ') How to use - Do., (o] Howe to use - Dr... o] How to use Hid.. o
How to use for.. > How to use hooks fo) How to use mag... >

A preview of the form is displayed.
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Forrn How to get data from database :: Preview ®

A Populating values to a Dropdown field

A Get data from database
Gete F5 v O K
devices from
database
Get A10 . v B
devices from

database

A Gat lise of virtual for & selected device

4. To use this form, click Use.
5. To go back and preview another form, click Back.

Designing a Custom Form 2=

You can build a dynamic self-service form or catalog using the form builder GUI in order to capture user
inputs as part of the workflow execution process. The Form builder allows you to:

* Build a custom form.

» Associate custom script(s) within the form builder.

+ Assign form access to specific user role(s).

» Declare one or more form field values as ‘global variables’.

To design a custom form:

1. Design a workflow.
2. From the User Interface section, drag and drop the Form task.

3. To design a new form, in the Gallery window, click "'E'-I (Create) icon.
4. Under Information, enter the necessary field values.
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Information Form builder Hooks Resource & setiings

= Save to folder

| bot J Gmal

Field descriptions for Information

Field Description
*Task name Provide a unique task name.
o] Provision to bookmark the task within a custom folder in the workflow studio.
Task description [ Enter a valid task description.
*Task ID Enter a unique task ID of the form task.

Provision to copy the task ID and use it across the workflow.

*Add Information | Provide information about the form task.

[ Note: The asterisk (*) symbol indicates mandatory fields. ]

5. Under Form builder, add the form fields.
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Field descriptions for Form builder

Option Description
Search | Allows you to search for a specific form field.

Ea Allows you to preview the form.

P Allows you to select one or more form fields and assign to a user profile.

+* Allows you to select one or more form fields and mark them as mandatory or otherwise.

Allows you to select multiple form fields and group them logically.

+ Allows you to add multiple form fields.
[w] Allows you to select one or more form fields and delete them.
9 Allows you to view form history.
- ™
Note: For more information on adding form fields, click here.
- J

6. To query different data sources such as database, device, or external systems and aid in mapping the

response values to a form field, click Hooks.
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Tiakd 1D

7. To assign access to specific roles(s), click Resource & Settings.

Rewearce & pettings

L %

o
a

When trying to add the regex "*", a validation error will be triggered, resulting in the disabling of the
"Add as regex" option.

Adding Form Fields in the Form Builder =

To add a form field:

1. Design a workflow.
2. From the User Interface section, drag and drop the Form task.

3. To design a new form, in the Gallery window, click E (Create) icon.

4. Under the Form Builder section, from the upper right corner of the screen, click + (Add) icon.
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5. In the Field properties window, enter or select the field information.

* Label name
Figld ype Text box [
Values Enter texat to autofill varlables

* Field ID
Global variable @
Hooks -
ACL fileer Mane w
Depends on
Validation Select custom regex., w

-
=n

Field properties

Depends on

Walidation Select custom regex... v
Parent ID ]
Help

Profile access Subeminter w
Group Nane -
Mandatory ]

Read only @
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Field descriptions for Field properties

Field

*Label name

Description

+ Enter a valid label or field name such as Username, Enter IP address,
Environment Type, Environment Info and so on.
» Char Length: Min (2), Max (120).

Field type Select field type from the dropdown.
Values « Define field values relevant to a form field.
+ Values can be delimited by a comma.
« Chars not allowed: ‘&’ and ‘|'.
*Field ID « Enter a unique field ID to reference the field name.

« Allowed characters: *-*and *_’
+ Character Length: Min (1), Max (50).

Global variable

Assign the field as a global variable.

Hooks « Select a hook that is relevant to the from field.
» Hooks can be either Script or REST API.
» Hooks are used to fetch details against a specific form field from the device and/
or database and map them to the respective field on the user interface.

ACL filter - This field is used to validate, filter information displayed in the provisioning
request page based on RBAC defined through ‘authorized control’ under
account management.

* Options: Device, Device Objects, Cert Groups, and None (default).

Depends on « Define dependencies between form fields based on ‘Field ID’ and ‘Values'.

* Operators used: ‘& and ‘|’

» Max character: 550

* Format: [Field I1d1: valuel & Field 1d2: valuel & Field 1d3: value3], [Field 1d1:
valuel | Field Id2: valuel].

Parent ID « Select the relevant tabular component (Field ID) against which the form field
must be mapped to.

« Used only when defining a tabular element in the form.
Help Enter the help instructions that need to be defined against the field for the user’s

reference.
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Field ‘ Description

Profile access | Select the profile from the dropdown to restrict form field display within a template
based on the relevant profile.

Group * Group fields logically within the form.

« Associate an existing group or create a new group.

Mandatory Provision to mark the field as mandatory or otherwise.

Read only Provision to mark the field as read only or otherwise.

[ Note: The asterisk (*) symbol indicates mandatory fields. ]
* Field Types

« Validating Form Fields

« Defining Dependencies between Form Fields
« Defining Tasks as Read Only

« Grouping Multiple Form Fields

Field Types =

The form builder allows for specific customization of the form fields using various field types.
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* Label name

Field type Teut box v

Values Radio button
Dropdown
Tabular
Multi-line

“Fleld | -
ield 1D Text editor

Multi select

Global variable Paseword
Date

Hooks Button
File upload

. Multi-line with file upload

ACL filter Text editor with file upload
Hidden

Depends on Download C5V
Download

Validation Select custom regex... w

* Field Type - Text Box

* Field Type - Radio button

* Field Type - Dropdown
* Field Type - Tabular

* Field Type - Multi-line

* Field Type - Text editor
* Field Type - Multi select
* Field Type - Password

* Field Type - Date

* Field Type - Button

* Field Type - File upload

* Field Type - Multi-line with file upload

* Field Type - Text editor with file upload

* Field Type - Hidden

* Field Type - Download CSV

* Field Type - Download
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Field Type - Text Box =
You can define a text box element on the form.
1. To add a Text box to the form, under Form builder, from the top right corner of the screen, click +

(Add) icon in the command bar.

2. In the Field properties window, enter or select the field information as shown.

Field properties ? %
* Label name Enter Username
Field type Text box w
Values
* Field 1D usermame
Global variable u_l
Hooks w
ACL filter MNane e
Depends on
Validation Select custom regex b
-
EN kR

3. To add this field to the form, click Add.

4. To see the text box added to the form, from the top right corner of the screen, click F-:'a- (View) icon.

%= test: Form
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Field Type - Radio button 2=

You can define a multi-select option using a radio button on the form.

1. To add a Radio button to the form, under Form builder, click + (Add) icon in the command bar.

2. In the Field properties window, enter or select the field information as shown.

Field properties 7%

* Label name Meed Approval
Field type Radio buttan w
Values Yes No

* Field ID approva
Global variable @
Hooks b4
ACL filter Mone L
Depends on
Validation Select custom regex... e

I

3. To add this field to the form, click Add.
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—
4. To see the Radio button added to the form, from the top right corner of the screen, click ‘& (View)

icon.

& test: Form

* Enter Usaername

* Enter Email Address

* Team Dew

* Meed Approwval ® Yos

Field Type - Dropdown

You can define a dropdown element with multiple values to select from in the form.

1. To add a Dropdown button to the form, under Form builder, click + (Add) icon in the command

bar.
2. In the Field properties window, enter or select the information as shown.
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Field properties ? %
* Label name Team
Field type Dropdown w
Values Dev,DevOps SA4
* Field 1D team
Global variable @
Hooks o
ACL filter Mone w
Depends on
Validation Select custom regex... W
-
EN KEZH

3. To add this field to the form, click Add.

4. To see the Dropdown field added to the form, from the top right corner of the screen, click EE- (View)

icon.

€ rtest: Form
* Enter Username

* Enter Email Address

* Team Dev -
DevOps
SA
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Field Type - Tabular (=

This field type in the form builder allows you to define a tabular component (grid) and add,modify, delete
data from the grid.

1. To add a Tabular field to the form, under Form builder, click + (Add) icon in the command bar.

2. In the Field properties window, define a form field with field type as Tabular, with the respective Field
ID.

Field properties L
* Label name List of days
Field type Tabular w
Values Enter text to autofill variables
* Field ID List_of_days
Global variable @
Hooks e
ACL filter Mone v
Depends on
Validation Select custom regex... “
-
o

3. Define other form fields that are required for the tabular component.
For example: Label name: Monday, Field type: Text box, Values: Hello on Monday.
4. Link the Parent ID (the field ID of the parent tabular element) against these fields.

Label name Field type Values Field ID Parent ID
Monday Textbox Hello on Monday Monday List of days
Tuesday Textbox Hello on Tuesday Tuesday List of days
Wednesday Textbox Hello on Wednesday Wednesday List of days
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Label name ‘ Field type ‘ Parent ID

List of days Tabular List of days

5. To see the Tabular field added to the form, click E‘& (View) icon.

Monday Tussday ‘Wadreanday Thursday Friday

Field Type - Multi-line 15

This field type in the form builder allows you to capture multiple lines of data within a form.

1. To add a Multi-line field to the form, under Form builder, click + (Add) icon in the command bar.

2. In the Field properties window, enter or select the field information as shown.
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Field properties ? %
* Label name Display message
Field type Multi-line W
Values
* Field ID display
Global variable @
Hooks w
ACL filter Mone »
Depends on
Validation Select custom regex... e

3. To add the Multi-line field to the form, click Add.

4. To see this field added to the form, from the top right corner of the screen, click ﬁ'a (View) icon.

= Workflow = Farm

Field Type - Text editor =

This field type allows you to add a text editor to their form.
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1. To add a Text editor field to the form, under Form builder, click + (Add) icon in the command bar.

2. In the Field properties window, enter or select information as shown.

Field properties

* Label name Text editor
Field type Text editor
Values

* Field 1D text
Global variable @
Hooks
ACL filter None

Depends on

Validation Select custom regex...

E =N

7T X

3. To add the form field, click Add.
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—
4. To see the field added to the form, click ‘& (View) icon.

& ‘Workflow ;; Form

Field Type - Multi select (=

This field type in the form builder allows you to search and select multiple values from a specific
dropdown form field within the request form.

1. To add a Multi-select field to the form, under Form builder, click + (Add) icon in the command bar.
2. In the Field properties window, enter or select field information as shown here.
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* Label name
Field type

Values

Mone selected
CUSTOMmM Text

* Field ID

Global variable
Hooks
ACL filter

Depends on

Select Datacenter

Multi select

EMEA London Morth

America APAC

Mone Selected

de

&)

None

3. To add this field to the form, click Add.

Automation User Guide

4. To see the field added to the form, from the top right corner of the screen, click E@r (View) icon.

® Select Datacenter 2 falecad =

* Requesier mame

Select all

* Type of leave G eaEs
]

* From Date )

orth Americs

* Reason for leave
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Field Type - Password =

This field type in the form builder allows you to enter passwords if necessary.

1. To add a Password field to the form, under Form builder, click + (Add) icon in the command bar.

2. In the Field properties window, enter or select the field information as shown here.

Field properties ? %
* Label name Enter password
Field type Password w
Values
* Field 1D password
Global variable @
Hooks W
ACL filter Mone [
Depends on
Validation Select custom regex... w
-
EN k2N

3. To add this field to the form, click Add.
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4. To see the field added to the form, from the top right corner of the screen, click l® (View) icon.

# User Details

11111111

15

You can add this field type to your form to choose a specific date and time for scheduling tasks within the

Field Type - Date

form.

1. To add a Date field to the form, under Form builder, click + (Add) icon in the command bar.

2. In the Field properties window, enter or select the field information as shown here.
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* Label name Schedule time
Field type Date
Values Enter text to autofill variables
* Field ID time
Global variable @
Hooks
ACL filter Marne
Depends on
Validation Select custom reges..,

3. Click Add.
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4. To see the field added to the form, click [_@] (View) icon.

iF
€ test: Form S Mo Tu We Th

A User Details

Enter Username

* Enter Emall Address 23| 24 25 26| 27
0 N
* Enter password

Time 00:00:00

Heur
Minute
* Team
Second
* Meed Approva R
“ Schedule time

Fr 3Sa

Done
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Field Type - Button =

You can define custom buttons with label names using the button field. Button fields can be used to

retrieve specific details from the device, database or used to perform an action by communicating to an

external system via API.

A relevant associate script must be mapped against the button field for it to perform a specific operation

or redirect the output to a dependent field.

1. To add a Button to the form, under Form builder, click + (Add) icon in the command bar.

2. In the Field properties window, define a form field with field type as Button with the respective Field

ID.

3. Map the relevant associate script that needs to be invoked on clicking the button.
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4. To see the button added to the form, from the top right corner of the screen, click EB (View) icon.

= g el e cam ?

"I AL 5 T sEA Y ?

Field Type - File upload =

This form field allows you to add a file upload element to your form. You can upload files of maximum 2
MB in .txt, .pem, .crt, .csv formats.

1. To add a File Upload field to the form, under Form builder, click + (Add) icon in the command bar.
2. In the Field properties window, enter or select the field information as shown here.
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* Label name Select iRule file to upload

Field type File upload

Values Enter text to autofill variables
* Field ID uploadedfile

Global variable u_l

Hooks

ACL filter None

Depends on

Validation Select custom regex..

Kl KN

3. To add this field to the form, click Add.

Automation User Guide

4. To see the field added to the form, from the top right corner of the screen, click E‘a (View) icon.

4= File Upload :; Upload iRules - BiglP LTM

ton rule hedlo_world {
whisn RULE_ T |

Field Type - Multi-line with file upload =

This form field allows you to use the ‘file upload’ element with a multi-line element and convert them into

configurations in order to push to the end device. Used to push file(s) between destinations — local to

remote, remote to remote. It supports .txt, .pem, .crt, .csv files and allows maximum file size of 2 MB.
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1. To add a Multi-line with file upload field to the form, under Form builder, click + (Add) icon in the
command bar.

2. In the Field properties window, enter or select the field information as shown.

Field properties 7%
* Label name Upload iRules
Field type Multi-line with file upload o
Values Enter text to autofill variables
* Field ID upload_irule
Global variable 7))
Hooks hd
ACL filter MNane o
Depends on
Validation Select custom reges.. v
w

3. To add this field to the form, click Add.
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—
4. To see the field added to the form, from the top right corner of the screen, click ‘@ (View) icon.

= Farm fields @ Upload iRules - BiglP® LTM

Field Type - Text editor with file upload 2=
This form field allows you to use the file upload element with a text editor element and convert them into
configurations in order to push to the end device. Used to push file(s) between destinations — local to

remote, remote to remote. It supports .txt, .pem, .crt, .csv files and allows maximum file size of 2 MB.

1. To add a Text editor with file upload field to the form, under Form builder, click * (Add) icon in
the command bar.

2. In the Field properties window, add the Text Editor form field.

3. To add the form field, click Add.

4. Add the File upload form field.
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—
5. To see the field added to the form, click ‘& (View) icon.

Field Type - Hidden 2=

You can use the Hidden field to hide certain values or content in the form and fetch it only when required.

1. To add a Hidden field to the form, under Form builder, click + (Add) icon in the command bar.
2. In the Field properties window, enter/select the field information as shown here.
3. To fetch hidden data, add the Button field and define the relevant hook.
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Field properties 7 x
* Label name Get Hidden value
Field type Button L
Values Enter text to autofill variables
* Field 1D get
Global variable (7.}
Hooks Get content v
AUto trigger @
ACL filter Mone w
Depends on
-
upiae [ o |

4. Add a Text box field.

5. To see the field added to the form, click EE- (View) icon.
6. In the form preview, click Get Hidden value.
Hidden value is displayed.

& Form : How to use Hidden field

A Input details

* Content Hedha workd

Field Type - Download CSV =

This form field allows you to download the data displayed in a grid to your machine as a .csv file.
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1. To add a Download CSV button to the form, under Form builder, click + (Add) icon in the

command bar.

2. In the Field properties window, enter or select the information as shown.

Field properties

* Label name
Field type

Values

* Field ID

Global variable
Hooks

ACL filter
Depends on

Validation

Fred's Data

Text box

‘<gridDatash='

FredsData

@

MNone

Select custom regex...

T X

3. Add another form field (Get CSV) with field type as Button.

4. To see the field added to the form, click F@r (View) icon.

* Fred's data

& Form To Grid To CSV :: Download C5V

=SgridDataws
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Field Type - Download 2=

This form field allows you to download the data from the file to your machine.

* Provision to mention the unique file ID that is used to retrieve files that are stored within the database as
part of visual workflow upload file API.

* Provision to choose the Decode file option to retrieve the saved encoded file data.

1. To add a Download field, under Form builder, click + (Add) icon in the command bar.
2. In the Field properties window, add a Download field.

The Download Type field displays three options:

« URL

* File

* Unique ID.
3. Select the Unique ID option to display the Decode file field.

[ Note: The Decode file field is an optional field and is disabled by default. j

4. To enable the Decode file option, turn on the toggle.

Validating Form Fields 2=

You can define custom regex validation for certain form fields. Regex validations can be referenced

against a form field with specific notifications to the user. You can add or edit any regex in the inventory.
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1. Design a workflow.

2. From the User Interface section, drag and drop a Form task.

3. To add a form field, in the Form builder section, click + (Add) icon in the command bar.

4. In the Field properties window, enter or select the field information.

Field properties ? %
* Label name Enter Email Address
Field type Text box w
Values
* Field 1D emal
Global variable @
Hooks b
ACL filter Mone w
Depends on
Validation Select custom regex.. w
-
| ndd J Cancel

5. In the Validation field, select Email.

[ Note: For more information, refer to the section on Regex Library. ]

6. To add this form field to the form, click Add.

7. To see the field added to the form, from the top right corner of the screen, click ﬁa (View) icon.

Only values that match the defined regex are accepted.

Note: A is displayed next to the form field if the entered value does not match the defined
regex.
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Defining Dependencies between Form Fields 2=

In order to make the request form dynamic, the form builder allows you to define dependencies between
multiple form fields using conditional operators. This can be achieved using the ‘Depends On’ field
through a combination of ‘Field ID’ and ‘Values’ parameters in tandem with either the ‘logical AND’ (&);
and ‘logical OR’ (]) operators.

« Operators supported: ‘&’ (AND); and ‘|' (OR)
- Defining dependency based on single field and value: [Field ID: Value]

- Defining dependency based on multiple fields and values: [Field ID1: Valuel & Field ID2: Valuel], [Field
ID1: Valuel | Field ID2: Valuel]

Pt basildar

o i Labedl PamE Frekd Tyt Wakbodi FYRFAINTY ALL B patadi 241 e B Walkdstian  Halg Gt

To be able to display the Create PTR Record field based on the type of selection of the DNS Record:

1. Design a workflow.

2. From the User Interface section, drag and drop a Form task.

3. To add form field(s), in the Form builder section, click + (Add) icon in the command bar.

4. In the Field properties window, define a field called DNS Record with a dropdown that shows two
values to select from - A and PTR.

5. Define the parameters for the conditional form field - Create PTR Record based on which this field
must be shown.

dns_record:A|dns_record:PTR

The field Get Subnets will be displayed according to the selection of the DNS record as A or PTR.
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Field properties ? %

* Label name
Field type Text box v
Values APTH

* Field ID
Global variable @
Hooks v
ACL filter None v
Depends on dns_record:A|dns_record:PTR
Validation Select custom regex... v

6. Add other form fields and define dependencies as required.

—
7. To see the form fields added to the form, from the top right corner of the screen, click ‘& (View) icon.

Defining Tasks as Read Only 2=

1. Design a workflow.
2. From the User Interface section, drag and drop a Form task.

3. To add form fields, click + (Add) icon in the command bar.
4. In the Field properties window, enter or select the field information to define the form field.
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* Label name Enter Usern
Field type Text box
Values oEge
* Fiald 1D LSErna

Global variable u|

Hooks
ACL filter Mone
Depends on

Validation Ema

5. To define the field as Read only, turn on the toggle.

Automation User Guide

6. To see the Read only username field added to the form, from the top right corner of the screen, click

% (View) icon.

Grouping Multiple Form Fields

15

You can group multiple fields logically within the form.

1. Design a workflow.

2. From the User Interface section, drag and drop a Form task.

3. Under Form builder, select the form fields to be grouped.

4. To group the selected form fields, from the top right corner of the screen, click e (Folder) icon.

5. To create a new group, in the Assign to group window, click + (Add) icon and enter the group

name.
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Assign to group

+

User Detalls

6. To see the form fields listed under the assigned group, from the top right corner of the scree, click Fﬂr

(View) icon.

# User Details

Enter LIsername

* Enter Email Address

* Teamn -

* Need Approwal ® i Mo

15

Using Hooks in a Form

You can fetch values dynamically from a data source such as a database, device or external systems by
using hooks. You can either select hooks from the existing list or create a new hook.
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Field prgperties Cancel request

Discard request
Submit request
fetch_client_ssl_profiles
ferch_http_profile_name
fateh_persisténce_narme
Field type fetch_snat_pool_name
fetch_monitor_name
ferch_hotp_profiles

* Label name

Values
fetch_persistences
fetch_server_ssl_params
fetch_server_ssl_profiles

* Field 1D fetch_client_ssl_params

fetch_maonitor_cert_key

Global variable fetch_devices
fetch_device_details

Hooks ~

ACL filter MNone w

Depends on

Validation Select CUSTOM regex... i

Hooks are of three types:

* Script: The form builder allows you to define one or more ‘associate scripts’ and map them against
the relevant form field. The associate script acts as an abstract layer which enables linking of the data
retrieved from the query and maps them against appropriate fields within the form.

* REST API (Internal & External API): REST API allows querying the database, device or external
systems

* Query Explorer.

* Using Scripts with Forms

« Auto-trigger Scripts

« Default Script for Cancel and Discard Actions

« Define Custom Notification Messages using Scripts

« Defining Query Explorer to Build Forms
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Using Scripts with Forms =

You can define scripts within a form and leverage them to retrieve values and populate form fields or print
output.

* Triggering Script with Button

« Triggering Script to Get Device List

« Triggering Script to Get Device List by Vendor

« Triggering a Script to Print Custom Message

* Using Auto-trigger to Invoke the Script Automatically based on Input

« Triggering a Script Directly from a Form Field to Map its Values to Destination Fields

Triggering Script with Button &=

To associate a script to a ‘button’ element, trigger and retrieve values and populate them to a form field:

1. Design a form using the following form fields:

Field Name ‘ Field ID ‘ Type

Get type of users get Button

User type type Dropdown

2. Define an associate script to get the User type and map the script to field Get types of users.

Description
sers=[{“type”:"Permanent”}, Where type is the Field ID to which the
{“type”:"Consultant"}]print(json.dumps(users)) retrieved values are appended to on the

form.

3. From the menu on the top, click E@. (View) icon.
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Clicking the Get type of users button triggers the script and populated the User type field.

St e Bl

Triggering Script to Get Device List =

To query the database by defining an associate script and get a list of F5 devices:
1. Design a form using the following form fields:
Field Name ‘ Field ID ‘ Type
Get device list get Button
Select the device device Dropdown
2. Define an associate script to get the devices and map the script to field Get.
Script ‘ Description

### To make use of the helper script ###
sys.path.insert(0,AVX::HELPER)
sys.path.insert(0,AVX::DEPENDENCIES)

### Importing the appviewx helper ###
import appviewx
### calling the inbuilt function the helper script to connect with

the DB ###

db_connection = appviewx.db_connection() device_collection =

db_connection.appviewx.device
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Script ‘ Description

###Creating a list of dictionaries, where each dictionary will have
the key as ‘device’. Where device is the form field id to which we
need to populate the values###

device_list = [{"device":value['name']} for value in

device_collection.find({"vendor":"F5","category":"ADC"})]

### Giving an output as part of completion of the script ###

print(json.dumps(device_list))

3. From the menu on the top, click E&r (View) icon.

¥ Selecn the device

Clicking the Get device list button triggers the script and populates the Select the device field.

Triggering Script to Get Device List by Vendor 15

To query the database by defining an associate script and get a list of devices by vendor:

1. Design a form using the following form fields:

Field Name ‘ Field ID ‘ Type
Select vendor type Dropdown
Get device list get Button
Select the device device Dropdown
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2. Define an associate script to get the devices and map the script to field Get.

Script ‘ Description
sys.path.insert(0,AVX::HELPER) * Where type IS Inlet
sys.path.insert(0,AVX::DEPENDENCIES) value from the form
based on which the
A . device(s) will be
import appviewx

retrieved
« device is the destination
Field ID to which the

list of devices are

db_connection = appviewx.db_connection()

device_collection = db_connection.appviewx.device

###Syntax to read any of the other form fields in the associate script mapped back on the
-- '<field id>'## form.

vendor = '<type>'

device_list = [{"device":value['name']}
for value in device_collection.find
({"vendor":vendor,"category":"ADC"})]

print(json.dumps(device_list))

3. From the menu on the top, click EE} (View) icon.
The script is triggered to get the device list by vendor.

" Sqlect the vencor -

* Select the device -
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To print a custom banner message by defining an associate script:

Automation User Guide

1. Define a form field with Field Name as Print Message, Field ID as print, and Type as Button.
2. Define associate Script and map it to the field ID. The following syntax can be used to print the

message by adding the string to the key "message": print(json.dumps({"message":"My custom message banner"}))

3. From the menu on the top, click E@. (View) icon.

Clicking the Print message button triggers the script to display the custom message.

i@ My custom meage banner ki Q)

Using Auto-trigger to Invoke the Script Automatically based on Input 2=

To be able to retrieve the IP address and LB method for a selected device:

1. Design a form using the following form fields:

Field Name

Field ID ‘ Type
Select device device Dropdown
Enter Virtual Name name Text Box
Get Virtual Details get_virt Button

2. Define an associate script and script logic.

3. Map the associate script against the relevant form field ID.

Associate Script logic
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import sys
import json
device = '<device>" Input field
used to query
virtual_name = '<virtual_name>"
def get_virtual_details():
if device == 'Device 1"
ip='192.168.41.237"
Ib_method = ratio" L ogic to get IP
and Ib method for a device
if device == ‘Device2".
ip="192.168.41.199'
Ib_method = ‘round-robin’
prnt(json.dumps({{’virtual_ip"ip},{1b_method'lb_method}])) —————————— Return values
mapped fo the destination field

get_virtual_details()

4. Define two more form fields to show the Virtual IP and Load balancing method.

Field Name ‘ Field ID

Virtual IP virtual_ip

Text Box

Automation User Guide

Type

Load Balancing Method Ib_method

Text Box

5. From the menu on the top, click E&r (View) icon.
6. In the Select Device field, select the device as Devicel.

* Select Device Device1 ~
I

Devicel

* Enter Virtual Name

Device2

* Virtual IP

* Load Balancing Method

7. Enter the virtual name and click the Get Virtual Details button.
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The response from the query is mapped to the destination fields: Virtual IP and Load Balancing

Method.
* Select Device Devicel -
* Enter Virtual Name
* wirtual IP
* Load Balancing Method ratio

Triggering a Script Directly from a Form Field to Map its Values to

Destination Fields 15

To map destination field values by triggering a script from form fields:

1. Design a form using the following form fields:

Field Name Field ID ‘ Type
Get F5 LTM Device List DevicelList Button
F5 LTM Device Device Dropdown

2. Define custom script logic. Use ‘Ctrl + Space’ in the script editor to list all the pre-defined helper scripts
and embed the appropriate helper script(s) within an ‘associate script'.

Associate Script
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Associate Script (Get device List) Mapping Details
import sys ¢ The script queries the database
import json and retrieves the list of F5
sys path.insert(0, AVX :DEPENDENCIES) devices
sys. path.insert(0, AVX.:HELPER) ¢ Field marked in yellow is the
import appviewsx destination field on the form
# reload(appviewx) where the queried values from
def device_list{): the script are mapped to

connection = appviewx.db_connection()
collection = connection.appviewx.device
dev_list = [value['name'] for value in
collection.find({"vendor" "F5" "category” : "ADC"})]
dev_list = sorted(filter{None,dev_list), key =
lambda s: s.lower())
print (json.dumps(f{Device': name} for name in
dev _list])) if dev_list else (json. dumps,{"{'error’: "No
Device to list"}))
device list()

3. From the menu on the top, click Flﬁh (View) icon.
4. To execute the associate script on the form, click Get F5 LTM Device List.
The F5 LTM Device field is populated with the device names based on the script.

# Device detalls

A Wirtual details

Gat LTM Dwevice Details '
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Auto-trigger Scripts =

Associate scripts in the form can be triggered either manually or automatically. Auto trigger eliminates
manual intervention in the form. The input from the form is used to auto trigger an associate script in the
backend.

You can choose to enable the auto trigger option against every form field. The scope of auto trigger is
limited to the following:

« Auto trigger works for the first form field on loading.
* The input from the form must be from a radio button or dropdown form field.

» Based on the input, auto trigger gets executed ONLY for the next immediate field.

1. Design a form using the following fields and associate scripts:

Autotrigger

Field Name Form Input/Response .
script to execute
Get Datacenter Get Datacenter - Button getdataCenterlist
Datacenter Response: Display list of datacenters in dropdown getDeviceGrouplist
AppViewX Device |Response: Display List of Device Groups in getDevicelist
Group dropdown
Select Device/Cl ResponseL Display list of devices in dropdown getVIPNames
Select VIP Response: Display List of VIP Names for the device
in dropdown

2. To preview the form, from the menu on the top, click EE- (View) icon.
3. In the form preview, click Get Datacenter.

The script is auto triggered to populate the dropdown in the next (Datacenter) field.
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* Datacenter Select -

* Appviewl Device Group

E
* Select DevicerC London
Singapore
* Select VIP BIeCT B
* VP uses Websockets? o No Y

* Type Standard -

?
Get VIP config :

4. From the options displayed in the Datacenter dropdown list,select London from the dropdown list.

The script is auto triggered to populate the next (device group) field.

et Datacenter

* Datacenter Londaon -
* Appviewl Device Group Select v

¥ Select Device/Cl

* Select VIP Group 1
Group 2
¥ VIP uses Websockets? B MNo Yes
; ?
Get VIP confi :
* Type Standard w

5. Select Device group as Group 2.
The script is auto triggered to populate the next (select device) field.

* Datinte Landan -
* pzeniaa Diae Groap Greup 2 -
* Sl DuroaiC Salect -
* Sl D

St ——
* 1P s Welrsorkees! W e

edideade 1

WD 3 ?
& Typa Sxandand
* S5 Seured - 7
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6. Select the Device to auto trigger the script and populate the next (select VIP) field.

et VIR config

Default Script for Cancel and Discard Actions 2=

The request form allows you to either ‘Cancel’ or ‘Discard’ a particular request prior to final submission.
Such an event may result in partial transactions which may require a ‘clean-up’.

In order to cater to such operations, default associate scripts for cancel and discard actions are provided
within the associate script inventory. You can define a custom logic within the default scripts which will be
triggered based on the user’s action on the form.

For example, As part of a Create DNS workflow, a user gets a Free IP, reserves it, and then immediately
wants to cancel the request transaction. In this case, the reservation of IP and any other transactions will
need to be ‘cleaned up’. The Cancel script Logic releases any temporarily locked free IP and releases any
reservation on the IPAM in the event of a cancel or discard action on the form.

[ Note: Default associate scripts for ‘Cancel’ and ‘Discard’ cannot be deleted. ]

Define Custom Notification Messages using Scripts 2=

For more personalized notifications, you can define custom scripts to display custom notification
messages on the request form. Notification messages can be displayed in either ‘red’ or ‘green’ tickers
based on the response type - message or error.
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Soript name prieval_script Fledd 1D prie_chack -

e AT b

Pool Member IP Part Foal Membaer Statun

Mo records found

Prevalidation Check

* Pre-walidation Result Prevalidation Sucoess oL
WIP validaticn Success
POOL validation Sucress
Maonitor validation success
Profile valdation success M
fude validation suctess

Waork Order Check

! ?
E="n ?

208 sart »
L o [eraie '

Defining Query Explorer to Build Forms 2=
Query explorer allows you to design custom queries, business logic, and build self-service forms quickly.

To design a query to ‘get device details’ using query explorer and build forms quickly:
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1. Design/Modify a custom workflow.
2. From the User Interface section, drag and drop the Form task.

3. Under Form builder, define the form field to fetch specific details from the database.

4. Under Hooks, define the required Hook using Query explorer.

5. Select the required response from the query to be mapped to the form field.

Hooks Resource & settingi
Slect type Seript REST & Query Explorer Haakes Inenbony Sebect =
i 101 device -
Quary Explorer Details
" Cuury namae [ e
St Quiry IFllDer e ]
AN o Ak fillpr Ak filter Group
0 atus ;Y -
Statun |
Al
Clata Crvier
Apphcstion Setting RESPONSE B i asdress i
Sy i A
N ierador
REST AF1 vt Manual A Available g ROV 3 Salectad Finlds
Creation Duate
Detaded Veron
Fepoets Model
¥ ADC atus =

6. Map the query response to the specific form field.
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Qrustwp i Fivon Tkl iy
Lalfinypa LD LUV

4 +

Pkl 13

Sarrhid Haca

7. To validate the execution, click E.Eh (View) icon.

Defining Resource & Settings (=
This section supports the following:

» Request resources: Provision to assign role based access to the form task.

Rsasrcs b wming

4]

When trying to add the regex "*", a validation error will be triggered, resulting in the disabling of the "Add
as regex" option.

» Configuration: Provision to enable multiple approvals of the form task.
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Eaarts b WTing

Bt HA

* Global variable: Provision to declare one or more form field values as global variables.

L Y

» Custom Message: Provision to define context based messages for notifications between workflow

stages. For example, User access denied.
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Earigiaton b pirlTings

« Customize Task Action: Provision to enable auto approval of the form task, provide an ‘alias’ of the

form actions. For example, the ‘Submit’ button can be renamed to ‘Next’, ‘Back’ button can be renamed

to 'Cancel’.

Manowrce b ietting

s« A

« Dynamic Authorization: Provision to enable authorization dynamically for users or user groups by

using the global variable %<auth>%.

New users/user groups must be defined in the script logic using the following structure:

[{"type":"user","value":["admin","tim"],"access":"R"},

{"type":"role","value":["admin","network-sre"],"access":"RW"},
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{"type":"usergroup","value":["admin usergroup"],"access":"RW"}]

Brimarin & safiog

.

Note: Dynamic Authorization is not limited to the Form task. It can be enabled for all User
Interface tasks.

Grid 15

This task allows you to define a custom ‘grid’ component as part of the workflow execution process. The
Grid component can be used either to display some data or to gather input from users.

« Provision to define a custom grid component with number of columns.

« Provision to define custom column/label names.

« Provision to dynamically pass data using variables from any stage of the workflow into the grid task.
« Provision to assign user role RBAC access.

» Provision to define custom button/label names in the event of using the grid task as part of any approval
process.

« Provision to download the contents from Grid into <.xls> or <.csv> files.

« Provision to dynamically define column/label names from any stage of the workflow into the grid task.
» Provision to define custom messages.

» Provision to declare global variables.

» Downloading the Grid
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Downloading the Grid =

1. Design a new workflow.
2. From the General section, drag and drop the Form task.
3. Add the required form fields as shown here.

= Form To Grid = Farm s B+ -
Baauta i 19 raliied Haohi B b AR
. imdd 1D Labaling. Perldl fypa Ny Heshy ACLHL.  Dwps.. PermliD  Veldatien  alp Girgasp Pegfily ey ardniory
e Merdey | Bt e = " o - o
o #a L
Nt = ; == -
= = .
o+ ” e =T L]
EN =1
(g
Note: For more information on adding form fields, click here.
N

4. From the User Interface section, drag and drop the Grid task.

5. In the Grid task window, under Properties, in the Configuration section, configure the Columns for
the grid.

Properties B

Configuration -

Columm . Monday

Tonal recceds: 5

6. Connect the workflow tasks and from the menu on the top, click Preview.
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7. To download the Grid, click (Download) icon in the right upper corner of the screen.

[} g

araiay actin Tty e Fharday Fredey P

o —a—0 ¥

Review 15

You can define a custom ‘review component’ as part of the workflow automation process. The
Review task allows you to enable peer reviews with multiple approval levels. You can review device

configurations with Change management integration as part of the approval process.

« Provision to define a custom review or approval component

« Provision to preview the configuration block

« Provision to define custom configuration block and label names in the review component For example,
Implementation configuration, Pre-validation configuration, Checkpoint Firewall rule configuration etc.

« Provision to dynamically pass data/value (using variables) from any stage of the workflow into the
‘appropriate configuration block’

« Provision to enable, disable the change management block as part of the request view

« Provision to assign user role (RBAC) access to the review task in the request stage

« Provision to define custom button/label names in the event of using the review task as part of any
approval process.

For example, Approve, Implement, Reject, Rollback
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Review #

Properties

Configuration

Config List £ . mplementation

mplementation commands

(o 1 [=]

Total records: 4

Resource [ +
Global variables (3 +

Change Management 4

« Defining a Review Task using Variables

 Customizing Configuration Blocks in Review Task

Defining a Review Task using Variables &=

A Review component can be defined using either static or dynamic values.

1. Design a workflow.
2. In the design space, from the General section, drag and drop a Script task.
3. In the Script task window, under Properties, in the General section, configure the script to generate

commands to ping servers and store the configuration in a variable (AVX::CONFIG).
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4. From the User Interface section, drag and drop the Review task.

5. In the Review task window, under Properties, in the Configuration section, define the configuration
blocks - Prevalidation, Implementation, Rollback, Postvalidation.

6. Refer the variables from the Script task into the appropriate configuration blocks.

Configuration

Config List " implementation

<%implementation >

7. From the General section, drag and drop the Implementation task.
8. Connect and enable the workflow.
9. Trigger the workflow from the Request :: View/Run page.
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ey pdevrer L ligan

Customizing Configuration Blocks in Review Task =

1. Design a workflow.
2. From the General section, drag and drop a Script task.

3. In the Script task window, under Global variables, declare the data to be passed as a global variable

to be referenced in the Review task.

Global variables (0

List " Globalvariable_Name

Total records: 1

4. From the User Interface section, drag and drop the Review task.

5. In the Review task window, under Configuration , define custom configuration blocks.
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6. Pass variable(s) from the previous task in the Value field against the appropriate configuration block.

F¥ Ol T 2
Contaperstion N
Config Line ol
Marisiires (§ *
bl varisbles (] +
Changs Managemenl =

7. Connect and enable the workflow.
8. Trigger the workflow.

Workflow is executed successfully with the customized configuration blocks.

Confyper puon Bloch 1 ol slipn Peb |

=

¢

YAML (2=
This task allows you to input the workflow data in the form of YAML or JSON content.

* Provision to input data in either YAML or JSON format

* Provision to refer YAML or JSON samples

* Provision to use the YAML task as either a user interface task or as a service task
* Provision to edit the contents of the task in the request page
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« Provision to assign user role (RBAC) access to the task in the request stage

« Provision to skip manual approvals for the task in the workflow request stage

« Provision to retrieve device credentials dynamically.

YAML Editor # ¥ Edit mode @
Froperties Input/Output Variables )
General —
VAML
yamljson_1
YAML (@ |50
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YAML Editor # ¥ Edit mode @
Properties Input/Output Variables D
General =
1l
yamljson_1
® YANL J50N

name: Creating a pool member i a F5 device

2 hosts: local

3= tasks

d name: Add pool menber

5 blgip_peol_menber

i server: device_IP

T SUATE: present

] pool: peol_name

8 tition: Common

16 host: device

11 port: 88

12 description: web serwerl
13 mit: 188
14

15

16

17 delegates_to: localhost

=N kR

« Using Variables within a YAML Task

* Getting Device Credentials Dynamically from a YAML Task

Using Variables within a YAML Task

Variables from any workflow task can be referred within the YAML task as part of the automation process.
Use the following variable syntax in the YAML task to refer value from a previous task: <%variable_name%>

Following is an illustration for referring the ‘fqdn’ and ‘FreelP’ values from an Infoblox task into a YAML

task:

name: Creating a virtual server in a F5 device
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tasks:

Using Variables within a YAML Task =

- name: Add virtual server
bigip_virtual_server:
server: <%device%>
user: $$<%device%>.username$$
password: $$<%device%>.password$$
state: present
partition: Common
name: <%fqdn%>
destination: <%free_ip%>
port: 480
snat: Automap
description: Test Virtual Server
validate_certs: no
all_profiles:
- http
- tcp

delegate_to: localhost

Automation User Guide

Variables from any workflow task can be referred within the YAML task as part of the automation process.

Use the following variable syntax in the YAML task to refer value from a previous task: <%variable_name%>

Following is an illustration for referring the ‘fqdn’ and ‘FreelP’ values from an Infoblox task into a YAML

task:

name: Creating a virtual server in a F5 device

hosts: local

tasks:
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bigip_virtual_server:
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password: $$<%device%>.password$$

326



Automation User Guide

state: present

partition: Common
name: <%fqdn%>
destination: <%free_ip%>
port: 480
snat: Automap
description: Test Virtual Server
validate_certs: no
all_profiles:

- http

- tcp

delegate_to: localhost

Getting Device Credentials Dynamically from a YAML Task 2=

Through the YAML (JSON) task, device credentials can be dynamically retrieved as part of the workflow
execution process. The following syntax must be in the task in order to get device credentials:

» Get device detail:

$$devicename.username$$

» Get device credential:

$$devicename.password$$

[ Note: Device(s) must be added in the Appviewx inventory. ]

To get the device credentials dynamically:

1. Design a new workflow.
2. From the User Interface section, drag and drop the YAML task.
3. Enter the syntax to get device credentials dynamically.
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oun Bx L R e B D B - O

[ e

4 4 4

name: Manages F5 BIG-IP LTH http monitors
hosts: localhost
EASKE

name: Create HTTP Monitor
bigip_monitor_hitp
state: present
name: <EMonitor Mamess
provider:

P

server - Edevirs namels

user J Se«Rdevice_namels usernamess

password: SS<Ndevice_name¥s, passwordss

vallodTE LeT La "
delegate to: localhoit

4. Connect the workflow tasks and enable the workflow.

5. Trigger the workflow.

Device credentials are dynamically pulled from the Inventory.

—_—_ 'y

Holistic View

This task allows you to view the certificates in a holistic view in the workflow Studio. You have the option

to download the certificate and the certificate key from the Holistic View stage of the workflow.

To add Holistic View task to your workflow:

1. Design a workflow.

2. From the User Interface section, drag and drop the Holistic view task.

3. In the Holistic view task window, under Properties, define the Certificate id and Certificate type

either as static values or a global variable.
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4. Connect the workflow tasks and from the menu on the top, click Preview.

Holistic view is executed. Hover your mouse over @ (Certificate status icon to view the certificate

status.

by

|_:| EMedTEE-E31E-421 B-ae 3000505696019 ||- ificaan gt
= _ Tertificate status
“ . ' Certificate
CA .
W Expiey i 50 s
= E-I5-pa1S5.0ab sppviewc ot Expiry in 30 cays
F'j ’ H W Espiry in 10 days
Gthers W Expices
W Vald
B Revobed

B Mew cenificae

5. To download the certificate and certificate key, click E
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B2fed758-8318-4218-203200505696ec19

E£5-f5-pe155.lab.appview.net

P

2
6. Click Submit.
[ Note: You can add multiple Holistic view tasks to the workflow. j
[ Note: For more information on Holistic View, refer to the Cert+ User Guide. j

Task Category - ChatOps and Notifications 2=

This category comprises tasks that are used to send out notifications to the user for receiving inputs,

approvals/rejections, and task completion.

%\ Search by
Email i ]
Pagerduty i ]
Source Control
General
Skype i ]
untitledasdf
Change Management
Slack i ]
User interface
+ Application Delivery
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* Email
 Pagerduty
* Slack
 Skype

Email 15

Email task allows you to configure static or dynamic email notifications as part of the workflow automation
process. You can send email attachments in different formats. This task allows you to configure email

approvals to automatically trigger the workflow process.

« Provision to select user(s), user role(s), and user group

« Provision to send test email to ensure that the defined content is relevant

* Provision to reuse email tasks from one workflow into another

« Provision to dynamically render emails by referencing data/value (using variables) from any stage of the
workflow into the email task

« Variables can be referenced into the following fields — Subject, To, Cc, Content
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* Provision to trigger workflow based on email approvals.

Email # ¥ Editmode ® 7 BP9 .~ X
Properties Input/Output Variables e
Ganeral -

Tial
1l
emall_1
@
@
@
-
LS 2T *
Nomal ¢+ B I UE= & ® K
T N

« Configuring Dynamic Email Attachments

« Configuring Email Approvals

* Receiving Approvals via Emalil

« Triggering an Email Notification with Approvals

 Customizing Email Notification

Configuring Dynamic Email Attachments =

You can attach static files or dynamically generate file(s) from any workflow stage as part of the email.
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« Provision to refer variable(s) from any stage and dynamically generate file attachments.

« Provision to choose the file type for dynamically generating file attachments (Supported file formats are
- pdf, csv, txt).

« Provision to upload/add one or more file attachments from the system with a limit up to 25 MB.

« Provision to delete attachment(s) from the email task.

To send an attachment:

1. Design a workflow.
2. From the Notification section, drag and drop an Email task.
3. In the Email task window, under Properties, in the Attachment section, enter or select the field

information.
Email # ¥ Editmode ® 2 Py 0
Properties Input/Output Variables 2
Infermation + °
Attachment =

Refer variables O

N N

4. Attach variables to add a dynamic email attachment.

Copyright © 2023 AppViewX, Inc. All Rights Reserved. 333



Automation User Guide

¥ Edtmode® 7 PP

Properties Input/Output Variables

Infermation

Attachment

Refer variables 0
dynarmnic file

red

requestCreator

requestld
froessie ]
il requestsrate

requestCreator

requestld

5. Click Add.
You can use this task within your workflow to send email attachments dynamically.

Configuring Email Approvals 2=

Approvals/peer reviews in the network automation process can be notified and approved directly via email
without having to log into AppViewX. You can review config details, and approve or reject based on which

the workflow will be triggered further.

» Configure approvals via email and trigger the workflow based on the email event or action.
 Define manual or automatic email approvals.
» Emails include static and dynamic file attachments (pdf, jpeg, doc, xIs).

To enable email approval:

1. Design a workflow.
2. From the Notificationsection, drag and drop the Email task.
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3. In the Email task window, under Properties, in the General section, turn on the Enable approval via
email toggle.
Email # ¥ Editmode® ? Py 7~ X

Properties Input/Output Variables 2

General

Email

W]

email_1

Approve

Reject

Send test email m Cancel

On enabling the toggle, the following fields are displayed:
» Forward button label
* Failover button label.
4. Enter values for these two fields.
5. Enter custom email content.
6. Click Save.
You can use this task within your workflow to send email approvals.

Receiving Approvals via Email

Once the email task to trigger approvals is configured, you can review and approve or reject the workflow

automation process directly via email.
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1. Click on the link embedded in the approval email (Approve/Reject) to navigate to AppViewX.

/A/X appviewX Notification

Request ID; | Warkflow Name: form with email

Hi

Yoan hanve nerw change request created in appesew, Please approve o mplement the changes
Request ID is pending approval.

Click on the link to auto approve or reject

[e=] [==1]

Click here to view and initiate action,

Plearss do nol neply a5 1M IS an aulo gensrabed email by Apphiewid

2. Click Approve / Reject.
* The following message (HTML text) will be shown in a new tab.

Thank You for your response. Roquest has been processed 1o the next stage

« If you click Approve, the task is displayed as Success.

:f_

Email

« If you click Reject, the task is displayed as failed.
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Email

Failed

« In the event of clicking the email approval again, the following message indicating that the email

response has been processed will be shown in a new tab.

The email response has already been processed

« In the event of not processing the approvals via email on time, users can log into AppViewX,

navigate to the pending workflow request and manually approve or reject the workflow task.

Approval wa Email

Lagn - Bgper e ol v Drmmd

Note: The SMTP settings must be configured prior to triggering any emails. For more
information, refer to the Platform User Guide.
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Triggering an Email Notification with Approvals 2=

To generate a simple email notification with an option to approve or reject the workflow:

1. Design a new workflow.
2. From the FAQs section drag and drop the > Email with approval workflow.
3. Double-click on the workflow to see the tasks within the workflow.
4. Click on the Approval Via Email task in the workflow.
5. In the Email task window, under Properties, in the General section, turn on the Enable approval via
email toggle.
mail # ¥ Edimede® 7 o ®
Properties  Input/Output  Variables 2
General - =
a
email_2
@
=
@
Mew spprcral requeest from apgraewi
&
Merd s B I UIES AW L .
st omst | s |

6. Click Preview.
7. Enter the email ID in the user input form.

D -

B,

bl W
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New approval request from appviewX oo =

suppori@appviewx.com

/\/X apPVIEWX Notification

Reguest ID: | Workflow Name:

Hi,

You hawe new change request created i appviewg Please approse o implement the changes
Request 1D pending approval

Click an the link 1o auto approve or neject

Click here to view and initiate action.

Fiease do not reply as this is an auto generated amail by Apphieni

Customizing Email Notification =

You can customize the email notification by configuring the text in the content box in the email task. You

can also customize the email content by including default variables like workflow name, horizontal line

and Request ID.

1. Design a workflow.
2. In the Email task, to Enable custom email header, turn on the toggle.
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Frepertis  npulifulgul  Yerieble: ke

-
& W K Defaury

vervios rame Jaordinerors
Repardl D frmpa

T B W Py

[

L]
Sewnind
S
Ialarmatios *
ArlLachmant +

Cuviom messses T °+ -
=n

3. To attach the default variables (Horizontal Line, Workflow Name, Request ID), click Default and select
the variable from the dropdown.
Custom email notification received.

support@appriewns.com IO PM (Omineragol Tr &

10 e -
Test header
Werkiow s Copy of Hisased

Request 0 previesw_S1

This i e naw sl

(o
Note: When the Enable custom email header toggle is disabled, the email content will display

A/ appvie Notification as the header.
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Pagerduty =

This task allows you to trigger alarm notifications for quick incident remediation through Pagerduty as part

of the workflow automation process.

« Provision to drag and drop the Pagerduty Task from the notification section.
» Provision to define custom webhook/URL, method in order to trigger notification.

« Provision to refer global variables and embed them as part of the payload.
To trigger alarm natifications through Pagerduty:

1. Design a workflow.

2. Drag & drop relevant workflow task(s).

3. Double click on the Pagerduty task.

4. In the Pagerduty task window, under Properties, enter or select the field information as shown.

Pagerduty # ¥ Edit mode @

Properties nput/Output Variables ko]

pagerduty_2

EN K3l KETH

5. Enter the intended payload, with global variable(s) if any.
6. Connect the workflow tasks and enable the workflow.
7. Trigger the workflow from the Request :: View/Run page.

Workflow is executed successfully.
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Pagerduty

8. To view all Incidents on Pagerduty, log into your account using valid credentials.

Incidents on All Teams *
VoL et IneidpnE A - bt Haxt Stepa: Your Team
T riggersd O shnowledged Tirigaeied 0 stkntvwledped
Bl NGy T Titke Liwal el [ iiigru] B T L
Haxt Sbepa; Your Took
-+ L
Aencur
-1@
Activity for the Past 7 Days
Sarvdce ride T Actieity
Eucripmon
b it
l.‘-:\-:l Pl
Coacripmon
CvmcripSion
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Incidents on All Tearmns -

YO Dpen incidend Wl apen Incident Ml Stags: Your Tasm
T triggered 0 ackncwlsdiged 7 iriggered 0 scknowlsdged

Maxt Staps: Tour Teals

Hesaurcas
Ve HigLAage

2 ¥
AppViewX Alerts (& smsticueoems . o
O Cll v o
T
5 @
£ isgratdra oreate iy by B y 2% o Tatca migrat L-Th by : L ¥ Serilce Martenance
S o o Ol T
+ b bt st
Lipcoming
[ S — Tres Actiens
B Irermach o o U gimlarsns e
Extenszions
Harcucen
(1,
Incidenity

This task allows you to send notifications on a Slack channel as part of the workflow process.

« Provision to drag and drop the slack task from the Notification section.
* Provision to define custom webhook, method in order to trigger slack notification.
« Provision to refer global variables and embed them as part of the payload.

To send a notification through Slack:
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1. Design a workflow.

2. Drag and drop relevant workflow tasks.

3. From the Notification section, drag and drop the Slack task.
4. Define the appropriate webhook.

Automation User Guide

5. Enter the intended payload with global variables, if any.
6. Connect the workflow tasks and enable the workflow.
7. Trigger the workflow.

8. View Slack notifications.

Ty, hged 2ol

A Al i

Fupiredd opres [ CortPeaees’ ‘aniea coae®, Tiays Lol Be i opere . Faiene

PPRCIT FOTTRAT R R A oo, TIoS Ll In e R | e

T T T
#n Lt B Paglw® 4 Doy Mo Lt & ;0

x, Wiyt |27 Ty Pl 1

et e
T, TCrrmress ‘W asy Wiips | 4 B Puaire © waskneT, 1REGEH] Rames [

“rrfivate s “T0la¥.on g e®T b baaler”. Tapirnd " devionis Mame ; VW Besbiewine 1] W

baee” [WW Srstevior 1] “daid b

il Frmen- T, "l | il

20T P A, L | 1 Bl e, Theasiu Name [V nemaey

TCrrmreaten a1 15 paynds coe’, 1oyt Lt ks bupre: Faplre, Tevions

7 09, “Prartifrates wckeshyurom, Tyt Lo T Bupiee Eupered, Thesdionis Mamer [
EETIREET < appleat sy, Thiys LR b Fasie® Tapiess Uvvioe] Mars

CoEfale B0 T Left T Coples 4%, Toviontsl M

7 0ol Wil Uil
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Skype =

This task allows you to send Skype notifications as part of the workflow process.

* Provision to drag and drop the Skype task from the Notification section.
« Provision to define custom webhook, method in order to trigger Skype notification.

« Provision to refer global variables and embed them as part of the payload.

B ERmede® T Py o5 X
B Irtar Al
Pl Faramd
Legt
Tags
EXN N kN
To send a notification through Skype:
1. Design a new workflow.
2. From the User Interface section, drag and drop the Form task.
3. Define the relevant form fields as shown here.
= Doy . + o
FEi iy buakdid
Pl 0 Lalel maren Wikl g Wakews Hush 1 ALy & Depe Paenek 12 Vakiatinn  selp Lreup Frofide aoiwst Blarsisloy l-lll-ir ::.
EX kN
(g
Note: For more information on adding form fields, click here.
.
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4. From the Notification section, drag and drop the Skype task.
5. In the Skype task window, define the input parameters to send Skype natification to the recipient.

EEMmeded 7 P35 X

B Cuipast nfamation

nput Paramy

Legs

fag

6. Connect the workflow tasks and enable the workflow.

7. Trigger the workflow to receive Skype notification.

Task Category - Change Management =

When creating a new workflow, you can leverage the Change management Tasks to ensure change
management integration with workflow automation. It allows you to plug and play various components
required to integrate a workflow automation flow with Change Management.

To create a workflow with ServiceNow tasks:

1. Design a workflow.
2. In the design workspace, under the Change Management folder in the left menu, from the CHANGE
folder, drag and drop the Create task.

[ Note: Timestamp must be in milliseconds. j

3. In the Create task window, under Properties, in the Global variables section, declare the necessary
global variables.
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Create # ¥ Editmode® 7 P *
Properties Input/Qutput Variables g2
General +
Information +

T

Global variables (0

List =] ik ticketMumber
ticketMumber
ticketMumber

Custom message () +

4. From the CHANGE folder, drag and drop the Get task.

5. In the Get task window, under Properties, pass the global variable declared in the previous task.

6. Connect the workflow tasks and enable the workflow.
7. Trigger the workflow.
Workflow is executed successfully.

Provisioning for Workflow Tasks

You can define specific configurations for executing the provisioning workflow tasks such as

Implementation, Prevalidation, Postvalidation, and Rollback.

To define the configurations:
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New Menu ‘ Old Menu
1. Form the main navigation menu, select 1. Form the main navigation menu, select
Automation. Settings.
2. In the Automation module, from the left menu, [ 2. On the Settings module, from the left menu,
click WORKFLOW > Provisioning. click Provisioning.
[ Note: For more information on how to switch between menus, click here. ]

1. Under the Work order configuration section, define the configurations for Both or Manual or Auto of

the Implementation type.

2. In the Implementation type field, select the Implementation type from the dropdown.

3. Under the Command configuration section, define the configurations for success or failure of the
implementation task.

4. In the Failure messages field, enter the keywords for error responses to identify the task as failed as

shown in the image below.

Failure messages  error
failed
not found
already exists
invalid

If the workflow execution displays any of the keywords defined above as error messages, the task will

be considered as failed.

5. In the Excluded failure messages field, enter the keywords to be excluded for identifying the task as

failed.

6. In the Commands to wait field, you can enter a set of commands and define a time out for the
implementation task. If the task contains the configured commands, then it will time out as per the time
out defined. This is useful for tasks or commands that take longer than the default time to execute.

7. In the Time out (mins) field, enter the timeout value for the tasks having the configured set of

commands.
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8.
9.

10.

11.

12.

13.

Automation User Guide

[ Note: The default value is 0.5 minutes or 30 seconds. j
Turn on the Continue on a command failure toggle, to proceed in case of a command failure.

Turn on the Enable Device Queue toggle to enable queuing of device connections as per the defined
connection count in the Collection.

ProvisioningDeviceQueue

A10

AVI =

All connectionCount : 9999
Citrix vendor : F5

F5

Turn on the Enable Device Session Cache toggle, to check for any existing open sessions for the
device and execute other requests in the same session.
Turn on the Rollback work order toggle to rollback configurations that are partially implemented.

Note: Configurations that were successfully implemented will be excluded from the rollback
work order.

Under the Rest configuration section, define the different success status codes in the Rest success
status code field.

Under the Collection configuration section, turn on the Enable default collection toggle to create
a collection in the name of the device and store all the IPs in the device (using a predefined parsing
logic) during the next device parsing.

Connecting Workflow Tasks

You cannot trigger a workflow until all the tasks are connected.

To connect the tasks:

1.

Hover your mouse over the first task.

A o (Start) icon displays under it.
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S Form 0 v @ S
© B

Stapt Input Details

Drag to connect

2. Place the cursor over the o (Start) icon and drag your mouse to connect to the next task.

The tasks are connected.

S Form 0 v @ S
© B

Start Input Details

» Customizable Connectors
 Decisions via Connectors/Links

» Connecting Workflow Tasks with Failover - RGF Flow

Customizable Connectors {?3

Connectors or links allow you to connect one task to the other in order to stitch the workflow. The

connector option allows you to customize the connectors depending on the nature of the workflow.

The following types of connectors are available:

» Default
* Flow
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e Curved
- Straight.

To customize connectors:

1. Go to the Workflow page.
2. Open an existing workflow.

3. In the design workspace, to view the different connector options, click (Default) icon.

4. Select the connector from the available options.

" -
B Pk @ @ B VrsbleMapng Soaldae @ &

R

T

Decisions via Connectors/Links {\E'

Connectors or Links allow you to specify decisions (success, failover) based on which a workflow task
can be routed intelligently. These links can be updated or deleted as per requirement.

Decisions via links can be used when constructing a workflow with task(s) that allow one or more
decisions to be taken.

« Script: Allows one or more routes to be taken
« If/felse: Allows maximum of two decisions to be taken

» Switch: Allows more than two decisions to be taken.
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Link selection

Rule name expired certs

Display name 60 days to expiry
30 days to expiry

Action 40 days to expiry
| default

Connecting Workflow Tasks with Failover - RGF Flow 2=

When connecting tasks in a workflow, links can be used to specify decisions (success or failure), based
on which a workflow can be routed intelligently. A Script task can be used to make decisions based on the
outcome of the script to perform specific workflow actions.

1. Design a new workflow.
2. In the Script task, define two outputs for ‘success’ and ‘failover’ outcomes.
3. Based on the script output, connect the links to the relevant workflow tasks.
4. In case of success, proceed to the next task.

The Success link is displayed in blue color.
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| Form /Ty ﬂ "r “ !"_}

S @ 8

Fﬂfl‘lql
Shant Seriph

O O
Delay Ratry i Hop

5. In case of failover, send an email notification and perform a retry
The Failover link is displayed in red color.

B Fosmi /W ﬂ'fvpo

v
=
w IF

[

H Form, 1
St Seriph h
H

Colary Relry

- ™
Note: The selected link is displayed in orange color.
N

Adding Variables to Tasks =

This feature allows you to add variables to tasks to support auto-generation of form in the workflow.

To add variables to a task:

1. Double-click on any task.

2. In the task window, click Variables.
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3. Under the Variables tab, to add a variable, click + (Add) icon.
The Add variable window is displayed.

s
+

Nikes Dt Vi [P P Pyt Pairst LT

4. In the Add variable window, enter or select the field information based on the variable that needs to

be added.
1
* Field Name conf_file
* Variable conf_file
Value -

Default value

Description

Element type Text box
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Default value %conf_filet

Description

Element type Text box
parent lone
Data type String
Hooks Select

Depends On

Show variables ‘

Mandatory @

Automation User Guide

Y

5. Click Add.

6. Once you have added all the variables, click Save.

7. Auto-generate a self-service form based on the variables defined in the Script task.

i

KO Mja LD

[ - - B
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The form is auto-generated based on the variables defined in the Script task.

e b

[T Laeliv M. Waksi okt ACLT  Dupa  Paewstid  Veldsoss  Halp g Profls sccein Mandstery [ okl w

8. Connect the workflow tasks and enable the workflow.
9. Trigger the workflow.

Automation Collision 15

This feature allows you to check for duplicate configurations across workflow requests.

« Check all the pending workflow requests for duplicate object names such as virtual server, pool
member, and monitors.
 Check all the pending workflow requests for any variables used within a workflow.

« Approve or reject the workflow requests based on duplicate configuration validation.
To check for duplicate configurations when designing a workflow to create a virtual server:

1. Design a workflow.
2. From the User Interface section, drag and drop a Form task.
3. Add the form fields for creating a virtual server.
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€ automation collision :: Form_1

# VIP Details

* VIP Name
* Destination
* Port

* Pool Name
* Member IP

* Member Port

4. Add a button field to check for duplicate configurations using a Script logic.

&= sutnmaton collakon : Form 1 =

Alermatian Vi e Brwilcdar ok Eaacwrre & retonn

b Aid bsokn
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5. Connect the workflow tasks and enable the workflow.
6. Trigger the workflow.

Workflow is executed successfully.

Workflow Task Actions =

You can right-click any workflow task to perform the following actions:

» Update: Allows you to update configuration settings within the task.

+ Clone: Allows you to clone the selected task.

« Delete: Allows you to delete the selected task.

- Save to folder: Allows you to save the task to an existing or new folder.
* Input/Output: Allows quick and easy variable mapping.

» Add to schedule: Allows you to add the task as a scheduled job.

master ¥ Workflew  poliback W Proview : Clissic 3 &

% Workflow

Cpmry
A ol
IT5M

Certificates

» Updating a Task

* Cloning a Task

* Deleting a Task

 Saving and Reusing a Task

* Input/Output Variable Mapping

Copyright © 2023 AppViewX, Inc. All Rights Reserved. 358



Automation User Guide

Updating a Task =

1. Right-click the task to see options.
2. Click Update.

master v Workllow  goliback P PreviewcClassic 3% @ @ variable Mapping

¥ Simple Command

3. Edit the task properties to update the task.

Coniguratien

nfarmanicn +

dbabal varablen ] +

Custom masage (3

Customite Taik Adtisn

Cloning a Task 2=

You can clone a task in the workspace instead of having to drag and drop the same task from the menu.
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1. Right-click a task to see the options.
2. Click Clone.

w Workflow  Rollback P PreviewcClassic 3 @ @ Ve

»  Simple Command

3. In the Clone window, select the number of copies from the dropdown list.

Number of copies

Clone

4. Click Clone.
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A copy of the task is created in the workspace.

»  Simple Command

Command

Command

Deleting a Task 2=

1. Right-click on the task to view options.

2. Click Delete.

P Proview-Classic B @ @ Variable Mapping

master w  Workflow  pollback

¥ Simple Command

3. Click Yes in the Confirmation pop-up window.
The task is deleted.

Saving and Reusing a Task 2=

You can save specific tasks to a folder(s) in order to import/reuse them in other workflows.
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1. Open an existing workflow in the Workflow Studio.
2. Right-click on the task to be saved.
3. From the options displayed, select Save to folder.
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¥ Maost_ One_Flow
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4. To save the task to an existing folder, in the Save to folder window, select a folder from the list.

-+ Add (]

% Souwrce Contral
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B = change Managerment
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Note: When naming a folder, the same naming conventions must be followed as those when
naming a workflow. If a folder is created without providing a name, it will show up as untitled.

5. Click Save.
6. To save the task to a new folder, click Add.
7. Enter the folder name and click Save.

Save to folder

+ add ¥
wew T LT saLE
¥ Moaification
BE Application Delivery
8 @ ran
B < Certificates
B oM
B  cevops

. . Reports
B O Gitdps
B #L Network
- Salutians
u & | milities
8 rags

Reuse tasks

The new folder is added to the left menu.
8. Exit the workflow.
9. Design a new workflow.

10. Drag and drop the task saved to the folder in the previous workflow and reuse in the current workflow.

11. To reuse a workflow, click (Cart) icon.
12. From the options displayed, click Import.
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P ProviewcClassic B @ 0 Yariable Mapping & Validae

St

)

Fred's Script

13. In the Import flows, window, select the workflow(s) and click Import.
14. Drag and drop the imported workflow into the workspace.

(-] 1
P ProviewcClassic B @ @ Variable Mapping & Validate S B8 % fru] oN [OFF I

Ak

Fred's Sorigt

15. Refer the Global variables if needed.
16. Connect the workflow tasks and enable the workflow.
17. Trigger the workflow.
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Workflow executed with the reused task.

—_—d

Fred's Sarpt

Input/Output Variable Mapping 15

1. To see the mapping of input/output variables in a task, right-click on the task to see the options.
2. Select Input/Output from the list of options.

-

sfom oy @ Y @ O

o

. .
(») A ;
L -\. "'-;_‘.
.

Update

Start Get Inputs reate LTM

Clone
Virtual

Delete

Save to folder

Input/Output

Remove schedule
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The input/output variables defined in the task are displayed.

- il ]

Rollback Workflow 15

You can either design new rollback workflow(s) or import existing rollback workflow(s) under a parent
workflow. A manual rollback can be triggered by accessing Workflow Request and performing a right-click
against a workflow request ID.

» Manual Rollback

» Auto Rollback

Manual Rollback 15

1. Design a workflow using workflow tasks.
2. To add a rollback workflow, from the menu on the top, click Rollback.

Rollback Workfow TS Lo v Warkllow W

¢ Rellback Warkflow

0. 0
. o
Do o
. om T @ Y RO
L3 veenteny @

* u
T o

Seart Stap
P
ol L1 ]
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3. From the General section, drag and drop the Rollback task.
4. Connect the workflow tasks and enable the workflow.
5. Trigger the workflow.

Workflow is executed successfully.

(L e L A

e - T B W

6. On the Request : All page. right-click on the workflow Request ID and select Rollback.
All requests [ .
46 L =

Request |D Workflow Created by

Rollback workflow

Rollback | Rollback workflow
Rollback workflow
Rollback workflow

Get F5 Stats and Email

5 Stats and Email

and Email

7. In the Rollback window, select Rollback type as Request.
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Workflow is Rolled Back.

Roliback

Auto Rollback ﬁa

1. Design a workflow using workflow tasks.

2. To create a subflow, from the command bar on the top, click H (Cart) icon.
3. From the options displayed, click Add.
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1] o ~
P Preview:Classic ¥ @ @ Varable Mapping & Validate B B % & ON [OFF §

) 0
oy e— )
Create LTM I
Paol ; Stop
Review And
Implement

4. In the New subflow window, enter a workflow Name.

5. From the General section, drag and drop the Rollback task.

6. Double-click on the Stop task of your main workflow.

7. In the Stop task window, define a rule to trigger the auto rollback.

Propertied 2

8. Click Add.
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9. Connect the workflow tasks and enable the workflow.
10. Trigger the workflow.
Auto Rollback is initiated based on workflow state.

Fodit i

Variable Mapping =

Variable mapping allows you to map the variables between tasks. You can select one or more tasks in

order to map variables and get a quick view of the number of variable associations across tasks.

1. Design a workflow or open an existing workflow,
2. From the command bar on the top, click Variable Mapping.

Rollback P Preview:Classic B8 @ |'@ Variable Mapping | & Validane

> B 3 2 ®

grom on @ Y @ O
.

- , :
Get Inputs Create LTM oll]
Moniter Create LTM Stop

Wirtuwal

Start

3. Under Variable Mapping, select the tasks for variable mapping.
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Yarisble Mapping Global ¥ il W n e S

[ " Derads M Lol -

k5 Croate LT irtual

=

B Coggte LT Rowanos Himea

o Create L s e
& Timeout [+ ] -
@ device_name [=]
B monifor_name [=]

Variable Mapping

. Show both inputt and output variables

Input Details R £ Create LTM Manitor Hitps To@m i
B
@ Timeout 1 [ - @ Interval
—
@ device_name 1 .“-x T Timeout
e
""'!..\_\_\_h
& monitor_name 1 l.,__h “"“ﬁ-._____ @ commands
S o
o e
~._ ""-\-.._\_H_.H
e ) device_name
™
e
.
——
o

i} monitor_name

@ sessionld

4. To see options, from the top right corner of the window, click
5. To make changes in the field parameters, select Edit variables.
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[ Show bath inpat and output variables

Timeou

device_name

monitor

A1 Options

namse

6. Edit the parameters of the variables as required.

Varisble Mapping  Globa

Field nams wariakle Valug Description

I e beoth ot and cotped warisbies X

Type Show varla.. &
" - »
* ]
¥ »
- ]
* 2
v »

» Global Variables

» Magic Variable

Global Variables {E'

Variables can be declared globally and referenced across any stage of the workflow thus allowing data to

flow seamlessly across the entire workflow process.
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1. Design a workflow.
2. Click on any workflow task.

3. In the task window, under Properties, in the Global Variables tab, define the Key and Value.

4. Click Add.

Automation User Guide

P i T b I gt Varshblei

. ¥
Custom messags
Cusiamie Tavk Auilos
[=1 =]

5. Auto-populate and refer the global variables using keyword match.

Propertes InpatOuwtpant Varishlas
Caifiane Expiry Ruly
paaralie] X
il bt

B _day_Ro_sxpiny_terfy
B _chii,_be_epdiy_eits
0_dayi_bo_suplry_certi
B _dayi_re_eapiny_coms_mail
B _dawyi_bo_eupiny_corty_madl

W_days_be_epiry_certs_sal

U =

=N =

—3 =N

« Declaring Variables from Tasks

* Referring Variables
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« Global Variable Inventory

« Configuring Tooltips

Declaring Variables from Tasks s

» Declaring variables from a Form task

Automation User Guide

Infor mation Form buibder Mok 3 SEtningy
Sl &l
B subnet
PEL_CELE
ol wiarlalie
I dng_oeane

B g recnrd

B tagn
BEL_AumAH

[

B credm g
RSt ID

YRR TR IR

« Declaring variables from a Script task

Propesties InputiDetpat

Tostal revord 13

Cuvicem mavaage 1

Variablan

L .
D
+
+
0 e s piry_ o
0 elar pery_{ed1
Ohls_Batrrdan _)_1o_60
+
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 Declaring variables from a REST API task.

Propersies  InpetiDutpet  Vasisbles

Irdgr i

Global variablen (T

Limt .. rcierat.high

=x
sds
Cunbom massage () +
Cumtomin Tak Actien +
=N =N

Referring Variables s

Once declared, global variables can be simply referred across any other stage using the following syntax:

<%variable%>

For example, once the global variable “30_days_to_expiry_certs” is declared in the Script task, it can be

referenced anywhere in the workflow as

<%30_days_to_expiry_certs%>
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Global variables (i)

List

= KW

application/json

Cart with 1-<Svaliell- days expiiy

N

( ot
Note: Use keyboard shortcut Ctrl+g to view and refer global variables within a Script task. ]
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Global Variable Inventory ﬁa

The Global variable inventory shows a single view of the source and destination tasks and stages across
which a global variable has been referenced within a workflow.

« Provision to view and search the list of global variables declared and referenced across various stages
of the workflow.

* Provision to view the source and destination tasks, nested workflow nhame across which a global
variable has been declared and referred.
* Provision to click and update the specific workflow task (via Task id).

* Provision to define one or more global variables as ‘tooltip’ information for a workflow request.
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Variable Mapping | Global variable [ Maghc Variable

Task s Task famo Flerdé rami

Task s Task famo Flerdi rami

(o
Note: Any updates to the Key field will be reflected globally across the workflow. j
.

Configuring Tooltips 2=

This allows you to define one or more global variables as ‘tooltip’ information. Once the tooltip is defined,
you can right-click a workflow request and view details. Since typically workflows carry a significant
amount of data, configuring a tooltip provides the flexibility to select one or more global variable values to
be displayed as tooltip information.

To configure a tooltip:

1. Design a workflow.

2. Drag and drop the required workflow tasks.

3. Assign the required values as global variables.

4. To view all global variables, from the command bar on the top, click Variable Mapping.
5. Under Global Variable, select the Show tooltip checkbox.
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Varishle Mapping  Global Varisble  Magic Variable

-]
Task id Task Fisms Flow naima
o
Task id Task Bamd Flw riffis

6. Connect the workflow tasks and enable the workflow.
7. Trigger the workflow.

Workflow is executed successfully.
8. On the Request :: All page, right-click on the Request ID of the workflow.

9. To see the tooltip information, click View Details.

1

Bwrgreeyd 1D iriafiow Coeated by Creaded fume Lt updated Staiwn iwd. ID Rertraity bog
i $obinm 0G5 Reconds Cradtey il FREr 20 ORST AM Ay BOEST &N % Compbied

18

This shows a list of all the Magic variables defined in various tasks across workflows.

Magic Variable
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Magic variables < X x
Search by tags Q
List +

* Variable name Managed_F5_Devices

[0 Managed_F5_Devices Enter description

Description
O
O Type () static (@) Dynamic
O * Key avx_f5_devices
L] * Hooks Get F5 device name list
[ Manage _ e

Tags
O F5_Virtual_Servers g
[0 Al0_aFlex_Scripts
= Update Reset

Total records: 49 >

 Accessing Magic Variables
« Defining a Hook and declaring it as a Magic Variable

 Using a Magic Variable within a Workflow

Scheduling Tasks{\E’

You can schedule workflows and also schedule specific tasks within the workflows that require user
inputs.

1. Design a new workflow or open an existing workflow.
2. Right-click the task to be scheduled to view options.
3. Select Add to schedule.
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= Form

Update

Clone
Delete
Save to folder

Add to schedule

4. Click Yes in the Confirmation pop-up window.
The task is added to the Scheduler.

1 1]
P Preview:Classic 3 @ ‘@ Variable Mapping & Validate - =

Scheduler

Scheduled tasks

Input Details

5. Connect the workflow tasks and enable the workflow.
6. On the Request :: View/Run page, search for the workflow and schedule the workflow.
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The request is added to the Scheduled Jobs.

kan b ramy b ey T Trigges LEn sasiuman tove S anaowton tere UM chadouded by

Workflow Cart 15

Workflow cart allows you to associate or nest one or more flow(s) within a parent workflow

 Nested flow: Provision to design new nested workflows or sub workflows
» Reuse workflow: Provision to import, reuse one or more workflow(s); and nest them under the parent

flow.
* Rollback: Provision to design a new Rollback workflow for a parent workflow.

» Nested Workflows

Nested Workflows 15

“Design once, reuse forever...”

Nested workflows allow you to reuse existing workflows and automate quickly. You can design new
workflow(s) or import workflow(s) under a parent workflow. Once nested, the workflows are depicted in

green. You can double click on the nested workflow(s) and modify them.

Note: Relevant global variables must be declared and referenced in order for nested workflows to

work seamlessly.

« How to Add/Import a Nested Workflow?
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How to Add/Import a Nested Workflow? =

1. Design a new workflow.

2. To add or import a nested workflow, click (Cart) icon.

mrom 5 O Y @ O
(*) ®

Stop
tart

B kB

Fred's Script Barney's
Script

3. To define a new subflow, from the options displayed in the dropdown, click Add or to reuse an existing
workflow, click Import.
4. In the Import flows window, select the workflow to be reused or nested.

Import flows
Workflows

] Mested
¢ [ Mested (Roliback)

5. Drag and drop the workflow to be nested into the workspace.
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6. In the Script task window, under Properties, in the Global variables section, define the global
variables in order to pass the values between task(s) in the existing flow and the nested flow.
For example, The value ‘Fred says: Hello world’ from the script is declared as a global variable and

used as an input into the form task of the nested flow.

Feogaetoni  Inpulifoipat Vasishles

Erechy Maiage
" g Fondshiestags
e |
Gt
==
Total repords 1
Custom menage [0
Customize Taak Aitisn

7. Refer the Global Variable key into one or more task(s) of the nested flow.

[ E

Hoxia

st o0

Waian ko World

" Patd i [ST——

Valiabicn T Furimies g e

8. Connect the workflow tasks and enable the workflow.
9. Trigger the workflow.
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« Variable values being passed from one task to another task within a nested flow.

Fred's $cript

* The value being passed into the destination task where it is referred.

| svoiee . =

v

Version Control (=
You can design and have multiple versions of a workflow and enable one master version.

* Provision to version control the workflows.

» Provision to upload and audit requirements/artifacts against each version.
« Version control allows for tracking up to ten versions of the workflow.
* Provision to update, modify version.

« Provision to audit changes made to workflow tasks via ‘Task history’.
 Adding a Version

* Viewing the Workflow Version List
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Adding a Version 2=

1. Design a workflow.
2. From the master dropdown menu, select Add Version.

I'rorrr:'u’-“:u‘;"r'ﬁﬂ i'I'l

= U

W Ernail With ()
Approval -

Ctart Step

3. In the Add Version window, add the version details and click Save.
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» The newly added workflow version is activated and the workflow version is also displayed on the
Workflow page.

ks w  Worlflow  paliback & GIT Actions. B Proview : Classic B @

¥ workflow

Stop

Viewing the Workflow Version List

To check the number of versions created for a workflow:

1. Go to the Workflow page.
2. Open the workflow for which you want to check versions.
3. From the master dropdown menu, select Version List.

mamer v Workflow  paiback i GIT Acions. w b Proview - Clas=ic & &

The Version List window displays the list of all versions existing for the workflow.
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4. To enable a particular workflow version, turn on the toggle.

[ Note: Only one version can be enabled at a time. j

The enabled version is added to the Workflow page.

Workflow Options 2=

This section talks about the different features available in the Workflow Studio.

« Provision to add/remove versions of a workflow

* Provision to customize workflow task connectors

* Provision to modify the workflow alignment

* Provision to view the task history within a workflow

* Provision to validate a workflow

* Provision to switch between edit mode and citizen mode
« Provision to preview a workflow in classic or wizard mode

* Provision to configure access control for user(s).
* Preview

» Workflow Alignment

* History

» Workflow Settings

« Validating a Workflow

« Switching between Edit mode/Citizen mode
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You can perform a quick preview of the workflow to validate the outcome before triggering the workflow
request. Preview action cannot be performed on enabled workflows. Two preview modes are available:

* Classic: This is the default Preview option

» Wizard: This option can be used when you want to validate individual workflow tasks without enabling

the workflow. A pseudo form is generated for stage-wise execution of tasks without triggering the
workflow. A pseudo form is only supported for the following tasks:

* Script
* REST
* REST (I)
» Schedule
« Email
* Slack.

To preview a workflow in Classic mode:

1. Go to the Workflow page.
2. Open a workflow.

3. From the command bar on the top,, select the Preview:Classic checkbox.

master v  Workflow  paliback

¥ Workflow

B Form s R Y o o

; &
aart Generate
Appiiswi

* PreviewcClassic B @ | @ Variable Mapping

4. Click Preview.

Workflow preview is displayed.
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CE
|

5. To perform Preview in wizard mode, clear the Preview:Wizard checkbox.

_ .. Previewiizard . ° ﬂ vanasie Mapplng gva“dat':

mrom & @ Y @ O

-

_ > 3, - ~
Srart Create LTM il
Tl ’ Stop
Monitor Create LTM
Wirtual

6. Click Preview.
A pseudo form is generated with the input variables in the Script task.

7. Enter the field information to execute the task.
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The second task executes automatically once the first task is successful.
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Workflow Alignment =

You can align a workflow either vertically or horizontally.

1. Go to the Workflow page.
2. Open a workflow.

3. To see alignment options, from the right upper corner of the screen, clickn.
4. From the options displayed, select Auto align tasks.
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5. Click Yes in the Confirmation pop-up window.

6. Select the alignment for the workflow from the options available.

Align hodzomaly

Feesel abgrmen

Alagn wrtically

History =

You can track the complete audit of changes made against a workflow.

1. Go to the Workflow page.
2. Open a workflow.

3. From the top right corner of the screen, click n
4. From the options displayed, select History.
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The History window opens displaying the complete history of actions for this workflow.

Workflow Settings =

On creating a new workflow, the workflow settings option allows users to perform the following actions:

Provision to generate a unique workflow request ID for every workflow triggered.

* Role based access control (RBAC) to assign workflows.
* Role based access control (RBAC) to assign workflow requests.
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« Provision to exclude specific workflow task(s) for calculating Request status.

« Provides an option to opt-out specific task(s) from being considered for calculating the overall workflow
request status.

To access workflow settings:

1. Go to the Workflow page.
2. Open a workflow.

3. From the top right corner of the screen, click n
4. From the options displayed, select Settings.

et @ B Vst iiggeg Gooliue @ BT % @ ou [0 0

» General
* Assign Workflow
» Workflow Request
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General 15

a
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Under Workflow Settings, the following options are available under the General section:

» Generate Request ID: Allows you to choose generating or not generating a request ID for a workflow

* Requestor Submission: Allows you to restrict/allow actions/approvals for the user who requested the
task

» Hide workflow: Allows you to keep the workflow hidden or visible

» Enable confirmation: Allows you to enable or disable the Confirmation popup window

» Exclude tasks for calculating Request status: Allows you to select workflow tasks that will be
excluded when calculating request status.

Assign Workflow =

Under Workflow Settings, you can set up RBAC for workflows and assign workflows to specific users or
roles.
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Workflow Request 2=

Under Workflow Settings, you can set up RBAC for workflow requests.

« Provision to search for resources by entering values in the search field.

* Provision to Add a Regex and select the list of available resources using a regex pattern. For example,
regex names can be used to select the list of all available resources.
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* When trying to add the regex "*", a validation error will be triggered, resulting in the disabling of the "Add
as regex" option.

* Provision to delete the regex.

Validating a Workflow 2=

Once a workflow is designed, users can validate the workflow and its elements. Basic workflow validation
includes:

» Tasks with no relevant connectors associated.

» Missing tasks which are dependent on other workflow tasks.
« Invalid links or connections.

To validate a workflow:

1. Design a workflow.

2. In the design space, from the command bar on the top, click Validate.
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- Validation Report shows unreachable tasks.

{00 Wereachable nnks gm0 s iiies @ @ B Vil My B allade

- Validation report shows broken flows.
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Switching between Edit mode/Citizen mode 2=

Users can switch between Edit mode and Citizen mode when creating/updating tasks. All tasks are

displayed in Edit mode by default.

1. Design a workflow with workflow tasks.
2. To switch to citizen mode, in the task window, deselect the Edit mode checkbox.
In the Citizen mode of the task window, variables referred in the script are listed under Input, while the

values declared as Global Variables are listed under Output.

Creabe LTM Mondior HTTRS &

Infearmazian

Lags

Taga

3. To switch back to Edit mode, select the Edit mode checkbox.

Northbound Integrations 2=

Organizations have multi-vendor tools for various network needs. AppViewX allows you to integrate with
automation tools such as Ansible, Jenkins, Terraform, and Openshift in order to automate and orchestrate

the network.

* Provision for native Northbound integration with multiple platforms
« Provision to generate an APl and trigger a workflow from an external source Python code, Javascript,

Web browsers, and Postman.
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« Postman - Visual Workflow Northbound Integration
« Jenkins - Visual Workflow Northbound Integration

« Terraform - Visual Workflow Northbound Integration
¢ Ansible - Visual Workflow Northbound Integration

» Openshift PaaS Orchestration

=

Postman - Visual Workflow Northbound Integration

This integration enables dynamic APl generation from a third-party payload generator such as Postman,
which can be used to design custom automation workflows.

« Dynamic API Generation

Dynamic API Generation 2=

You can design and enable a workflow and dynamically generate custom API to ease the automation and
orchestration process. This allows a simple API payload builder/generator to aid you in integrating with

external tools and systems.

1. Design a new workflow.
2. From the User Interface section, drag and drop a Form task.

3. Define the required form fields.
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4. From the General section, drag and drop a Script task.

5. From the User Interface section, drag and drop an Email task.

6. To generate an API for this workflow, click @ icon above the Start task.

The URL, HTTP method, Query params, Payload, and the Header for the API are displayed.

[ Note: The API can also be generated as cURL or Python.

AP
AP
cURL
Python

wapifvisualworkflow-submit -request
HTTP Method
POST
Query params
{
“gwkey™: “fO0Qcadl”,

“gwsource™: “WEB"

“payload®: {
“"data®: {

"input”: i

quencelo™: 1,
enario®: "scenario®,
"fieldInfo™: {
“device™: "<{mandatory field>",

p-: CSelect,http https,icmp, firepass, ldap, ftp,icmp, imap , 1nband ,ms5ql , pop3 ,oracle,s

+
7. To download this API, form the top right corner of the API window, click (Download) icon.

8. Connect and enable the workflow.

Copyright © 2023 AppViewX, Inc. All Rights Reserved.

401



Automation User Guide

9. To trigger the workflow from Postman, copy the URL and payload from the Workflow Studio.
10. On the Postman Utility tool, under Body, paste the URL and Payload details.
11. Under Headers, update the username and password details.
12. To trigger the workflow from Postman, click Send.
Response with a Request ID is generated.
13. Navigate to the Request :: All page and click on the Request ID generated in Postman.
Workflow is executed successfully.

% Re

e e B S

Jenkins - Visual Workflow Northbound Integration =

This integration enables rapid network service orchestration of CI/CD Pipelines, using a Jenkins plugin,

and AppViewX’s Visual workflow in order to automate and orchestrate application and network security

services. This section will guide you to,

» Download a Jenkins plugin from Visual workflow

» Install the Jenkins plugin and set it up

» Execute Jenkins job to trigger workflows

* Create Pipelines

« Build the Application Service Framework via Jenkins.
* Prerequisites

« Global Configuration

* Creating a Freestyle Job
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* Creating a Pipeline Job
« Jenkins pipeline for Application provisioning
Prerequisites 15

Download the AppViewX plugin for Jenkins, design a sample workflow, and click on the Jenkins logo
(AppViewX_Jenkins_Plugin.zip):
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Note: Files present within the downloaded zip file are:

» AppViewX.hpi (the plugin to be installed in the Jenkins)
« Jenkins and AppViewX Integration Guide <.html>

+ Jenkins and AppViewX Integration Guide <.pdf>.

o J

To install the AppViewX plugin in Jenkins:

1. Go to the Manage Jenkins > Manage Plugins page in the web Ul (available to administrators of a
Jenkins environment).

2. Click on the Advanced tab.

3. Under the Upload Plugin section, click the <.hpi> file.
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4. Upload the plugin file.

Advanced

HTTP Proxy Configuration

Server (7
: 8

LL

Advanced ..
Upload Plugin
You can upload a hpi file to install a plugin rom outside the central plugin repositery.

File: | Choose File | Mo file chosen

Global Configuration

In Jenkins, credentials can be added in global configuration settings. This information can be used in the
job configuration page. Click on Check connection to validate connectivity of hostname, port, username,

and password.

appreiewe honk
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Creating a Freestyle Job

The freestyle build job is a highly flexible and easy-to-use option. It is a repeatable build job which

contains steps and post-build actions.
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To create a freestyle job in Jenkins:

1. Click New Item in the upper left corner of the admin console.

2. Enter the name of the project.

3. Select Freestyle Project.

-g q]ﬁllki s _.].- Jenkins Usor log out

e o | & ocalhost

Fa N Fresstyle project

. T— This 5 the cantral featwns of Jenkins

& reo # Jenkins
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& Enter an item name

B MM W = d Job tona

4. Create a build step using the AppViewX plugin in order to execute the automation workflow. The

Automation User Guide

AppViewX plugin that has been installed will be available in the build step in the job configuration page.

5. Under Add build step, select AppViewX Plugin from the dropdown list.

EX@CUTE Sl

Caommand

Add bulld step -

Apphiew Plugin
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Existuis shasll
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Inwvokon Gradie script
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Build
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6. Select the AppViewX site and the required workflow from the list.

On saving the configuration, the payload will be auto-populated in the payload text area.

Benilel
Build
AppWiewX Plugin
AR site ¥
Wicrkiicres iy L

Payload {paytond™ " aala" {input™ {requesiDaa™ [ sequeencihin™: 1 “scenario™ “sonario™ Tekdinio” T FredsMesiage™Helo
W™, “email harmeny @@ lintssones. com ], task_sction™ 1), Teader Sworkfiowh ame™ rmw 1}

Add build shep -

Post-build Actions

Add post-bulld action -

ﬂ e

Creating a Pipeline Job
In Jenkins, a pipeline is a group of events or jobs which are interlinked with one another in a sequence.

Use the following exposed extension points in the pipeline script in the configuration page:
* To run the workflow in AppViewX and show each task with its name, logs and status in the console
output:
appViewXAutomation(String sittName, String workflow, String payload)
« To submit a workflow request in AppViewX and print the request Id in the console output:

appViewXRaiseRequest(String siteName, String payload, String workflow)

« To show the details of a set of tasks in Jenkins pipeline job (It shows the name, logs and the status of
the tasks from the start task and end task):

appViewXCheckStageStatus(String siteName, String requestld, String startTask, String endTask)
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Jenkins pipeline for Application provisioning
To create a pipeline job in Jenkins:
1. Click New Item in the upper left corner of the admin console.

2. Enter the name of the project.
3. Select Pipeline.

Enter an item name
Application Provisioning

= Heguaned frevd

3 X Freestyle project
T’ This is the ceniral feahsre of Jenkins. Jenkins will buld your project, combining any SCM with any buld system, and this can be even used for
T sometfing other than softwae build

Maven project
Builid a maven project. Jenidns takes advantage of your POM files and drastically reduces the configuration

Pipeling

Orchestrabes long-running activities that can span multiple build Slaves. Suitsble for building pipelnes (Sormerdy known a3 workfiows) andios
CHpRNTENG coMmples acthities that do not easily B in ree-shyls job hpe

External Job

This type of job allows you b recond e execuion of A procets fun outtids Jenking, even on & remode machine. This is designed 5o that you can
e JEnhing &5 A dashboand of your Exising MR Sysiem

o v H

Multi-configuration project
Suinble bor propecis thad nesed & lage numbser ol difeveni configurations., such as esting on muliiple ervironments, platiorm-specilc Bullds, eic

o e

4. Under Pipeline, enter the pipeline script, refer to the example pipeline script given here.

L
—
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Pipaling
Pipeline
Dafinition Pipeline scripl N
Seript ! Iy sampla Pipeling,.. ¥ L]
Lise Groovy Sandbos ﬂ
it SyTICAX

Example Pipeline Script:

node("master") { stage (‘Start’)

{ appViewXRaiseRequest(siteName: "admin@https://192.168.142.172:5300",
payload:"{\"payload\":{\"data\":{\"input\":{\"requestData\":[{\"sequenceNo\":1,
\"scenario\":\"scenario\",\"fieldInfo\":{\"fqdn\":\"${AppName}\"\"port\":\"${Port}

\" \"name\":\"admin\"}}]},\"task_action\":1}\"header\":{\"workflowName\":

\"Application Provisioning\"}}}",workflow:"Application Provisioning")

script { env.logContent = Jenkins.getinstance().getltemByFullName(env.JOB_NAME)
.getBuildByNumber(Integer.parselnt(env.BUILD_NUMBER)).logFile.text scr = "
LOG="$logContent" arr=() while read -r line; do arr+=("$line") done <<< "$LOG" for

(( counter = 0; counter <= 15; counter++ ))

do if grep -q "requestld" <<< ${arr[counter]};

then echo ${arr[counter]} | sed -e 's/ //g' | cut --complement -d ":" -f 1 fi done

" env.Requestld = sh (script: scr,returnStdout: true).trim()

echo "Request Id - ${Requestld}" } } stage (‘ServiceNow - Create Change')

{ appViewXCheckStageStatus(siteName:"admin@https://192.168.142.172:5300",
requestld: "${Requestld}", startTask: ",

stage('DNS Provisioning') { appViewXCheckStageStatus
(siteName:"admin@https://192.168.142.172:5300",

requestld: "${Requestld}", startTask: ", endTask:
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"script_1:Infoblox - Fetch Free IP's") }

stage('Certificate Generation') { appViewXCheckStageStatus
(siteName:"admin@https://192.168.142.172:5300", requestld: "${Requestld}",
startTask: "™, endTask: "script_2:Certificate Generation") }

stage('F5 BIG IP Provisioning’)

{ appViewXCheckStageStatus(siteName:"admin@https://192.168.142.172:5300",
requestld: "${Requestld}", startTask: ", endTask: "endWorkOrder_1:WorkOrder") }
stage('Firewall Provisioning’) { appViewXCheckStageStatus
(siteName:"admin@https://192.168.142.172:5300",

requestld: "${Requestld}", startTask: ",

endTask: "bigip_firewall_policy_1:bigip_firewall_policy") }

stage (‘ServiceNow - Close Change')

{ appViewXCheckStageStatus(siteName:"admin@https://192.168.142.172:5300",

requestld: "${Requestld}", startTask: ™,

5. Add the contents and click Save.

option.

Automation User Guide

6. On the stage view page, where the Pipeline build will be executed, choose Build with Parameters

Jenkins ApplicationProvisioning

# Back to Dashboard
. Status

= Changes

p:} Build with Parameiers

ELENTT)
3 Delete Pipeline Build with Parameters 2= Becent Changes
1" Configure
. Full Stage View Stage View

df Jab Config History
= Rename

T J Embeddable Build Status

) Pipeline Syntax

Build History trend = IEJI 5
I 14:00
p—_ ey i
o E548 19-Juin-2020 1430 : dmlcuﬂu:ﬂete
|
e II_'“___-__::

Start

1s

Pipeline ApplicationProvisioning

ServiceMow -
Croate
Change

£

7. Enter the required inputs to run the workflow and click Build.
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Jenkins ApplicaticonProvidaning

& Backoe Dashboasd
), Sua
= Changes
K2 Dk vt P sy
G Dclici Preaclars
£ configuie
), Pl Slage Vew
I*_' Jobs Coonigy Piriofy
= [Erame
) Embeddabie Buld Siatus

0 Pipeling Syrtax

Pipeline ApplicationProvisioning

T sl PCRairey Pl STy

AP - oo

8. The stage view and console output can be seen when the pipeline is executed.

* Pipeline stages

Stage View

1

Lioi

SevareMi - DS Cerlificase F5 B0 WP Fiteseall Szt -
Bt CremiChangs P - ep— P " Wl Chishg
Ia ELt Ia 3h ITemini 1irmen 38 LELem L
b E 102ms 55 1min G5 1min 315 153ms 148ms
1s 13s 103ms 170ms 160ms 157ms 153ms
1z 8lms 55 17h 59min S0ms S6ms 103ms
1s 5s 127ms Ormin 175 1min 275 22Tms 218ms

+ Console Output: Select the globe near the build number under Build History to see the outputs.
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Build History trend =
find [}
t
. #548 19-Jun-2020 14:00 [
I |
i
In progress > Console Qutput
I |
-
L) #546 19-Jun-2020 13:04

10.10.100.89/job/ApplicationProvisioning/548/console

* The request Id of the workflow is shown in the console logs.

Console Output

Started by user api

Running on master in fvar/lib/jenkins/workspace/ApplicationProvisioning@2

Workflow executing...
[Application Provisioning requestId : 894

[ApplicationProvisioning@2] Running shell script
+ LOG="5tarted by user api

Running on master in /wvar/lib/jenkins/workspace/ApplicationProvisioning@2

9. The task name, task logs and task status for each task in the workflow also shown in the console logs.
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task name : Infoblox - Fetch Free IP's
Initiating Infoblox - Fetch Free IP's
reserved

Ip's - | 1" "] Yy "]
Infoblox - Fetch Free IP's Completed

task status : Success

task name : Select Certificate Authority
Select Certificate Authority Completed
task status : Success

task name : CA and CSR parameters - AppViewX
Form has been submitted by uwser:admin

CA and C5R parameters - AppViewX Completed
task status : Success

10. On the Request :: All page, click on the Request ID of any workflow to see the execution of each task

in the workflow.

£ Roguest 1D 00T

L

o - e Fiis 1073 @ Implementation

Logn - implemeniation
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11. To see the summary of each task in the workflow, under Activity, click View.
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armeary
Request 1D - BI7
g irdstsion « Fetch frew iirs

n Habin] Cartiicals AulFaily

Terraform - Visual Workflow Northbound Integration 2=

AppViewX Visual Workflow provides you with an interface to download Terraform (TF) files for all
automation workflows. A TF file can be used with AppViewX Provider to submit automation requests on

AppViewX Visual Workflow from Terraform.

1. Design a new workflow.

2. In the design space, to download the .zip file, click L 4 above the Start task.

top, to download the <.zip> file.

Tip: You can also click on the Service Orchestration icon in the command bar on the
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» Croals HTTF kish

3. Extract the <.zip> file.

4. From the extracted <.zip> file, copy the <workflowname>.tf file to the installation path of AppViewX
Terraform provider.

5. In <workflowname>.tf file, update AppViewX instance details - AppViewX ID/FQDN, Username,

Password, Protocol.

Sample:

provider “appviewx” {
appviews _username =
appviews_password ="
appviews_environment_is_httos = trus
appviews_environment_ip ="
AppVIEWR_environment_port =

6. Update Terraform meta arguments.

Sample:

resource “appyviewx_automation” “vip_labappviewsx.com”

7. Enter workflow request details under the payload section.
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Sample:

payload= <<EQF
{
{
“payload® : {
“header” : {
“workfllowName® : "command task”
)
}
}
EQF
action_id= "visualworkflow-submit-request”
J

8. Save the changes and execute the file via Terraform commands.
« terraform init

- terraform plan

« terraform apply.

Ansible - Visual Workflow Northbound Integration 2=

You can automate network configurations through Ansible as the Northbound.
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To trigger a workflow by creating an Ansible playbook:

1. Design a workflow.

2. Connect all workflow tasks and enable the workflow.

A

3. To download the Ansible <.zip> file, click

Workcllow

mader v Workfow pelack

3 Weallloer

icon above the Start task.

Automation User Guide

P PreviewClissik B @ @ Varable Mapping

™ =
LA
5 » S0
4. Extract the files.
. - B sale
I S Satect roma
- -
& = wrt aaie
+ S | v Workflow_Ansible_05_10_201I_13 48 17 568 » Workflow Ansible_05_20 2021 13 48_17_568
Favorites Name Dote modified Type Lire
B Dwesktop I Ansible_README 20-May-21 7 TXT File 2 K8
& Dawnlsads B workflow 20-May-21 Fu..  PYFile 7KB
Recent places a warkflow 20-Aday-21 T YAML File 1K8
& OneDrive

The downloaded <.zip> folder contains the following files:
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» Ansible_ README txt file - This contains the steps to use the downloaded Ansible playbook.

Fle iy Jeleivien Fed View Gate Tesls Frajeor Frafevinded  Nalp

 <workflowname>.py - Workflow Python file (Ansible executor file)

 <workflowname>.yaml - Workflow YAML file

Prafevapoes Kl

In the above, the Python (.py) file is used as the module executor for the playbook and the YAML file
(.yaml) is used as the sample playbook content for triggering the workflow request into AppViewX.

5. To execute the playbook, copy the Python <.py> file to the Ansible server and move it into the modules

directory present in the ansible python module location.
6. To find out the ansible python module location, execute the ansible --version command in the Ansible

Command Line Interface (CLI).
Here is a sample output for the command:

ansible 2.4.2.0

config file = /etc/ansible/ansible.cfg
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configured module search path = u'/home/appviewx/.ansible/plugins/modules', u'/ust/share/ansible/plugins/modules’]
ansible python module location = /usr/lib/python2.7/site-packages/ansible
executable location = /usr/bin/ansible

python version = 2.7.5 (default, Aug 4 2017, 00:39:18) [GCC 4.8.5 20150623 (Red Hat 4.8.5-16)]

In this sample command, the ansible python module location is /usr/lib/python2.7/site-packages/ansible

7. Copy the YAML file to any of the playbooks location in the Ansible server. For example: /etc/ansible/
playbooks
8. In the YAML file, update the new workflow request details and save the changes.

9. Execute the YAML playbook file with the Ansible commands - ansible-playbook <workflowname>.yam|

Openshift PaaS Orchestration (=

AppViewX’s Visual Workflow provides you with an interface to install Open service Broker (OSB) that
manages applications defined by AppViewX catalogs and accelerates application deployment.

- Offers a Kubernetes container platform to manage hybrid cloud deployments.

« Allows you to connect application deployed in OSE Container Platform to a variety of service brokers.
» OSB API manages applications defined by AppView catalogs.

» Enables PaaS Orchestration of application and PKI services.

+ Accelerated application deployment.

To facilitate Openshift PaaS Orchestration:

1. Design a new workflow.

P.
2. To download the OSB Plugin manually, click *? icon above the Start task.

Tip: You can also click on the Service Orchestration icon to install the plugin.
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3. To install the AppViewX OSB plugin automatically, trigger the OpenShift Plugin Installer workflow from
the Request :: View/Run page.

The workflow execution page is displayed with the workflow inputs requested at the first stage.
4. Enter the OSB details in the fields.

. G ithill Instancs Degasls

—_—]

# 0ol Lagin Detaih

A g rraball A ppli s tan Conligper stion

5. To proceed with plugin installation, click Next.
6. Open the AppViewX Open Service Broker.
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7. View all automation catalogs in OpenShift once the AppViewX broker is installed.
8. To provision application and security services through AppViewX, click on any Automation catalog.

Note: The following REST API is used to orchestrate and provision services between
openshift and appviewx.

« API: visualworkflow-get-all-workflows

Description: To fetch the list of workflows in the AppViewX environment

Method: POST.

‘ Mandatory Description
Header | username yes AppViewX username
Header | password yes AppViewX password
Header | Content- yes application/json
Type
Header | Accept yes application/json
Query | gwkey yes Tenant key
Query |gwsource yes Source from which the request is triggered (Example,
external)
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Format: https://<application ip>:<gatewayport>/avxapi/visualworkflow-get-all-workflows ?gwkey=<tenant

key>&gwsource=<gateway source>
Sample Payload: {"payload":{"sSearch":"}}

Sample Response:{"response":{"workflowTempIateList":[{"WorkflowName":"Create LTM HTTP
Monitor","accessType":"RW","properties":{"version":"19.3.0","category":38,"categoryName":"F5 BIG-
IP","subCategory":2,"subCategoryName":"Ansible","internalWorkflow":false,"readOnly":false,"hidden":false,"locked":false},"settings":
{"disableRequestorSubmission":false,"tags":

[1,"hideWorkflow":false,"enableRequest":true,"confirmationAlert":true},"globalData":

{},"_id":"5f1011f4b958f463955d2b6e","description":"","created_by":"admin","status":"Enabled","workflowCategory":"Default","workflowVersion":"ma:
* API: visualworkflow-generate-api

Description: To generate the payload for specific workflow

Method: POST

Type Name ‘ Mandatory ‘ Description

Header |username yes AppViewX username

Header | password yes AppViewX password

Header | Content-Type |yes application/json

Header | Accept yes application/json

Query |gwkey yes Tenant key

Query | gwsource yes Source from which the request is triggered (Eg: external)

Format:https://<application ip>:<gateway port>/avxapi/visualworkflow-generate-api?gwkey=<tenant

key>&gwsource=<gateway source>

Sample Payload: {"payload"{"workflowName":"Create LTM HTTP

Monitor","workflowType":"Default","workflowVersion":"master"}}

Sample Response:{'response":{"url":"<protocol>://<IP>:<port>/avxapi/visualworkflow-submit-request?
gwkey=f000ca0l&gwsource=WEB","actionld":"visualworkflow-submit-request","httpMethod":"POST","payload":
{"payload":{"data":{"input":{"requestData":[{"sequenceNo":1,"scenario":"scenario","fieldInfo":
{"device_ip":"192.168.40.214","device_name":"192.168.40.214","interval":"5","timeout":"2","monitor_name":"demmoo_monitor"}}]},"task_action":1},"

{"workflowName":"Create LTM HTTP Monitor"}}}},"message":null,"appStatusCode":null,"tags":null,"headers":null}
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« API: visualworkflow-submit-request

Description: To submit a workflow request in AppViewX

Method: POST

Type ‘ INETE ‘ Mandatory ‘ Description

Header | username yes AppViewX username

Header | password yes AppViewX password

Header | Content-Type |yes application/json

Header | Accept yes application/json

Query |gwkey yes Tenant key

Query |gwsource yes Source from which the request is triggered (Eg: external)

Format:https://<application ip>:<gateway port>/avxapi/visualworkflow-submit-request?gwkey=<tenant

key>&gwsource=<gateway source>

Sample Payload:"payload": { "data": { "input": { "requestData": [ { "sequenceNo": 1, "scenario": "scenario”, "fieldInfo":
{"device_ip": "192.168.40.214", "device_name": "192.168.40.214", "interval™: "5", "timeout": "2", "monitor_name":

"Itm_monitor_test" } }] }, "task_action": 1}, "header": { "workflowName": "Create LTM HTTP Monitor"}}}

Sample Response:{"response”:
{"workorderld":"0","requestType":"default","requestld":"38","workflowVersion":"master","message":"Workflow Request is

created with Id 33 . Request submitted to workflow engine for processing workorder.","status":"In Progress","statusCode":0}}

Service Requests

The Service Requests console allows you to execute workflow(s). Workflows can be executed manually
or can be scheduled. The Request :: Overview page provides a one-stop view of all workflow requests
by status - opened, closed, failed and total workflow requests. It allows you to generate dynamic reports
on the status of the workflow requests.

 Configuring RBAC for Workflow Request Stage View
« Accessing Service Requests

* Request :: Overview

» Custom Reports

* Request :: View/Run
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» Scheduled Jobs

* Request :: All

* Request :: Open

* Request :: Closed

* Request :: Failed

* Request :: Assigned
* Request :: Audit Logs
« Configuring RBAC for Archive and Restore Requests
* Archive Requests

* Restore Archives

* Preferences

« Service Request Actions

Configuring RBAC for Workflow Request Stage View

You can configure permissions to allow or restrict users to access the stage view when the workflow
request is executed.

To hide the stage view of workflow stages in workflow execution:

1. Navigate to the Role page in the Platform module.
2. Select the role for which you want to enable access. For example, admin.
3. Under Authorized functions, expand Automation > Service Requests > User Preference.

Note: If you are using the old menu, under the Authorized Functions tab, expand Request >
Workflow.

4. Under User Preference, ensure that the Show request stage checkbox is not selected.
5. Click Save.
The stage view is not displayed for the user and only the details of the current task are displayed.

= Request D57
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6. To display the stage-wise view in workflow execution, under User Preference, select the Show

request stage checkbox.
List of tasks is displayed on the left side of the screen.

4

Seript

Accessing Service Requests

Old Menu

New Menu

From the main navigation menu, select Automation. | From the main navigation menu, select Request.

The Request :: Overview page is displayed. The Request :: Overview page is displayed.

[ Note: For more information on how to switch between menus, click here. ]

Request :: Overview

The Request :: Overview page provides a one-stop view of all workflow requests by status - opened,

closed, failed, assigned, and total workflow requests. It allows you to generate dynamic reports on the

status of the workflow requests.
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Request :: Overview

Overview

All requests
4

Total requests

Change submission request

Assigned requests Open requests Closed requests Failed requests
22 0 37 3

Total requests by workflow A g
W Completed
M Failed Es
B Cancelled 2 20
@
@
S
=3
o}
o
T 10
o A
=z
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& & c}§> G AR SN
Q@ RS & 2 & L & & o

u Completed B cancelled ™ Failed

[ Weekly ][ Monthly ][ Quarterly ][ Yearly ]

Click on any section of the chart or metric and navigate directly to the inventory. Following are the

possible statuses for a workflow request:

Status Descriptions

Status Description
In-progress The request is awaiting a response to proceed.
Completed The request is complete and successful.
Failed The request failed during execution.
Partial The request is partially executed.
Rolled Back The request is complete and has rolled back to its previous state.
Paused The request is suspended/paused.
Aborted The request is aborted.

Total requests

The Total Requests pie chart displays all the service requests as per their status.
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Total requests by workflow

The Total Requests by workflow bar chart displays the number of requests triggered for each workflow
along with their statuses

Change Submission Request
The Change submission requests line chart helps you visualize the request trend over a period of time.

« Provision to perform trend analysis on the requests triggered over a period of time

« Provision to create daily, weekly, monthly and yearly views for the requests triggered.

T T

Custom Reports

This section allows you to view and trigger custom reports.

« Any workflow created under the category Reports will be available under Custom report section.
« Provision to search for a custom report.

« Provision to apply custom sort based on ascending, descending, recently created.
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« Provision to execute/run a custom report workflow.

el

* Triggering Custom Reports

Triggering Custom Reports
To execute a custom report workflow:

1. On the Request :: Overview page, from the menu on the left, click Custom Reports.

2. To execute any report workflow on the Custom Reports page, hover your mouse over the workflow

and click ” (Trigger) icon.

The workflow execution page is displayed with the workflow inputs requested at the first stage.

Note: The inputs requested and workflow execution steps will vary as per the workflow that is
triggered.

Request :: View/Run

The Request :: View/Run page displays the workflow catalogs.

« Provision to search for a workflow by keyword.
* Provision to trigger a workflow on demand.

« Provision to schedule a workflow.

« Triggering a Workflow
 Scheduling a Workflow
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« Editing the Workflow Catalog Layout

« Editing Subcategories and Workflows within a Catalog

Triggering a Workflow

To trigger a workflow from the Workflow Request :: View/Run page:

1. On the Request :: Overview page, from the menu on the left, click View/Run.
The Request :: View/Run page is displayed.

(# Manage Catalog  # Edit Layout

Catalog
Infra & Application Provisioning 1

Create New EKS Cluster

Domain Lifecycle Automation 2
o Y

Delete Domains, DNS Records Sync

F5BIG-IPLTM 19

Q 1T Sortby

v ©

DataBase Snapshot 1

Unmapped Snapshot Deletion

Certificate Lifecycle Automation 23

ased on Ce

Certificate Expiry Notif]

cate Expiry Notificati sroup Hierarch

F5BIG-IP GTM 7

th Service No

FSBIG-IPAS3 8

F5 BIG-IP System 5
il F5 BIG-IP G fig G

Cor BIG-IF CVE_Repo = Create GTM Application Services, Modif lication Servic
( ot
Note: Only enabled workflows are displayed on the Request :: View/Run page.
N

2. To trigger a workflow, on the Request :: View/Run page, search for the workflow.

3. Locate the workflow in the catalog and click the catalog name.

4. Hover your mouse over the workflow name, and then click m (Run) button to initiate the workflow.
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Alert and Notification 5

Workflow to automate Certificate Expiry Notification

Certificate Expiry Notification based on Certificate Attributes

based on Certificate Attributes

Certificate Expiry Notification - Cert Group Hierarchy

ate Certificate Expiry Notification - Cert Group Hierarchy

Certificate Expiry Notification - Devices | Servers

Workflow to automate Certificate Expiry Notification - Devices

Certificate Expiry Notification

to automate Certificate Expiry Notification

The workflow is executed with the user inputs requested at the first stage.

Automation User Guide

Request

>

>
A About this Workflow

* Info
-.'|;- User Inputs A

A Device Details

* Datacenter
* Device Name

* Partition

A DNS Details

Workflow to create F5 GTM Single Pool WidelP with the following options:
1. Select Device based on Datacenter
2. Enter Inputs to prevision WidelP with - Peel and Pool members.

3. Associate existing BIG IP system / Generic Host server as pool member

4. Create new Generic Host and associate it as pool member

Select v

Submit Save draft Cancel

Scheduling a Workflow

This task allows you to schedule a workflow to trigger once or daily, weekly, monthly and yearly as per

requirement.

1. On the Request :: Overview page, from the menu on the left, click View/Run.

The Request :: View/Run page is displayed.

Note: Only enabled workflows are displayed on the Request :: View/Run page.

2. To schedule a workflow, on the Request :: View/Run page, search for the workflow.
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3. Locate the workflow in the catalog and click the catalog name.
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4. Hover your mouse over the workflow name, and then click (Schedule) button.

Certificate Lifecycle Automation 23

Alert and Notification 5

Certificate Expiry Notification based on Certificate Attributes

rkflow to automate Certificate Expiry Notification based on Certificate Attributes

Q X

Certificate Expiry Notification - Cert Group Hierarchy

rkflow to automate Certificate Expiry Notification - Cert Group Hierarchy

Certificate Expiry Notification - Devices | Servers

Norkflow to automate Certificate Expiry Notification - Devices | Servers

Certificate Expiry Notification

rkflow to automate Certificate Expiry Notification

The schedule workflow page is displayed.

@ Information * Name

ser Inputs Description

Save & Continue

5. In the Information section, enter the Name of the scheduled job.

6. In the User Inputs section, enter the required field information.

Note: This field is displayed only if the workflow requires user inputs. The user inputs required

will vary according to the workflow.
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7. In the Schedule section, assign the time for which the workflow is to be scheduled.
> Once

@ ITSM Change Ticket Flow

@ Schedule * Stare A -
a o

T My To We Th Fr 5a

r—
Hire] Done

@ ITSM Change Ticket Flow

@ Schaduls : t ITHH 04 e

8. Click Schedule.
The scheduled workflow is added to the Scheduled jobs section.
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You can move the catalogs around and place them according to your preference on the View/Run

page. You can also expand or collapse all workflow catalogs. Expanding the catalogs displays the list of

workflows with a catalog.

To edit the layout:

1. On the Request :: Overview page, from the menu on the left, click View/Run.

[ Note: Only enabled workflows are displayed on the Request :: View/Run page.

2. On the Request :: View/Run page, from the top right corner of the screen, click Edit Layout.

[# Manage Catalog ~ # Edit Layout

Catalog Q 1T Sortby <
Infra & Application Provisioning 1 DataBase Snapshot 1
m Create New EKS Cluster Hjj Unmapped Snapshot Deletion
o Domain Lifecycle Automation 2 Certificate Lifecycle Automation 23
Delete Domains, DNS Records Sync Certificate Expiry Notification based on Certificate Attributes, Certifi
cate Expiry Notification - Cert Group Hierarchy, Certificate Expiry ..
F5BIG-IPLTM 18 F5BIG-IPGTM 7
EII Create F5 LTM VIP Advanced, Create F5 LTM VIP Basic, m Create F5 GTM e Nov
TM VIP with DNS, Create F5 LTM VIP with Service Now, h Topology, C with Tog ] d Partition, Cr
3. Hold and drag the workflow catalog to another area on the page.
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Catalog

Infra & Application Provisioning 1

Gl

Cancel = Save Layout

DataBase Snapshot 1

FSBIG-IPGTM 7

Domain Lifecycle Automation 2
o Y

DNS Re il

Certificate Lifecycle Automation 23

4. To save your layout preferences, from the top right corner of the page, click Save Layout.

Editing Subcategories and Workflows within a Catalog

You can select the workflows to be placed under a workflow catalog and modify the order of sub-

categories within the workflow catalog.

1. On the Request :: Overview page, from the menu on the left, click View/Run.

[ Note: Only enabled workflows are displayed on the Request :: View/Run page. j

2. On the Request :: View/Run page, from the top right corner of the screen, click :

3. From the options displayed, select Edit.

Catalog

Certificate Lifecycle Automation 23

m | Edit

y Notificatio Certificate Attributes; were

otification - Cert (

erarchy Edit Certificate Lifecycle Automation

I

Infra & Application Provisioning 1

Create New EKS Cluster

F5 BIG-IP GTM 7

LT Sorthby v | G

DataBase Snapshot 1

Unmapped Snapshot Deletion

F5 BIG-IP AS3 8

Naming Standard Compliance - F5 and AVl 1

Naming Standard Compliance Policy and Report
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4. In the Manage Catalog window that is displayed, under SubCategory Name, hold and drag folders to

modify the order in which they are displayed on the workflow card.

Manage Catalog

Manage Catalog

% Select
Category Name Certificate Lifecycle Automation
lcon

SubCategary Name +
§i Regener. i Enrollment
§# |Incident .. # Alertand..
§i Report §§ Renewal

Available Workflows Select all» Selected Workflows

ASM Policy Migration AVX12-3
ZTP of BIG IP VE AVX12-3

Confinuration Mananement AVX17-3

>
3>

W

Save Changes

Selected : Certificate Lifecycle Automation = -

5. To add more workflows under a subcategory, select the subcategory and click 7 next to the workflow

name under Available Workflows.

6. To move a workflow out of the selected workflows, click « next to the workflow under Selected

Workflows.
7. Click Save Changes.

Scheduled Jobs

This section shows the inventory of scheduled workflows.

* Provision to ‘pause’ and ‘play’ a workflow.

« Displays details of execution time, trigger time and logs.

» Provision to ‘delete’ scheduled workflows.

Request :: Scheduled jobs

Trigger Last execution time Next execution time
Minutes 01/27/2023 03:10:01 01/27/2023 03:10:01
Yearly 01/27/2023 02:43:39

Monthly 01/27/2023 02:42:23 02/27/2023 02:42:23
Weekly 01/27/2023 02:41:05 01/31/2023 02:41:05

Daily 01/27/2023 02:39:52 01/28/2023 02:39:52

] Job ID Job name Workflow name

o 150 Scheduled-for-min-with-...  Request Closure Report
] 149 Scheduled-Yearly Request Closure Report
O 148 Scheduled-Monthly Request Closure Report
(@] 147 Scheduled-weekly Request Closure Report
a 146 Scheduled-for-Days Request Closure Report
O 145 Scheduled-for-1min-5ti.. Request Closure Report
@] 144 Scheduled-for-hour-5tim... ~ Request Closure Report
m] 143 Scheduled-for-5min-5ti.. Request Closure Report

Minutes 01/27/2023 02:39:47 01/27/2023 02:39:47
Hourly 01/27/2023 12:36:26 01/27/2023 17:36:26
Minutes 01/27/2023 02:52:24 01/27/2023 02:52:24

Status
Completed
Scheduled
Scheduled
Scheduled
Scheduled
Completed
Scheduled
Completed

1t090f9

Scheduled by
admin
admin
admin
admin
admin
admin
admin
admin
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1. On the Request :: Overview page, from the menu on the left, click Scheduled Jobs.
2. To pause a scheduled job, on the Request :: Scheduled jobs page, click I (Pause) icon.

3. To resume a paused scheduled job, click > (Resume) icon.
4. To delete scheduled jobs, select the Job ID.

5. Click ' (Delete) icon.
6. In the Confirmation pop-up window, click Yes.
The selected scheduled jobs are deleted.

Request :: All

You can see a list of all (open, closed, failed) requests on the Request :: All page.

1. On the Request :: Overview page, from the navigation pane on the left, click All.
The Request :: All page is displayed.
2. To see the stage-wise execution of a workflow, click on the Request ID for that workflow.

3. To clone a workflow request, select the workflow and click (Clone) icon from the command bar in

the top right corner of the screen.

L |
4. To refresh the Request :: All page, from the command bar, click ™ (Refresh) icon.

Request :: Open

You can see a list of all the open requests on the Request :: Open page.

1. On the Request :: Overview page, from the navigation pane on the left, click Open.
The Request :: Open page is displayed.

2. To see the stage-wise execution of a workflow, click on the Request ID for that workflow.

3. To clone a workflow request, select the workflow and click —I (Clone) icon from the command bar in

the top right corner of the screen.

.
4. To refresh the Request :: Open page, from the command bar, click ™ (Refresh) icon.

Request :: Closed

You can see a list of all the closed or completed requests on the Request :: Closed page.
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1. On the Request :: Overview page, from the navigation pane on the left, click Closed.
The Request :: Closed page is displayed.
2. To see the stage-wise execution of a workflow, click on the Request ID for that workflow.

3. To clone a workflow request, select the workflow and click —I (Clone) icon from the command bar in

the top right corner of the screen.

.
4. To refresh the Request :: Closed page, from the command bar, click ™= (Refresh) icon.

Request :: Failed

You can see a list of all the failed requests on the Request :: Failed page.

1. On the Request :: Overview page, from the navigation pane on the left, click Failed.
The Request :: Failed page is displayed.
2. To see the stage-wise execution of a workflow, click on the Request ID for that workflow.

3. To clone a workflow request, select the workflow and click —I (Clone) icon from the command bar in

the top right corner of the screen.

"
4. To refresh the Request :: Failed page, from the command bar, click ™ (Refresh) icon.

Request :: Assigned

To see a list of all requests assigned to the logged in user:

1. On the Request :: Overview page, from the navigation pane on the left, click Assigned.
The Request :: Assigned page is displayed.
2. To see the stage-wise execution of a workflow, click on the Request ID for that workflow.

3. To clone a workflow request, select the workflow and click —I (Clone) icon from the command bar in

the top right corner of the screen.

i |
4. To refresh the Request :: Assigned page, from the command bar, click ™= (Refresh) icon.
Request :: Audit Logs

You can view the audit logs of all scheduled workflows and report-based workflows that were triggered on
the Request :: Audit Logs page. Navigate to Request :: Overview > Audit logs.
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> Time

4 01/27/2023 07:37:00
» 01/27/2023 05:30:11
» 01/27/2023 05:30:04
» 01/27/2023 03:17:06
» 01/27/2023 03:17:01
» 01/27/2023 03:11:00
» 01/27/2023 03:06:01
3 01/27/2023 03:01:01
» 01/27/2023 02:56:01
3 01/27/2023 02:53:01
» 01/27/2023 02:51:01
» 01/27/2023 02:48:01
» 01/27/2023 02:46:01
» 01/27/2023 02:44:01
» 01/27/2023 02:43:00
» 01/27/2023 02:43:00
» 01/27/2023 02:42:01
» 01/27/2023 02:40:01
4 01/27/2023 02:40:01
» 01/27/2023 02:39:01
4 01/27/2023 02:38:01
» 01/27/2023 02:38:01
» 01/27/2023 02:37:01
» 01/27/2023 02:37:01
» 01/27/2023 02:36:01

Message

Request triggered for scheduled j..
Temporary request completed. R...
Temporary request triggered. Re...
Temporary request completed. R...
Request triggered for scheduled j...
Request triggered for scheduled |..
Request triggered for scheduled j...
Request triggered for scheduled j..
Request triggered for scheduled j...
Request triggered for scheduled j..
Request triggered for scheduled |..
Request triggered for scheduled j...
Request triggered for scheduled |..
Request triggered for scheduled j...
Request triggered for scheduled |..
Request triggered for scheduled ...
Request triggered for scheduled |..
Request triggered for scheduled ...
Request triggered for scheduled j..
Request triggered for scheduled |..
Request triggered for scheduled j..
Request triggered for scheduled |..
Request triggered for scheduled j...
Request triggered for scheduled |..
Request triggered for scheduled j...

User

system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system

Reference ID
41
temp_!
temp_.
temp_2
temp_2
40

37

36

35

34

33

29

25

23

22

21

19

16

17

15

14

13

12

11

9

3
3

Request type
Scheduled Job
Request(Temporary)
Request(Temporary)
Request(Temporary)
Scheduled Job
Scheduled Job
Scheduled Job
Scheduled Job
Scheduled Job
Scheduled Job
Scheduled Job
Scheduled Job
Scheduled Job
Scheduled Job
Scheduled Job
Scheduled Job
Scheduled Job
Scheduled Job
Scheduled Job
Scheduled Job
Scheduled Job
Scheduled Job
Scheduled Job
Scheduled Job
Scheduled Job

1to250f28

Workflow Name
Request Closure Report
License_check
License_check
License_check
License_check

Request Closure Report
Request Closure Report
Request Closure Report
Request Closure Report
Request Closure Report
Request Closure Report
Request Closure Report
Request Closure Report
Request Closure Report
Request Closure Report
Request Closure Report
Request Closure Report
Request Closure Report
Request Closure Report
Request Closure Report
Request Closure Report
Request Closure Report
Request Closure Report
Request Closure Report
Request Closure Report

Configuring RBAC for Archive and Restore Requests

You can allow users to access the Archive & Restore section or restrict them from viewing this section

on the Workflow Request page.

1. Go to the Role page in the Platform module.
2. Select the role for which you want to enable access. For example, admin.
3. Under Authorized functions, expand Automation > Service Requests > User Preference.

. Note: If you are using the old menu, under the Authorized Functions tab, expand Request >

Workflow.

4. Under User Preference, select from the following checkboxes for the option to be displayed in the

Service Requests console.

» Show Archival requests

» Show Restore requests.
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Information Authorized functions

» All functions

-~ 8 workflow
. Action i

- User Preference

<] <]
o

a

a
n
2

ustom reports

<]

iled requests

[ < < I < I <]

oo

a

Show Request logs

a

Show Request stage

e

Show Restore requests g

Note: Only the option that is selected under User Preference will be displayed under Service

Requests.

Archive Requests

You can archive workflow service requests by status, time period and so on. You can also schedule

archivals and also purge service requests.

To trigger an archive workflow request:

1. On the Request :: Overview page, from the navigation pane on the left, click Archive Requests.
The Archive Workflow Requests workflow is triggered with the workflow inputs requested at the first
stage.

2. In the Input Details section, enter or select the required field information.
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A Input Details

* Archive Name x (1)

* Select Request Status None Selected - ©

* Archive Based On Days v

* Enter no. of Days

* Total Available Request ©

* Delete Requests from ® Yes No @
database after archival

Field descriptions for Input Details

Field

*Archive Name

Description

Enter the name of the archive.

*Select Requests
Status

Select one or more type(s) of requests to be archived from the options available
in the dropdown.

*Archive Based
On

Select the duration for which the requests will be archived as:

+ Days: This option allows you to enter the number of days for archiving service
requests.

- Between Time: This option allows you to select the Start and End date for

archiving service requests.

*Enter no. of Days

Enter the number of days for which you want to archive the service requests.

Note: This field is displayed when you select Days in the Archive
Based On field.

*Select Start Date

Select the date and time from when the service requests are to be archived.
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Field ‘ Description

Note: This field is displayed when you select Between Time in the
Archive Based On field.

*Select End Date | Select the date and time till which the service requests are to be archived.

Note: This field is displayed when you select Between Time in the
Archive Based On field.

[ Note: The asterisk (*) symbol indicates mandatory fields. j

3. Click Get Request Count.
The total number of requests that match the selection are displayed in the Total Available Request

field.
4. To delete the requests from the database after archival, select Yes.

5. Click Submit.
The service requests will be archived based on the selection.

Restore Archives

You can restore workflow service requests from the Workflow Request page as per your requirement. The

requests can be restored either in bulk or by selecting individual workflow requests.

To trigger a restore workflow request:

1. On the Request :: Overview page, from the navigation pane on the left, click Restore Archives.
The Restore Archived Requests workflow is triggered with the workflow inputs requested at the first

stage.
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A Input Details

* Select Archive @
* Restore all the ® Yes No ®
requests

2. Under Input Details, select the archive that is to be restored.

3. To restore all the requests from the archive, select Yes.

4. To select specific request(s) from the archive, select No.

5. To auto populate the list of workflow requests, click Get Request Details.

[ Note: This button is displayed only when you select No in the Restore all the requests field. j

6. Select the workflows that you want to restore.
7. To restore the selected workflow request(s) from the archive, click Submit .
8. In the Confirmation window, click Ok.

The workflow to Restore Archive is completed.

Ervicew Archien

Preferences

This section describes the following settings that can be configured as per your requirement in the

Service Requests console:
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« Selecting the Landing Page
« Viewing the View/Run page in Classic mode

» Managing the Catalogs

Selecting the Landing Page

You can select the page that is displayed when you access the Service Requests console.

1. On the Request :: Overview page, from the navigation pane on the left, click Preference.
The Preference :: Landing page window is displayed.

2. In the Preference :: Landing page window, Select a Landing page from the list of options.

Preference :: Landing page x

Select a landing page Workflow dashboard v
Workflow dashboard
Custom reports

My workflows
Scheduled jobs

My requests

Open requests
Closed requests
Failed requests
Assigned Requests
Audit logs

View/Run (Classic)

User groups @@

o

Select all

admin usergroup

(=] =]

3. Under User groups, select the user groups for which the selected page will be set as the landing

page.
4. Click Apply.

Viewing the View/Run page in Classic mode

1. On the Request :: Overview page, from the navigation pane on the left, click Preference.
The Preference :: Landing page window is displayed.

2. To display the View/Run page in Classic mode, in the Preference :: Landing page window, turn on
the View/Run (Classic) toggle.

3. Click Apply.
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View/Run €3
LMS_Flow_WithEmail

& admin master

@ Schedule

Automate Unique 12 5

& admin master
@ Schedule

retry flow

& admin master
@ schedule

& admin master

Device CPU_Memory UtilizationReport

AvVXCMD_With _Sleep And Wait

= admin master

© Schedule

ErrorMessageValidator

= admin master
© Schedule

join case

= admin master
@ Schedule

Bulk Device addition

= admin master

PushFileToDevice AVXPUSH

= admin master

@ Schedule

FetchData_From_Collection

= admin master
@ Schedule

RGF - LMS flow

= admin master
@ schedule

Manage DNS Records
o admin master

This workflow enables the user to create, mo

Q v

Sort by v

Schedule And_AutoCleanup

£ admin master

@ Schedule

Request Closure Report
£ admin master

Report for overall Request Closure information

@ Schedule

AvXCMD_SequenceCheck

£ admin master

@ schedule

DNS Traffic Report Collector

e admin master

[$]

Managing the Catalogs

You can edit the catalog properties only when the View/Run page is not in Classic mode. This feature

allows you to create/modify catalog categories, select icons for catalogs etc.

1. On the Request :: Overview page, from the top right corner of the page, click Manage Catalog.

The Manage Catalog window is displayed.
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Manage Catalog x

Manage Catalog

* Existing Category

SubCategory Name

Available Workflows

Category Type ® Existing Create New

Select
lcon

»w @ G @ @ <
E (B R ||&BR|EK| | o8B
B || (e || (B8 || (B || () || (e || (s
Select all » Selected Workflows

Save Changes Cancel

2. To modify the existing workflow categories, under Category Type, select the Existing option.
3. To create a new category, under Category Type, select the Create New option.

Options and Descriptions for Manage Catalogs

Option

Category Type

Description

Select the Category Type as:

» Existing: Selecting this option allows you to select the category of
workflows from the options available in the Existing Category dropdown.

» Create New: Selecting this option allows you to create a new category of

workflows.

*Existing Category

Select the category of workflows from the options displayed in the dropdown.

Note: If the Create New option is selected in the Category Type
field, then this field becomes a text box and allows you to type a new

category name.

Select Icon

Select an icon for the workflow card from the options available in the

dropdown.

SubCategory Name

This field is auto-populated when you select the Existing Category option in

the Category Type field.
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Description
+ Allows you to add more subcategories of workflows.
[ Note: The asterisk (*) symbol indicates mandatory fields. ]

4. To add more workflows to a subcategory, select the subcategory in the SubCategory Name field and

click » next to the workflows to be added.

5. To move a workflow out of the selected workflows, click “ next to the workflow under Selected

Workflows.

Manage Catalog

Available Woarkflows Selecoad Workflows

6. To modify the order in which the workflows are displayed within the subcategory, click T

7. Click Save Changes.

Service Request Actions
* Viewing the Workflow Log Summary

« Pausing/Resuming a Workflow
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* Aborting a Workflow
 Rollback a Workflow

Viewing the Workflow Log Summary

To view the activity log of a specific workflow:

1. On the Request :: All page, under the Activity log column, click View next to the workflow for which

you want the summary.

@] Request ID Workflow Created by Created time Last updated Status Ref. ID Activity log
O 424 DNS Records Sync admin 12/12/2022 18:37:13 12/12/2022 18:53:58 @ Completed

@] 423 DNS Records Sync admin 12/12/2022 13:59:01 12/12/2022 14:14:56 @ Completed

O 422 DNS Records Sync admin 12/12/2022 11:24:25 12/12/2022 11:24:33 @ Completed

@] 418 DNS Record Provisioning admin 12/06/2022 15:06:36 12/06/2022 15:06:58 @ Completed

m} 47 Domain Procurement admin 12/06/2022 13:26:46 12/06/2022 13:28:26 © Completed

O 416 DNS Record Provisioning admin 12/05/2022 17:05:40 12/05/2022 17:06:33 © Completed

(m] 1415 Domain Procurement admin 12/05/2022 16:55:21 12/05/2022 16:58:06 @ Completed

@] 413 Domain Procurement admin 11/25/2022 14:26:04 11/25/2022 14:27:36 @ Completed

m] 412 Domain Procurement admin 11/25/2022 14:24:19 11/25/2022 14:26:06 @ Completed

@] 4 DNS Records Sync admin 11/24/2022 15:24:18 11/24/2022 15:24:30 © Completed

O 410 Domain Procurement admin 11/24/2022 13:44:38 11/24/2022 13:46:15 @ Completed

O 409 Domain Renewal admin 11/24/2022 12:52:49 11/24/2022 12:53:25 @ Completed

@] 408 Domain Procurement admin 11/23/2022 19:44:10 11/23/2022 19:45:28 © Completed View

A Summary of the workflow stages is displayed.

teamarady
Requrt - 72 (D .
D cenitoms Dpep O -
G Ve tenitoann 5 -

2. To view the workflow log requests details, click Detail.
A detailed log of the workflow stages is displayed.

L]

" D acpent 1D Unar Bk order 1nige Log m=a1age

Pausing/Resuming a Workflow

You can pause and resume a workflow request which is in the In Progress status.
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1. On the Request :: All page, right-click on the Request ID of the workflow that you want to pause.

2. From the options displayed, select Pause.

. Request ID Workflow

] 419 Domain Procurement
O Domain Procurement
DNS Record Provisioning
O DNS Record Provisioning
O DNS Recaord Provisioning
O - : DNS Record Provisioning
U View Details Domains Info Sync

3. Click Yes in the pop-up window.

The workflow is paused.
4. To resume the workflow, right-click and select Resume.
5. Click Yes in the confirmation pop-up window.

The workflow resumes.

Aborting a Workflow

You can only abort workflows that are still open or in-progress.

1. On the Request :: All page, right-click on the Request ID of the workflow that you want to abort.

2. Select Abort from the available options.

] Request ID Workflow

] 419 Domain Procurement

O 414 Domain Procurement
DNS Record Provisioning
O DNS Record Provisioning
U DNS Record Provisioning
O DNS Record Provisioning
O Domains Info Sync

3. Click Yes in the confirmation pop-up window.

[ Note: You can abort a workflow only if it is in the In progress state. j
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Rollback a Workflow

You can manually rollback a workflow request that has been completed (either successfully or failed).

1. On the Request :: All page, right-click on the Request ID of the workflow that you want to rollback.
2. From the options displayed, select Rollback.

OJ Request ID Workflow

U 47 Request Closure Report

U 40 Request Closure Report

U 39 certificate_cloud_push_with...
O 38 certificate_new_request

U 37 Request Closure Report

v 25 Request Closure Report

O l Request Closure Report

O Request Closure Report

Request Closure Report

3. Click Yes in the Rollback pop-up window.

e Tip: You can also rollback a workflow, by selecting the workflow and clicking 2 in the upper
right corner of the screen.

Automation and Service Catalog

Once you have designed your workflows, you can view them all in one place through AppViewX’s
self-service catalog. To access the AppViewX Service Catalog, navigate to Automation > SERVICE
CATALOG.

« Provision to enable self-service automation workflows by persona

« Provision to logically select and group workflows such as CLM Automation, Application Delivery and so
on

« Provision to drag and drop workflow(s) to design custom self-service catalogs

« Provision to view workflows through a single pane of glass

« Provision to add automation, self service request alerts to a customized page

« Provision to view workflow request status (open, closed, failed) from the self-service catalog

« Provision to run/trigger and schedule workflows from self-service catalog pages.
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[ Note: For more information, refer to the Service Catalog User Guide. j
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AppViewX’'s Automation module is a hybrid cloud automation and orchestration platform that allows for
simple and complex network automation within your infrastructure. The module supports a wide range of
device types, vendors, actions and integrations, in order to help you manage and automate your entire
network with a unified automation and orchestration platform. Its primary interface is through both the
Web GUI interface and a HTTP Restful API. A developer would use this API for programmatic access.
« Login to retrieve active Sessionld

« Submit Request

- Update Request

» Get Current Task Detail of the Request

» Get Request Summary/Log

» Get Associated Workorder

» Get Tasks which are in InProgress State

* Upload File

» Download File

» Delete File

Login to retrieve active Sessionld

This API retrieves the sessionld. This sessionld retrieved can be used for another API that ensures a
valid session.

URL: /acctmgmt-perform-login
Type: POST

Parameters

Parameter Details

Description Constraints
Header | username | AppViewX login username Sting [ NA
Header | password | AppViewX login password Sting [ NA
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Parameter Details (continued)

Description Constraints
Header | content- | Specifies the nature of the data in the sting | The value of the param
Type payload should be application/json
Query | gwkey string | NA
Tenant Key.

Needed only in the case of multi-tenant
installations.

Query | gwsource [ Source from which the request is triggered sting [ NA
(For example: web, external)

Body |payload |Contains an empty payload. sting [ NA

Response Structure

200 OK returns string of type application/json with the following body params:

Description
response Contains the response params for the search object request. response
message Success message or failure description in case of error. String

appStatusCode | Application specific status code for the response. Will be non-null for failure String

response.

tags More info in case of failure response. NA

Response

status Status of the request String
appStatusCode appStatusCode String
statusDescription Description of the status String
sessionld Sessionld to be retrieved String
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Description Field Type

availableLoginAttemptCount Count of login attempts String

Status Codes

Possible
HTTP Status Code appStatusCode Message -
remediation
200 OK NA Login successful NA
400 Bad Request NA Username or password Check and ensure
cannot be null or empty if a non-null/non-

empty value is given
in the header field
for username or

password
401 Unauthorized NA Login failed. Invalid Check and ensure
credentials. if the username and

password provided
are valid and correct

Sample Request/Response

This API retrieves the sessionld that can be used for another API that ensures a valid session.

Use Case

Submit a request for the sessionld retrieval.
Sample Request

{
"payload": {
}
}

Sample Response

{
"response": {
"status": "SUCCESS",

“appStatusCode": null,
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"statusDescription": null,
"sessionld": "dea911-f342-440b-8bce-fe7fbc204g6c”,
"availableLoginAttemptCount": "10"

h

"message": null,

"appStatusCode": null,

"tags": null,

"headers": null

Submit Request

Creates a new workflow request for the given workflow name. A request id is generated and associated
with each submitted workflow request which can be used later for retrieving any information about the

request.

Before you begin

Before attempting to submit a request with this API, you must ensure that the following permissions are

available:

* Service Requests > Action > View all requests

* Service Requests > Action > View my requests

You can check this in the Platform module under Authorized functions.
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Information Authorized functions

» All functions

» DDI+ @
v Platform
- Automation G
- Service Requests @
~ @  Action ©
Abort @

<]

Clone @

<]

Pause / Resume @

<]

Rollback @)

<]

Schedule @

<]

Trigger @

<]

View all requests @

<]

View my requests )

<]

View usergroup requests @

Request Structure
URL: Nisualworkflow-submit-request
Type: POST

Parameters

Parameter Details

Description Field Type Constraints

Header | sessionld | sessionld received after login. String Required if username and
password are not provided.

Header | username | AppViewX login username String Required if sessionld is not
provided.

Header | password | AppViewX login password String Required if sessionld is not
provided.

Header | Content- | Specifies the nature of the data in the String Value of the param should

Type payload. be application/json
Query | gwkey String NA
Tenant Key.
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Parameter Details (continued)

Description Field Type Constraints

Needed only in the case of multi-tenant

installations.

Query | gwsource | Source from which the request is String NA
triggered (For example: web, external)

Body |payload [|Contains all the params to be sent in the NA
Any one
request body for the post request.
of the
following:

Service Task

Payload

User Task

Payload

Task Specific Information
Service Task Payload

Service tasks will not have any user input for submitting the request.

Name Mandatory‘ Description ‘ Field Type | Constraints

Header |Yes Contains header param details of the request Header Payload | NA

Header Payload

Name ‘ Mandatory Description ‘ Field Type | Constraints

workflowName | Yes The workflow for which the request is submitted. | String NA

Sample Request/Response
Use Case
Submit a request for the workflow servicenow Test.

Sample Request
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"payload™: {
"header": {

"workflowName": “servicenow Test"

Sample Response

“response”: {

"workorderld": "0",

"message": "Workflow Request is created with Id 401 . Request submitted to workflow engine for processing workorder.",

"requestType": "default”,
"requestld": "401",
"workflowVersion": "master”,
"status": "In Progress",
"statusCode": 0

h

"message": null,

"appStatusCode": null,

“tags": null

Automation API Guide

User Task Payload
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Name | Mandatory ‘ Description ‘ Field Type | Constraints
header |Yes Contains header param details of the request Header Payload | NA
data Yes Contains params for the user task Data Payload NA

Data Payload

Name |Mandatory Description Constraints
input Yes The input data for the user Input NA
task. Payload
task_action | Yes Action to be performed on the | Integer 1 for success case and 2 for reject
task. case

Input Payload

Description Field Type

Constraints

Name ‘ Mandatory

requestData [ Yes The request data for which the request is List of Request Data

submitted. Payload

NA

Header Payload

Description

‘ Field Type

Constraints

Name ‘ Mandatory

workflowName | Yes The workflow for which the request is submitted. | String

NA

Request Data Payload

Field
Name [Mandatory Description Constraints
Type
scenario Yes The scenario name for the form, string | NA
sequenceNo | Yes The sequence number of the scenario, Integer | NA
fieldinfo Yes The field info configured in the form. The value should Json NA
be key value, field id and its value.

Sample Request/Response - Form Task

Submit a request for the workflow with the first task as Form.
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Sample Request

"payload™: {
"header": {
"workflowName": "Sample 2"
h
"data": {
"input": {
"requestData": [
{
"scenario”: "scenario”,
"sequenceNo": 1,
“fieldInfo™: {

"deviceName": "ADC"

“scenario": "scenario2",
"sequenceNo": 2,

“fieldInfo™: {

h

"task_action": 1

Sample Response

“response”: {
"workorderld": "0",
"message": "Workflow Request is created with Id 55 . Request submitted to workflow engine for processing workorder.",
"requestType": "default”,

"requestld": "401",
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"workflowVersion": "master",
"status": "In Progress",
"statusCode": 0

L

"message": null,

"appStatusCode": null,

“"tags": null

}

Automation API Guide

Sample Request/Response - Grid Task
Submit a request for the workflow with the first task as Grid.

Sample Request

{
“payload™: {
"data": {
"input": {
"columnLabels": {
"IP": "IP",

"Device Name": "Device Name"

h
"gridData": [
{
"IP": ","Device Name": ""
}
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h
"globalData" : { "gridData": [
{
"IP": "192.168.15.35",

"Device Name": "Device F5"

"IP": "192.168.15.40",
"Device Name": "Device AVI"
}
I
"task_action": 1
h
"header": {

"workflowName": "Grid"

Note: Global Variable <%gridData%> should be present in the “values” section in Grid Task.

Sample Response

“response”: {
"workorderld": "0",
"message": "Workflow Request is created with Id 24 . Request submitted to workflow engine for processing workorder.",
"requestType": "default”,
"requestld": "401",
"workflowVersion": "master",
"status": "In Progress",
"statusCode": 0

b

"message": null,

"appStatusCode": null,

“tags": null
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Sample Request/Response - Script Task
Submit a request for the workflow with the first task as Script.

Sample Request

{
"payload™: {

"data"; {
"globalData":{"script" : "Device 25"},
"task_action": 1

h

"header": {
"workflowName": “script"

}

}
}

[ Note: Values can be passed to available Global variables present inside the Script task. j

Sample Response
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"response": {
"workorderld": "0",
"message": "Workflow Request is created with Id 26. Request submitted to workflow engine for processing workorder.",
"requestType": "default”,
"requestld": "401",
“workflowVersion": "master",
"status": "In Progress",
"statusCode™: 0

b

"message": null,

"appStatusCode": null,

"tags": null

Sample Request/Response - YAML Task
Submit a request for the workflow with the first task as YAML.

Sample Request

"payload™: {

"data": {
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"input": {

"editorContent": "<%yaml%>",

"type™: "YAML"
L
"globalData":{"yaml" : "---\n-\n name: Manage BIG-IP APM policy or APM access profile imports\n  hosts: localhost\n  tasks:\n - name: Import APM
profile\n bigip_apm_policy_import:\n name: new_apm_profile"},

"task_action": 1
h
"header": {

"workflowName": "yaml"

Note: Global Variable <%yami%> should be present in the YAML task.

Sample Response

{

“response”: {
"workorderld": "0",
"message": "Workflow Request is created with Id 26 . Request submitted to workflow engine for processing workorder.",
"requestType": "default”,
“"requestld": "401",
"workflowVersion": "master",
"status": "In Progress",
"statusCode": 0

h

"message": null,
"appStatusCode": null,

“tags": null
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Response Structure

200 OK, returns string of type application/json with the following body params:

Description
response Contains the response params for the search object request. response
message Success message or failure description in case of error. String
appStatusCode | Application specific status code for the response, will be non-null for failure String
response.
tags More info in case of failure response. NA
Response
Name ‘ Description ‘ Field Type

requestiD Unique identifier for the request String
workflowVersion | Version of the workflow String
message The message with the status and request number for the request String

status Status of the request String
Copyright © 2023 AppViewX, Inc. All Rights Reserved. 464



Automation API Guide

Name ‘ Description ‘ Field Type
statusCode Status code of the request Integer
requestType The type of the request String
workorderld String

The workoderld for the request

If there is no workorder the value will be 0.

Status Codes

HTTP
appStatusCode Message Possible remediation
Status Code
200 OK NA Success NA
400 Bad avx-common-028 [ Invalid/Incorrect payload Check and ensure if a valid value is
request given in request payload field - input.
401 WORKFLOW_1679 | User is not authorized. Loggedin user is not authorized to
Unauthorized access the workflow.
404 Not engine-db-015 Workflow not found Invalid workflow data
Found
409 Conflict | WRKFLOW_1475 | Given workflow is not in Given workflow is not in enabled
enabled state. state.
500 Internal | WORKFLOW_1617 | Invalid form data. Please Check and ensure if a valid value is
Server Error provide all mandatory data. | given in request payload field - input.
500 Internal | NA Error while processing
Server Error » Task is already completed.
* Task is being processed by another
user.

Update Request

Updates an existing request waiting for a user input to progress and proceed to the next task of the

workflow. This is applicable only for tasks that need manual intervention. For example, Form task.
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Before you begin

Before attempting to submit a request with this API, you must ensure that the following permissions are
available:

» Service Requests > Action > View all requests
» Service Requests > Action > View my requests

You can check this in the Platform module under Authorized functions.

Information Authorized functions

»&4  All functions

» DDI+ @
» Platform @
- Automation G
- Service Requests @
~ @  Action ©
Abort @

a

Clone @

Q

Pause / Resume @

Rollback &

(<<

Schedule @

<]

Trigger @

<]

View all requests @

a

View my requests ()

a

View usergroup requests (

Request Structure
URL: Nisualworkflow-update-request
Type: POST

Parameters

Parameter Details

Description Field Type Constraints

Header | sessionld | Sessionld received after login. String Required if username and
password are not provided.
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Parameter Details (continued)

Description Field Type Constraints

Header | username | AppViewX login username String Required if sessionld is not
provided.

Header | password | AppViewX login password String Required if sessionld is not
provided.

Header | Content- | Specifies the nature of the data in the String Value of the param should

Type payload. be application/json
Query | gwkey String NA
Tenant Key.

Needed only in case of multi-tenant

installations.

Query | gwsource | Source from which the request is String NA
triggered (For example: web, external)

Body |payload [|Contains all the params to be sent in the NA
Any one

of the

request body for the post request.
following:

Review
Task
Payload

User Task
Payload

Task Specific Information
Review Task Payload

Service tasks will not have any user input for submitting the request.

Name | Mandatory Description Field Type Constraints

header |Yes Contains header param details of the request. Header Payload | NA
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Name | Mandatory ‘ Description Field Type Constraints

data Yes Contains params for the user task. Data Payload NA

Header Payload

Name |Mandatory Description Constraints

request_id | Yes The request ID to update |sString | NA
the request details.

workorder_id | Yes The workorder ID to string | If there is no workorder in the workflow
update the request then the default value will be zero (0).
details.

task_id Yes The task ID which will be | string | NA
updated.

Data Payload

input Yes The input data for the user Input NA
task. Payload

task_action | Yes Action to be performed on the | integer 1 for success case and 2 for reject
task. case

Input Payload

Field

Nam | Mandatory Description = Constraints
ype

config [ Yes The prevalidation, implementation, post validation, and Object [ NA
rollback configuration for the devices.

Sample Request/Response - Review Task
Update a request with a Review task.

Sample Request
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"payload™: {
"header": {
“request_id": "936",
"workorder_id": "0",
"task_id" : "reviewComponent_1"
h
"data":{
“input" : {"config": {
"implement": {
"deviceList": [
{
"deviceName™: "192.168.41.101",
“commands": [
{
"command": "<push></push>",
"deviceName™: ",
"uniqueNumber": 2,
"sequenceNumber": 0,
"properties": {
"sleep": 0
L

“type": "push”

]
h
“"prevalidation™: {
"deviceList": [
{
“deviceName": "192.168.41.101",
"commands": [
{
"command": "<push></push>",
"deviceName™: "",

"uniqueNumber": 2,
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"sequenceNumber": 0,
"properties": {

"sleep": 0
L

"type": "push"

h
"postvalidation": {
"deviceList": [
{
"deviceName": "192.168.41.101",
“commands": [
{
"command": "<push></push>",
"deviceName": ",
"uniqueNumber": 2,
"sequenceNumber": 0,
"properties™: {
"sleep": 0
h

"type": "push”

“task_action":1

}

Sample Response
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"response": {
"message": "Request submitted to workflow engine for processing workflow request 936",
"requestld": "936"

h

"message": null,

"appStatusCode": null,

“"tags": null

Sample Request/Response - Review Task within a Subflow
Update a request with a review palette, where the Review task is within a subflow.

Sample Request

"payload™: {
"header": {
“request_id": "936",
"workorder_id": "0",
"task_id" : "reviewComponent_1#subflowid"
L
"data":{
"input" : {"config": {
"implement": {
"deviceList": [
{
"deviceName": "192.168.41.101",
“commands"; [
{
"command": "<push></push>",
"deviceName": ",
"uniqueNumber": 2,
"sequenceNumber": 0,
"properties™: {
"sleep": 0
h

"type": "push”
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]
h
"prevalidation™: {
"deviceList": [
{
"deviceName": "192.168.41.101",
“commands"; [
{
"command": "<push></push>",
"deviceName": ",
"uniqueNumber": 2,
"sequenceNumber": 0,
"properties™: {
"sleep": 0
h

"type": "push”

]
h
"postvalidation": {
"deviceList": [
{
"deviceName": "192.168.41.101",
“commands"; [
{
"command": "<push></push>",
"deviceName™: ",
"uniqueNumber": 2,
"sequenceNumber": 0,
"properties™: {

"sleep": 0
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"type": "pUSh"
}
]
}

“task_action":1
}
}
}

Sample Response

{
“response”: {
"message": "Request submitted to workflow engine for processing workflow request 936",
"requestld": "936"
h
"message": null,
"appStatusCode": null,

“tags": null

Grid Task Payload

Service tasks will not have any user input for submitting the request.

header |Yes Contains header param details of the request Header Payload | NA

data Yes Contains params for the user task Data Payload NA

Copyright © 2023 AppViewX, Inc. All Rights Reserved. 473


Update_Request_Header_Payload.dita
Update_Request_Data_Payload.dita

Automation API Guide

Header Payload

Mandatory Description Constraints

request_id | Yes The request ID to update |String | NA
the request details.

workorder_id | Yes The workorder ID to string | If there is no workorder in the workflow
update the request then the default value will be zero (0).
details.

task_id Yes The task ID which will be | string | NA
updated.

Data Payload

Name |Mandatory Description Constraints
input Yes The input data for the user Input NA
task. Payload
task_action | Yes Action to be performed on the | Integer 1 for success case and 2 for reject
task. case

Input Payload

Name | Mandatory ‘ Description ‘ Field Type | Constraints

gridData | Yes The grid configuration to be updated in the task. Object NA

Sample Request/Response - Grid Task
Update a request with a Grid task.

Sample Request

{
"payload™: {
"header": {
“request_id": "937",

“workorder_id": "0",
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“task_id": "gridComponent_1"

h
"data": {
"input": {
"gridData™: [
{
"name": "Appviewx",
"designation": "Network"
h
{
"name": "ADC",
"designation": "Device"
}
]
h

"task_action": 1

Sample Response

"response”: {

"message": "Request submitted to workflow engine for processing workflow request 936",

"requestld": "936"
h
"message": null,
"appStatusCode": null,

“"tags": null
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Response Structure

Description
response Contains the response params for the search object request. response
message Success message or failure description in case of error. String
appStatusCode | Application specific status code for the response. Will be non-null for failure String
response
tags More info in case of failure response. NA
Response
Description Field Type
requestld | Unique identifier for the request. String
message | The message with the status and request number for the request. String

Status Codes

HTTP
appStatusCode Message Possible remediation
Status Code
200 OK NA Success NA
400 Bad avx-common-028 | Invalid/Incorrect Check and ensure if a valid value is given in
request payload request payload field - input.
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HTTP

appStatusCode Message Possible remediation
Status Code
404 Not engine-db-011 Request not found | Invalid workflow data
Found

500 Internal WORKFLOW_1056 | Workflow request Ensure workflow is not closed.

Server Error already closed.
500 Internal NA Internal Server
Server Error Error * Task is already completed.

« Task is being processed by another user.

* Service Request is paused.

« Service Request has been aborted.

« Service request is closed.

* Given task is not the right task to be
executed with Id.

Get Current Task Detail of the Request

To get the details of the current active task of a specific workflow request. An action can be performed
only on the current active task of a workflow.

Before you begin

Before attempting to submit a request with this API, you must ensure that the following permissions are
available:

» Service Requests > Action > View all requests

» Service Requests > Action > View my requests

You can check this in the Platform module under Authorized functions.
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Information Authorized functions

» All functions

» DDI+ @
v Platform
- Automation G
- Service Requests @
~ @  Action ©
Abort @

<]

Clone @

<]

Pause / Resume @

<]

Rollback @)

<]

Schedule @

a

Trigger @

(4]

View all requests @

a

View my requests )

<]

View usergroup requests @

Request Structure
URL: Nvisualworkflow-get-request-current-task-details
Type: POST

Parameters

Parameter Details

Description Field Type Constraints

Header | sessionld | Session Id received after login String Required if username and
password are not provided.

Header | username | AppViewX login username String Required if sessionld is not
provided.

Header | password | AppViewX login password String Required if sessionld is not
provided.

Header | Content- | Specifies the nature of the data in the String Value of the param should

Type payload. be application/json
Query | gwkey Tenant Key. Needed only in case of String NA
multi tenant installations.

Copyright © 2023 AppViewX, Inc. All Rights Reserved. 478



Automation API Guide

Parameter Details (continued)

Description Field Type Constraints

Query | gwsource | Source from which the request is String NA
triggered (For example: web, external)

Body |payload [|Contains all the params to be sent in the NA
Any one

of the

request body for the post request.
following:
Payload

User Task

Payload

Payload
Mandatory Description Constraints

request_id | Yes The request ID to update |String | NA
the request details

workorder_id | Yes The workorder ID to string | If there is no workorder in the workflow
update the request then the default value will be zero (0).
details.

task_id Yes The task ID which will be | string | NA
updated.

Response Structure

200 OK returns string of type application/json with the following body params:

Description
response Contains the response object along with the hierarchy of the object mapped in | Key value
field children. pair
message Success message or failure description in case of error. String
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Description

appStatusCode String
Application specific status code for the response.

Will be non-null for failure response.

tags More info in case of failure response. NA

Status Codes

HTTP
appStatusCode Message Possible remediation
Status Code
200 OK NA Success NA
400 Bad avx- Invalid/ Incorrect | Check and ensure if a valid value is given in
request common-028 payload request payload field - input.
404 Not Found |engine-db-011 | Request not Check and ensure if a valid requestld/
found workorderld is given.
500 Internal engine-db-022 | Unable to fetch [ Check and ensure if a valid task ID is given.
Server Error task status

Sample Request/Response
Use Case
To get the current task details for a request.

Sample Request

{

"payload": {
"requestld": "409",
"workorderld": "1",

"taskld": "reviewComponent_1"
}
}

Sample Response
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"response": {
"jobld": null,
"requestStatus": 0,
“createdTime": 0,
"request_id": "409",
"workorder_id"; "1",
"workorder_status": "Completed",
"workflowName": "Sample",
"data": {
"comments": "Hi Tester of RC",
"state™: 1,
"taskStatus": "Success",
"task_id": "reviewComponent_1",

"task_name": "Review Component",

"input": {

b
"output": {
"comments": "Hi Tester of RC",
"configLabel": {
"Prevalidation": "Pre Validation",
“implementation™: “"Implementation”,
"PostValidation": "Post Validation"
h
"enablePrevalidation": true,
"fetchOnLoad": true,
"proceedProcess": "Submit",
"ticketDetails": {
“ticketNumber": ™",
“"startTime": null,
“endTime": null
h
"configureChangeManagement": true,
"isAuthorized": true,

"vendor": "CHANGE",

"breakdownProcess": "Cancel”,
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"readWrite": true,
“"prevalidationValue": "Check",
"config": {
“Prevalidation": {
"deviceList": [
{
"deviceName": "f5",
"commands": [
"tmsh",

“list gtm pool pool41_161_demo"

h
“implementation™: {
“devicelList": [
{
"deviceName": "f5",
"commands": [
"tmsh",

"create gtm pool pool41_161_demo"

h
"PostValidation": {
"devicelList": [
{
"deviceName": "f5",
"commands": [
"tmsh",

"show sys version"
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"logs": [
"Request doesn't have valid ticket details."
I
"implementationType": “Manual"
h
"is_picked": false,
"roles™: null,
"tags": null,
"label": null,
"component_type": "review",
"task_process_state": 1,
"is_completed": true,
"task_category": “review"
}
h
"message": null,
"appStatusCode": null,
"tags": null

}

Get Request Summary/Log

Get the request summary/logs details of a particular workflow request. The execution details of the

workflow can be viewed from these logs.
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Before you begin

Before attempting to submit a request with this API, you must ensure that the following permissions are
available:

» Service Requests > Action > View all requests
» Service Requests > Action > View my requests

You can check this in the Platform module under Authorized functions.

Information Authorized functions

»&4  All functions

» DDI+ @
» Platform @
- Automation G
- Service Requests @
~ @  Action ©
Abort @

a

Clone @

Q

Pause / Resume @

Rollback &

(<<

Schedule @

<]

Trigger @

<]

View all requests @

a

View my requests ()

a

View usergroup requests (

Request Structure
URL: Nvisualworkflow-request-logs
Type: GET

Parameters

Parameter Details

Description Constraints

Header | sessionld | Session Id received after login string | Required if username and
password are not provided.
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Parameter Details (continued)

Description Constraints
Header | username | AppViewX login username string | Required if sessionld is not
provided.
Header | password | AppViewX login password string | Required if sessionld is not
provided.
Header | Content- | Specifies the nature of the data in the string | Value of the param should be
Type payload. application/json

Query | gwkey Tenant Key. Needed only in case of multi- |String | NA

tenant installations.

Query | gwsource [ Source from which the request is triggered |string | NA
(For example: web, external)

Query |ids Request IDs string | NA

Response Structure

200 OK returns string of type application/json with the following body params:

Description
response Contains the response object along with the hierarchy of the object mapped in | Key value
field children. pair
message Success message or failure description in case of error. String
appStatusCode | Application specific status code for the response. Will be non-null for failure String
response.
tags More info in case of failure response. NA

Status Codes

HTTP
Status Code

appStatusCode Message Possible remediation

200 OK NA Success NA
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HTTP
appStatusCode Message Possible remediation
Status Code
400 Bad WORKFLOW_1300 | Workflow Request ID is Check and ensure if a valid request
request Mandatory. ID is given.
404 Not Found | engine-db-011 Request not found Invalid workflow data

Sample Request/Response
To get the request summary/logs for a request.

Sample Request

NA

Sample Response

{
"response"”: {
“workOrderList": [
{

"statusCode™: 1,

"requestld": "410",

“created_by": "admin”,

"status": "Completed”,

"workflowName": "Copy of reviewComponent Test",

“toolTip": null,

"workorder_id": null,

“description": null,

"ticket_details": null,

"tasks": [

{

“state": 1,
“comments”:null,
“task_name": "WorkOrder",
“task_id": "startWorkOrder_1",
"user": "admin”,
"task_status": "Success",
"task_start_time": 1502696313667,

"task_end_time": 1502696729781,

Copyright © 2023 AppViewX, Inc. All Rights Reserved.

486




Automation API Guide

"logs™: [

{
"time": 1502696313815,
"message": "Child WorkOrder ID: 1, has been

created for the Child workflow: WorkOrder"

h

{
“time": 1502696729781,

"message": "WorkOrder Completed"”

Ik

"created_time": 1502696305239,
"rollback_reference_id": ",
"clone_reference_ids": [],
"last_updated": 1502696305239,

"runnning_time": 0

h
"message": null,
"appStatusCode": null,

"tags": null
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Get Associated Workorder

Retrieve the workorders associated with a specific workflow request. Workorders are used when there are

multiple sub workflows involved with a workflow. Each workorder takes a separate parallel execution path.

Before you begin

Before attempting to submit a request with this API, you must ensure that the following permissions are

available:

» Service Requests > Action > View all requests

 Service Requests > Action > View my requests

You can check this in the Platform module under Authorized functions.
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Information Authorized functions

» All functions
» DDI+ @
v Platform
- Automation G
- Service Requests @
~ @  Action ©
Abort @

<]

Clone @

<]

Pause / Resume @

<]

Rollback @)

<]

Schedule @

a

Trigger @

<]

View all requests @

a

View my requests )

<]

View usergroup requests @

Request Structure
URL: Nvisualworkflow-get-associated-workorder
Type: GET

Parameters

Parameter Details

Description Constraints

Header | sessionld | Sessionld received after login. string | Required if username and
password are not provided.

Header | username | AppViewX login username sting | Required if sessionld is not
provided.
Header | password | AppViewX login password string | Required if sessionld is not
provided.
Header | Content- | Specifies the nature of the data in the string | Value of the param should be
Type payload. application/json

Query | gwkey Tenant Key. Needed only in case of multi- |string | NA

tenant installations.
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Parameter Details (continued)

Description Constraints

Query | gwsource | Source from which the request is triggered |String | NA
(For example: web, external)

Query |requestld | Request id string | NA

Response Structure

200 OK returns string of type application/json with the following body params:

Description
response Contains the response object along with the hierarchy of the object mapped in | Key value
field children. pair
message Success message or failure description in case of error. String
appStatusCode String
Application specific status code for the response. Will be non-null for failure
response.
tags More info in case of failure response. NA

Status Codes

HTTP

appStatusCode Message Possible remediation
Status Code
200 OK NA Success NA
400 Bad NA Workflow Request ID is Check and ensure if a valid request ID
request Mandatory is given.
404 Not Found | NA Request not found Check and ensure if a valid request ID
is given.

Sample Request/Response

Sample Request

NA
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Sample Response

{
“response”: {
"workorderList": [

{

“workorderld"; "1",

"createdTime": 1528957336385,
"lastUpdatedTime": 1528957336385,
“description™: "startWorkOrder_1",

“toolTip": {

"log": [

“"time": 1528957341359,
"message"; "Initiating Script"
i
1,

"iTotalDisplayRecords": 1
}
}

Get Tasks which are in InProgress State

Retrieve all the tasks that are in progress for a specific request. When there are sub workflows involved

there could be more than one active in-progress tasks.

Before you begin

Before attempting to submit a request with this API, you must ensure that the following permissions are

available:

 Service Requests > Action > View all requests

 Service Requests > Action > View my requests

You can check this in the Platform module under Authorized functions.
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Information Authorized functions

» All functions
» DDI+ @
v Platform
- Automation G
- Service Requests @
~ @  Action ©
Abort @

<]

Clone @

<]

Pause / Resume @

<]

Rollback @)

<]

Schedule @

a

Trigger @

(4]

View all requests @

a

View my requests )

<]

View usergroup requests @

Request Structure
URL: Nvisualworkflow-get-tasks-inprogress
Type: POST

Parameters

Parameter Details

Description Constraints

Header | sessionld | Session Id received after login String Required if username and
password are not provided.

Header | username | AppViewX login username String Required if sessionld is not
provided.

Header | password | AppViewX login password String Required if sessionld is not
provided.

Header | Content- | Specifies the nature of the data in the String Value of the param should be

Type payload. application/json
Query | gwkey Tenant Key. Needed only in case of multi | String NA
tenant installations.
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Parameter Details (continued)

Description Constraints

Query | gwsource | Source from which the request is triggered | String NA
(For example: web, external)

Body |payload [|Contains all the params to be sent in the Payload| NA
request body for the post request.

Payload

Mandatory Description Constraints

request_id | Yes The request ID to update |string | NA
the request details.

workorder_id | Yes The workorder ID to string | If there is no workorder in the workflow
update the request then the default value will be zero (0).
details.

Response Structure

200 OK returns string of type application/json with the following body paras:

Description
response Contains the response object along with the hierarchy of the object mapped in | Key value
field children. pair
message Success message or failure description in case of error. String
appStatusCode | Application specific status code for the response. Will be non-null for failure String
response.
tags More info in case of failure response. NA

Copyright © 2023 AppViewX, Inc. All Rights Reserved. 493



Automation API Guide

Status Codes

appStatusCode Message Possible remediation

200 OK NA Success NA
400 Bad avx- Invalid/ Check and ensure if a valid value is given in request
request common-028 Incorrect payload field - input.

payload
400 Bad common- Input data is | Check and ensure if a valid value is given in request
request service-007 not valid payload field - input requestld/workorderld
404 Not engine-db-011 [Request not | Check and ensure if a valid value is given in request
Found found payload field - input requestld/workorderld

Sample Request/Response
To retrieve all the tasks of a request, which are in In progress state.

Sample Request

{
"payload™: {
“requestld": "2",
"workorderld": 0

}

}

Sample Response

{
"response”: {
"tasksInProgress": [
{
“status": "In Progress",
“taskName": "Implementation”
}
I
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Upload File

Upload file supports uploading a file and overwriting an uploaded file.

Before you begin

Before attempting to submit a request with this API, you must ensure that the following permissions are

available:
» Automation > Workflow > Import

You can check this in the Platform module under Authorized functions.
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Information Authorized functions

’ All functions

» ADC+ (@

» Cert+ 0

’ PKI+ &

> DDI+ &

’ Platform &

- Automation
v Service Requests @
- Workflow

» Design G
View (i
Import ®

Delete Helperscript
Settings
» Collection @

» Provision

» Rules )

Request Structure
URL: Nvisualworkflow-file-operation-upload
Type: POST

Parameters

Parameter Details

Description Constraints

Header | sessionld*f Session Id received after login string | Required if username and
password are not provided.

Header | username | AppViewX login username sting | Required if sessionld is not
provided.

Header | password | AppViewX login password string | Required if sessionld is not
provided.

Header | Content- | Specifies the nature of the data in the string | Value of the param should be

Type payload. multipart/form-data
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Parameter Details (continued)

Description Constraints

Query | gwkey Tenant Key. Needed only in case of multi | String | NA
tenant installations.

Query | gwsource*fFSource from which the request is triggered | string | NA
(For example: web, external)

Payload

Mandatory Description Constraints

fileName Yes File name, allowed file formats : img, string | NA
ipg, jpeg, png, doc, pdf, txt, gif, zip, ppt,
pptx, xls, xIsx, csv, p7b, p7c, pfx, p12,
der, pem, csr, crt, cer, key

uniqueld Yes Unique ID for the file being uploaded. String [ NA

fileOverWrite | Yes Determines whether to overwrite the file |Boolean

being uploaded if a file with the same False (Upload file only if a

. . file with same uniqueld not
uniqueld exists.

present.)

True (Upload file and
overwrite if file with same
uniqueld is present. If not,
then upload the given file.)

file Yes File to be uploaded Binary | NA

Response Structure

200 OK, returns string of type application/json with the following body params:
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Description
response Contains the response object along with the hierarchy of the object mapped in | Key value
field children. pair
message Success message or failure description in case of error. String

appStatusCode | Application specific status code for the response. Will be non-null for failure String
response.

tags More info in case of failure response. NA

Status Codes

HTTP code | appStatus code Message ‘ Possible Remediation
200 OK NA Success NA
400 Bad StudioService_078 | uniqueld field not found | Check and ensure if valid uniqueld is
Request given.
400 Bad StudioService_084 | Data cannot be null or Check and ensure if valid data is
Request empty provided.
400 Bad StudioService_077 | File content not found Check and ensure for valid file.
Request
400 Bad StudioService_071 | Invalid file name Check and ensure if valid fileName is
Request given.
400 Bad StudioService_076 | File Name not found Check and ensure if valid fileName is
Request given
400 Bad StudioService_040 | Invalid field format Check and ensure if valid file and
Request fileName is given.
400 Bad StudioService_075 | File with uniqueld File with uniqueld already exists.
Request already exists

Sample Request/Response
Use Case: Upload file to collection

Request URL
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http://appviewxapi.com/avxapi/visualworkflow-file-operation-upload?

gwkey=f000ca0l&amp;gwsource=external

Sample Request

{
"payload™: {
“fileName”:"sample.zip”,
“uniqueld”:"uniqueld”,
“fileOverWrite™:false,
“file”:<%pFile to be uploaded%>
}
}

Sample Response

{
"response": "File Uploaded successfully",
"message": null,
"appStatusCode": null,
“tags": null,

"headers": null

Use Case - Overwrite file: Upload a file and overwrite if a file with the same uniquelD is present in the

database.
Request URL

http://appviewxapi.com/avxapi/visualworkflow-file-operation-upload?

gwkey=f000ca0l&gwsource=external

Sample Request

{
"payload™: {
“fileName”:"sample.zip”,
“uniqueld”:"uniqueld”,
“fileOverWrite™:true,
“file”:<%pFile to be uploaded%>
}
}
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Sample Response

{

“response™: “File Uploaded successfully",
"message": "File Uploaded successfully",
"appStatusCode": null,

“"tags": null,

"headers": null

Download File

API to download the uploaded file from the database.

Before you begin

Before attempting to submit a request with this API, you must ensure that the following permissions are

available:
« Automation > Workflow > Import

You can check this in the Platform module under Authorized functions.
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Information Authorized functions

’ All functions

- Automation G
4 Service Requests (@
~ @  workflow @
- Design @
Create / Madify @

(< <

Delete

4]

Clone @

4]

Export @
Shared folder

4]

View @

|Q

Import @

a

Delete Helperscript @
Settings @

» Collection @

» Provision

» Rules &

Request Structure
URL.: /visualworkflow-file-operation-download
Type: POST

Parameters

Parameter Details

Description Constraints

Header | sessionld*F Session Id received after login string | Required if username and
password are not provided.

Header | username | AppViewX login username string | Required if sessionld is not
provided.

Header | password | AppViewX login password sting | Required if sessionld is not
provided.

Header | Content- | Specifies the nature of the data in the string | Value of the param should be

Type payload. application/json
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Parameter Details (continued)

Description Constraints

Query | gwkey Tenant Key. Needed only in case of multi | String | NA
tenant installations.

Query | gwsource*fFSource from which the request is triggered | string | NA
(For example: web, external)

Payload
Mandatory Description Constraints
uniqueld | Yes Uniqueld of the file to be downloaded. String NA
decodeFile | NO Decide whether the file is to be decoded while Boolean NA
downloading.

Response Structure

200 OK, returns string of type application/json with the following body params:

Description
response Contains the response object along with the hierarchy of the object mapped in | Key value
field children. pair
message Success message or failure description in case of error. String
appStatusCode | Application specific status code for the response. Will be non-null for failure String
response.
tags More info in case of failure response. NA

Status Codes

appStatusCode Description Response message

200 OK NA Success NA
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appStatusCode Description Response message

400 Bad StudioService_078 | uniquelD field Check and ensure if valid uniqueld is given.
Request not found

400 Bad avx-common-028 | Invalid/Incorrect | Check and ensure if a valid value is given in

Request payload request payload field - input
404 Not studio-db-043 File not found Check and ensure if file with a uniqueld is not
Found present.

Sample Request/Response
Request URL
http://appviewxapi.com/avxapi/?gwkey=f000ca0l&gwsource=external

Sample Request

{
"payload": {
“uniqueld”:“uniqueld” }

}

Sample Response

File to be downloaded

Delete File

API to delete an uploaded file from the database.

Before you begin

Before attempting to submit a request with this API, you must ensure that the following permissions are
available:

* Automation > Workflow > Import

You can check this in the Platform module under Authorized functions.
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Information

Authorized functions

»®  All functions
-
>
~ @  Workflow G

Automation

(<RI <RR<Il<]

View @

[ < I <]

Settings |
»
»
»

Provisio

Rules @

Service Requests @

- Design @

Create / Madify @
Delete

Clone @

Export @

Shared folder

Import @

Delete Helperscript @

Collection @

Request Struct

ure

URL.: /visualworkflow-file-operation-delete

Type: POST

Parameters

Parameter Details

Automation API Guide

Description Constraints
Header | sessioniD*Session Id received after login. sting | NA
Header |content- | Specifies the nature of the data in the payload. |string | Value of the param should
Type be application/json

Query | gwkey Tenant Key. Needed only in case of multi String | NA

tenant installations.
Query | gwsource**Source from which the request is triggered string | NA

(For example: web, external)
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Payload

Name Mandatory Description Field Type Constraints

uniqueld | Yes Uniqueld of the file to be deleted. String NA

Response Structure

200 OK returns string of type application/json with the following body paras:

Description
response Contains the response object along with the hierarchy of the object mapped in | Key value
field children. pair
message Success message or failure description in case of error. String
appStatusCode | Application specific status code for the response. Will be non-null for failure String
response.
tags More info in case of failure response. NA

Status Codes

HTTP code | appStatus Code Message ‘ Possible Remediation

200 OK NA Success NA

400 Bad StudioService_078 | uniqueld field Check and ensure if valid uniqueld is given.
Request not found

404 Not studio-db-043 File not found Check if file with uniqueld not present.
Found

400 Bad avx-common-028 | Invalid/Incorrect | Check and ensure if a valid value is given in
Request payload request payload field - input.

Sample Request/Response
Request URL

http://appviewxapi.com/avxapi/visualworkflow-file-operation-delete?
gwkey=f000ca01&amp;gwsource=external
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Sample Request

{
"payload™: {
“uniqueld”:“uniqueld” }

}

Sample Response

{
“response”: "File Deleted successfully",
"message": null,
"appStatusCode": null,
"tags": null,

"headers": null
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Chapter 3: Automation Troubleshooting Guide

This document helps you troubleshoot the common problems that you might encounter when using the
functionalities in the Automation module.

* Prerequisites

* Issues with Workflows

* Issues with Workflow Tasks

« Issues in Using Helper Scripts
* Issues in Using Hooks

* Issues in Creating a Workflow Request

Prerequisites

Web Browser Requirement

Browser Version Notes

Firefox [ Till latest ( Version 84.0.4147.135) NA

Chrome |Till latest ( Version 80.0) NA

IE Limited support in 9, Full support from 10+ | No support for IE9 post AppViewX Version 11.0
Safari From AppViewX Version 11.1

Till latest (Windows - Version 5.1.7,

macOS - Version 13.1.2)

Opera Till latest ( Version 70) From AppViewX Version 11.1

Issues with Workflows
* Issues in Creating a Workflow
* Issues in Importing a Workflow
* Issues in Exporting a Workflow

* Issues in Workflow Validation
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Following are the errors you may face when trying to create workflows, with their possible causes and

solutions:

* Creating a new workflow or Renaming a workflow

Error Message

Workflow name already exists

Possible Cause

Workflow name should be
unique.

Possible Solution

Enter some other name for the
workflow.

Workflow name has invalid entry

Only a few special characters

are allowed.

Allowed characters are -, * ',

* 2 and space.

» Adding versions in a workflow

Error Message

Possible Cause

Possible Solution

Version limit exceeded

A workflow can have only 10
versions.

Create a workflow with 10 or
less versions.

Issues in Importing a Workflow

Following are the errors you may face when trying to import workflows from other environment(s), with

their possible causes and solutions:

» Workflow version already exists

Error Message

Possible Cause

Possible Solution

The workflow version already
exists

Workflow is imported with the
version which is already present.

Enter some other name for the

version.

« Invalid workflow format

Error Message

Possible Cause

Possible Solution

Invalid workflow format

The file contains invalid entries
and it cannot be parsed.

Choose an import file that has
valid workflow details.
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» Version limit exceeded

Error Message Possible Cause Possible Solution
Version limit exceeded A workflow can have only 10 Check if the workflow has more
versions. than 10 versions and delete the

versions that are not required.

Issues in Exporting a Workflow

Following are the errors you may face when trying to export workflows from AppViewX, with their possible

causes and solutions:

Error Message Possible Cause Possible Solution
Cannot export more than 25 Only 25 workflows can be Select only 25 or less workflows
workflows at once exported at a time. to export.

Issues in Workflow Validation

Following are the errors you may face when trying to validate workflows, with their possible causes and

solutions:
Error Message Possible Cause Possible Solution
Invalid Workflow There might be an issue in the Avoid run time errors by
workflow. validating the workflow.
* lllegal flow
Error Message ‘ Possible Cause ‘ Possible Solution
Invalid workflow - illegal flow Multiple task outputs are given Use Join task to provide multiple
as an input to a single task. inputs to a task
Invalid workflow - illegal flow A single task output is Use Split task to connect single
connected to multiple tasks. task output to multiple tasks.

» Broken flow
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Error Message

Possible Cause

Automation Troubleshooting Guide

Possible Solution

Invalid workflow - broken flow

A task is not connected to any
other tasks in the workflow.

Check if all the tasks are

connected.

» Subflow Validation

Error Message

Possible Cause

Possible Solution

Invalid workflow

There could be a validation error
in the subflows.

Check if the subflow(s) have any
illegal or broken flows.

Issues with Workflow Tasks

* Issues in Adding Tasks
* Issues in Updating Tasks

* Issues in User Interface Tasks

Issues in Adding Tasks

Following are the errors you may face when trying add tasks to workflows, with their possible causes and

solutions:

Error Message

Invalid Task component details

Possible Cause

When an APl is used to drag and
drop a task, the payload might be

wrong.

‘ Possible Solution

Drag and drop a task from
another section such as User
Interface or Notification and
check for the payload.

Workflow not found

Workflow details might be
missing in the database.

Check whether the workflow

details exist in the database.

Workflow components detail not

found

Workflow component details
might be missing in the
database.

Check whether the workflow

details exist in the database.

Link Id is mandatory to perform
the action

Task ID might be missing.

Check whether the task ID is
available for the task.
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Issues in Updating Tasks

Following are the errors you may face when trying update existing tasks in workflows, with their possible

causes and solutions:

Error Message Possible Cause Possible Solution
Workflow Detail not found Workflow details might be Check whether the workflow
missing in the database details exist in the database

Issues in User Interface Tasks

Following are the errors you may face when trying add User Interface tasks to your workflows, with their
possible causes and solutions:

» Access Denied Issue in Form Task

Error Message ‘ Possible Cause ‘ Possible Solution
User is not authorized to perform | The logged in resource might 1. Open the task and click
the action not have access to the Form Resource & Settings.
task. 2. Under Resource & Settings,

click Request Resource.
3. Give submitter access to the
logged in resource.

» Access Denied Issue in Other User Interface Tasks

Error Message ‘ Possible Cause ‘ Possible Solution
User access denied The logged in resource might 1. Open the task and click
not have access to the user Resource & Settings.
interface task 2. Under Resource & Settings,

click Request Resource.
3. Give submitter access to the

logged in resource.
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» Global Variable Issue in Form Task

Error Message Possible Cause Possible Solution

The referred global variable will | The global variable toggle might | Enable the global variable
be null not be enabled when adding the |toggle in the Form task to refer it
field in the Form task. across the workflow.

Issues in Using Helper Scripts
* Issues in Creating a Helper Script
* Issues in Updating a Helper Script

« Issues in Importing a Helper Script

Issues in Creating a Helper Script

Following are the errors you may face when trying to create Helper Scripts, with their possible causes

and solutions:

Error Message ‘ Possible Cause ‘ Possible Solution
Helper script name already exists | Helper Script name should be Enter some other name for the
unigue. Helper Script.
Name has invalid entry Only few special characters are | Allowed characters: -, ' ', '(, )™
allowed.

Issues in Updating a Helper Script

Following are the errors you may face when trying to update Helper Scripts, with their possible causes

and solutions:

Error Message Possible Cause Possible Solution
Syntax error/Indentation Error Validated python script may Fix the syntax or indentation
contain syntax or indentation errors in the python script.
errors.
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Error Message ‘

Module not found

Possible Cause

Validated python script may
contain modules that are not
available in python/AppViewX or
imported module name is wrong.

Automation Troubleshooting Guide

‘ Possible Solution

Import the module with the
right name or add the required
modules to AppViewX.

Issues in Importing a Helper Script

Following are the errors you may face when trying to import Helper Scripts, with their possible causes

and solutions:

Error Message

Possible Cause

Possible Solution

Invalid helper script format

The file contains invalid entries
and it cannot be passed.

Choose an import file that has
valid helper script detalils.

Issues in Using Hooks

* Issues in Creating a Query explorer Hook

* Issues in Creating a Script Hook

« Issues in Creating a REST API| Hook

* Issues in Exporting Hooks

* Issues in Importing Hooks

Issues in Creating a Query explorer Hook

Following are the errors you may face when trying to create hooks based on Query Explorer, with their

possible causes and solutions:

Error Message ‘

Hook name already exists in

inventory

Possible Cause

The Hook name should be

unique.

‘ Possible Solution

Enter some other name for the
Hook.

Please enter mandatory fields

Hook name/Projection fields may
be missing.

Enter the Hook name and select

the projection fields.
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Issues in Creating a Script Hook

Following are the errors you may face when trying to create hooks based on Script, with their possible
causes and solutions:

Error Message ‘ Possible Cause ‘ Possible Solution

Hook name already exists The Hook name should be Enter some other name for the
unique. Hook.

Name has invalid entry Only a few special characters are | Allowed characters: -, ' ', '(, )™
allowed.

Syntax error/ Indentation Error Validated python script may Fix the syntax or indentation
contain syntax or indentation errors in the python script.
errors.

Module not found Validated python script may Import the module with the
contain modules that are not right name or add the required
available in python/AppViewX modules to AppViewX.
or the imported module name is
wrong.

Issues in Creating a REST API Hook

Following are the errors you may face when trying to create hooks based on REST API, with their

possible causes and solutions:

Error Message Possible Cause Possible Solution
Hook name already exists The Hook name should be Enter some other name for the
unique. Hook.
Name has invalid entry Only a few special characters are | Allowed characters: -, ' ', '(, )™
allowed.

Issues in Exporting Hooks

Following are the errors you may face when trying to export hooks from AppViewX, with their possible
causes and solutions:
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Error Message

Possible Cause
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Possible Solution

Cannot export more than 25

hooks at once

Only 25 hooks can be exported

at a time.

Select only 25 or less hooks to
export.

Issues in Importing Hooks

Following are the errors you may face when trying to import hooks from other environments, with their

possible causes and solutions:

Error Message

Hook already exists

Possible Cause

The hook being imported is
already available in the Hooks
Inventory.

Possible Solution

Enter some other name for the
Hook.

Invalid hook format

The file contains invalid entries

Select an import file that has

valid hook details.

and it cannot be parsed.

Issues in Creating a Workflow Request

The Service Requests section in the Automation module gives you a single point view of all the
assigned workflows, service requests triggered, and scheduled workflows. You can face the following
issues when trying to trigger a workflow service request.

* Issues in Submitting a User Task

« Issues in Submitting an Executed Service Request

« Issues in Reflection of Workflow Data Updates in a Service Request

* Issues in the Form task in a Service Request

* Issues in Data Manipulation in a Service Request

* Issues in Command Task in a Service Request

Issues in Submitting a User Task

Tasks that display the data in a specific format and require a user’s approval for further action are called
user tasks. Following are the possible limitations that users might encounter during task execution:
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* When an unauthorised user tries to submit a user task, unauthorized exception will be thrown.

» When a user task is the first task of a workflow and an unauthorised user tries to trigger that workflow,
unauthorized exception will be thrown.

» When a user triggers a service request with following tasks as first task of the workflow, they will not be
visible in the stage-wise view of the Service Request:
o If
« Switch and
* Split task

However, you can view them in the Activity log on the Request :: All page.

« Clean up flow cannot contain work order tasks in it

Issues in Submitting an Executed Service Request

« A rolled back request cannot be rolled back again or cloned
« Arequest which is in In Progress state cannot be cloned or rolled back. Only requests with status as
Completed, Failed, or Partial can be cloned or rolled back.

Issues in Reflection of Workflow Data Updates in a Service Request

« Any changes made o the workflow after triggering a service request will not be reflected in that
particular request.

» Cloning a request will only comprise the request’s data from which it has been cloned and will not reflect
any changes made to that workflow later.

Issues in the Form task in a Service Request

« Auto fetch of associate script output will not occur if the Form task is saved as draft and opened again.
It will load the data only in case of a newly triggered Form

* When an RGF flow is enabled in a Form task, the request execution will take place in the prescribed
order by the respective users who are allowed to create, review, or submit the task in order.

» Pseudo form is onl supported in following tasks:
« Slack
* REST
* REST (I)
» Schedule
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* Script
« Email

Issues in Data Manipulation in a Service Request

« Any workflow containing global key(s) with dot (.) will not be allowed to create a request [Mongo
behaviour].

» When the MongoDB document containing the request data exceeds 16mb in size due to any uploaded
file (or) any huge global variable data injection (or) heavy logs and so on, the request will hang.

Issues in Command Task in a Service Request

« Command Task execution time is based on the response time of the device in which the commands
are being executed.

« If multiple commands are configured in Command Task, there is no possibility of selecting a particular
command for execution; all commands are executed.

« Command Task execution order cannot be scheduled within the task for each command.

Copyright © 2023 AppViewX, Inc. All Rights Reserved. 517



Chapter 4. Service Catalog User Guide

Welcome to the complete guide to getting started with the Service Catalog. This guide describes
AppViewX’s Page builder tool and gives you step by step instructions on creating custom pages,
incorporating various page elements like HTML pages, reports, workflow catalogs, forms, tables etc to
suit user-specific requirements.

* Module Overview

* Prerequisites

« Getting Started with the Service Catalog

« Accessing the Service Catalog

* Getting Started with OOB Service Catalog

 Customizing Prebuilt Service Catalogs

* Designing a Custom Service Catalog

* Version Control

* Preview a Service Catalog

* Publishing a Service Catalog

« Sharing a Service Catalog

« Service Catalogs with Birthright Role

« Cloning a Service Catalog

« Setting up the Landing Page

« Hiding the Page Header

* Troubleshooting

Module Overview

AppViewX’s Service Catalog module allows you to design and customize your own catalog and access
different modules within AppViewX from that catalog. You can design custom catalogs and add elements
like HTML pages, quick links, buttons, search widgets and so on to suit specific requirements. Easy and
quick access to multiple modules within one catalog saves time.

AppViewX’s Service Catalog offers:

« Intuitive service catalogs to access service offerings for Line of Business (LOB), employees, and
partners via customized pages.
« Service catalogs by persona for NetOps, PKI, Application Teams, SecOps.
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» Low code page builder that allows customization of pages with personalized task views.
* Provision to design custom web pages using HTML.

» Configurable page elements and customised branding to provide a seamless intuitive experience for

end users.

« Provision to share catalogs for collaboration between team members.

» Reusability of page components among multiple users.
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The avx_visual_page_builder plugin must be enabled during AppViewX deployment.

Web Browser Requirement

Browsers ‘ Version

Internet Explorer v11.0.9600.18817 or later
Firefox V74.0.1 (64-bit) or later
Google Chrome Vv85.0.4183.83 (64-bit) or later

Getting Started with the Service Catalog

AppViewX'’s Service Catalog is a self-service tool that allows you to:

» Use existing catalogs for immediate use
» Modify existing catalogs according to user-specific needs
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» Design and customize catalogs by persona
 Assign permission for users to view, modify and share catalogs

« Publish self service catalogs.

Accessing the Service Catalog

New Menu Old Menu

From the main navigation menu, select From the main navigation menu, select Pages.

Automation. The Pages module is displayed with the

The Automation module is displayed with Published section open by default.
the SERVICE CATALOG accessible from the

navigation pane on the left.

[ Note: For more information on how to switch between menus, click here. ]

The Service Catalog module has the following sections:

» Published: This is an inventory of all published catalogs.

» Design: This is an inventory of all catalogs in design mode.

« Store: This is an inventory of out of the box (OOB) catalogs.

» Import: This section allows you to import catalogs from other environments.
* Design

* Published

« Store

* Import

Design

The Design page shows all catalogs created by a user that are in design mode and have not been

published yet.
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Design @

+

Design

™
L Ir

To access the inventory of catalogs in design mode:

New Menu ‘ Old Menu
1. From the main navigation menu, select 1. From the main navigation menu, select Pages.
Automation. 2. In the Pages module, from the left menu, click
2. In the Automation module, from the left menu, Design.
under SERVICE CATALOG, click Design.

[ Note: For more information on how to switch between menus, click here. ]

Various options in design section & their descriptions

Options ‘ Description

Displays ‘Last Updated’ info and description of the page.

Allows users to perform the following actions on the selected page:

* Clone
» Delete
* Export.
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Various options in design section & their descriptions (continued)

Options ‘ Description
Search bar Allows users to search for a specific page within the Design Inventory by using
keyword(s).
Actions Allows users to perform the following actions on selected page(s):
* Delete
« Export.
[ Note: This option is enabled only when you select a page(s). ]
Published
This Published page shows all the catalogs that are ready-to-use and published.
Published ©®
= =T S
i |
Last updated: Today i) i Last updated: Today i) 3 Last updated: Today i) i Last updated: Today
Last updated: Today i) i Last upaated: 10aay i) i Last updated: Today i) i Last updated: 22 Nov 2022 0 i) i

To access the inventory of published catalogs:
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New Menu ‘ Old Menu

1. From the main navigation menu, select From the main navigation menu, select Pages.

Automation. The Pages module is displayed with the

2. In the Automation module, from the left menu,
under SERVICE CATALOG, click Published.

Published section open by default.

[ Note: For more information on how to switch between menus, click here. ]

Various options in published section & their descriptions

Options Description

e A highlighted icon on the bottom right corner of the card represents a shared page. Hovering
over the icon displays the name of the person who created the page.

Shows ‘Last Updated’ info and description of the page.

Allows users to perform the following actions on the selected page:

« Clone: Allows users to clone the selected page.

» Export: Allows users to export the selected page.

Actions | Allows users to export the selected page(s).

[ Note: This option is enabled only when you select a page. ]

Search [ Allows users to search for a specific page within the Published inventory by using keyword(s).
bar

! Important: Published catalogs cannot be deleted.
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Store

Store has a collection of prebuilt out of the box (OOB) catalogs that can be used as a reference for
building your customized catalogs. Select the OOB Catalog you want to build based on the persona and

customize it as per your preference.

Ao stin Manager Metwark Manager ADC Adwin Sarwera Catabag

To access the inventory of OOB catalogs:

New Menu ‘ Old Menu
1. From the main navigation menu, select 1. From the main navigation menu, select Pages.
Automation. 2. In the Pages module, from the left menu, click
2. In the Automation module, from the left menu, Store.
under SERVICE CATALOG, click Store.

[ Note: For more information on how to switch between menus, click here. ]
o ™
Note: For more information on Getting Started with OOB Catalogs, click here.

. J

Import

You can import a page into the AppViewX Service Catalog. Importing catalogs allows you to reuse

catalogs exported from one environment into another.
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To import a catalog:

New Menu ‘ Old Menu
1. From the main navigation menu, select 1. From the main navigation menu, select Pages.
Automation. 2. In the Pages module, from the left menu, click
2. In the Automation module, from the left menu, Import.

under SERVICE CATALOG, click Import.

[ Note: For more information on how to switch between menus, click here. ]

1. To select a file to upload from your machine, click Browse.

Impert pages

Chck here 10

2. Select the file(s) to be uploaded.
3. Once the files are uploaded, select the version for each catalog.
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Import pages

) Click here to Browse

4. To change the name of the catalogs before importing it into the Design inventory, click I:I (Edit) icon

next to the name and type in the new name.

Page_01_27 2022 03_32_44_826.zip

P ADC Admin

Y,

5. Once you have selected the required version, click Import.

The imported catalog is added to the Design Inventory.

Getting Started with OOB Service Catalog

Before you begin designing your self-service catalogs, here’s a brief overview of getting started with pre-
built catalogs. These prebuilt catalogs give you an insight into the various actions that each persona
(such as a Network Manager, ADC admin and so on) would be able to perform using their customized

catalog.

These prebuilt catalogs enable you to perform the following key actions:
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+ Gain insights and visibility into application delivery services.

 Monitor and troubleshoot application services.
- Configuration management and upgrades.

« Self service and automation of application delivery services.

Service Catalog User Guide

Based on the persona, be it a CA manager, ADC admin or an Application Manager, you can customize

these catalogs and modify components to meet your requirements.

» Using OOB Catalogs

e Take a Tour

Using OOB Catalogs

1. Go to the Store.

2. To preview a prebuilt OOB catalog, hover your mouse over a catalog and click Preview. For example,

Network Manager.

B apow v ey B oamircwwspre.  H oavipmooesage. 8 acorier oo

Preview

)

[T

Network Manager

' BT MR

A preview of the Network Manager’s page is displayed in a pop-up window.
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Network Manager

Built-in Capabilities

Device Alert Overview_Today Device Alert Detalls Today

Page Preview

Enforce golden config complia... Device Onboarding

ADC Devices Overview ADC Settings

3. To view the complete catalog, click View.
The catalog opens in a new tab.
4. To modify this catalog, on the pop-up page, click Build.

A copy of this catalog is added to the Design inventory and the page opens in the same tab.

You now have the option to:
« Publish and use this OOB catalog as is.
» Customize this catalog to suit persona-specific needs.

 Design a new custom page from scratch.

Take a Tour

Take a quick tour of the Service Catalog module and familiarize yourself with its various functionalities.
Users will be prompted to take a tour when they access the Service Catalog and build a custom catalog

for the first time. There is also a provision to explore the tool from any catalog in design mode.

To take a tour:

1. Open a page from the Design section.

2. From the top right corner of the screen, click “

Copyright © 2023 AppViewX, Inc. All Rights Reserved. 529



Service Catalog User Guide

3. To explore the Service Catalog module, click Tour.

) ADCAdmin v master v D Preview < Publish & Share

® Tour
Build

=o | Application Delivery Automation
-

—
Workflow {3 Onboarding B Usage & Adopt. Application Ma... Automation & .. E® Alerts & Logs +

B

Folders

Inventory £t Application Management & Monitoring

+ W B E O & 1t190f19

Traffi

Quick configure App View Widgets to Manage & Monit

» [J  Dashboardname @~ Permission.. Widgettypesa.. SharedasR Shared as RW
nment » O < ADC RW Device HeatMap, admin usergroup
» O | & ServerCertificate RW Report by Certific: admin usergroup
» m) RW admin usergroup
» (@] RW admin usergroup

m]
=
=

admin usergroup

O % Connected_Platform RW Users Informatior admin usergroup
O g License_Usage RW Reports admin usergroup
» O g Certificate_Report_b. RW Reports admin usergroup

Customizing Prebuilt Service Catalogs

The Service Catalog module allows you to preview out of the box (OOB) catalogs and customize them
according to their specific requirements.

1. Navigate to the Design inventory and click Design.

2. In the Design page window, to customize an existing page, hover your mouse over the page and click
Use.
A copy of the selected page opens on your screen and is added to the Design inventory.

Note: For steps on designing catalogs, click here.

6 Tip: You can also access and customize these catalogs from the Store.

Designing a Custom Service Catalog
« Getting Started with Designing a Custom Catalog

» Page Layout

* Build

* Reports
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» Workflow

* Folders

* Inventory

» How to Undo/Redo actions
» Moving widgets

« Cloning Widgets

Getting Started with Designing a Custom Catalog

1. Go to the Design inventory and click Design.
2. In the Design page window, click New Page.

A blank page is displayed with the Switch Layout window open by default.

@ United

P Preview & Publish & Share

g B/ @

Build Switch Layout X
G

Reports
5]
Workflow

Single Page Page with Tabs
Folders

o
0
. .

Inventory

r} Drag & drop page elements from the menu

[ Note: For more information on page layouts, click here.

The component panel on the left shows the following options for Page elements:
 Build: Allows you to add widgets and form components to your catalog.

» Reports: Allows you to add report widgets to your catalog.

» Workflow: Allows you to add workflow catalogs to your catalog.

 Folders: Allows you to save catalogs to personal and shared folders.

* Inventory: Allows you to access OOB forms and customized forms.

3. To add a Page name and Description, click on the Untitled dropdown.
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A Untitled
Bl * Page name CA Manager
D -
G Description CA related requests and
Reports operations
E] 221 remaining
Workflow
Folders |
Inventory

[ Note: Page name is a mandatory field. j

4. Click Save.

Page Layout
You can choose between two layouts for your customized catalog:

» Single page: This is the default layout.
» Page with tabs: You can create catalogs with up to 6 tabs.

« Switching from Single Page Layout to Page with tabs Layout
« Switching from Page with tabs Layout to Single Page Layout
* Tab reordering

» Modifying page layout

* Deleting a Catalog

Switching from Single Page Layout to Page with tabs Layout

You can create a customized catalog with multiple tabs. There is a provision of adding up to 6 tabs in a
catalog. The tabs can be arranged either horizontally or vertically.

To switch from single page layout to page with tabs layout:
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1. In the build area, from the top right corner of the screen, click El (Switch Layout) icon.

@ Untited P Preview < Publish&Share  }
=] Bz a
Build “
Switch layout
L
¢
Reports
5]
Workflow
B
Folders
— .

Inventory . F\l o [—
‘u u‘ 1|

«}» Drag & drop page elements from the menu

2. In the Switch Layout window that is displayed, click Page with Tabs.

3. Click Yes in the Confirmation pop-up window.

4. To flip between horizontal and vertical tabs, from the top right corner of the screen, click E (Flip

Right) icon.

5. To add a tab, when tabs are horizontally oriented, click T (Add) icon.

G] Untitled

ﬁ New Tab

]%
C+

Workflow

B

Folders

Inventory

6. To add a tab, when tabs are vertically oriented, click ADD.
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ﬁh Untitled

G

Build [

Reports

@ @ D

Workflow

Inventory

&

Build
&
Reports
&
Workflow
B
Folders
. . .
Inventory &5 Application Management & Monitoring
Quick configure App View Widgets to Manage & Monitor Traffic
» [J  Dashhoard name @~ Permis
Route » O . ADC RW
Moni
L O | g ServerCertificate RW
Distribute Traffic across d
» ] RW
Manage Data group: asse
Build A tior | ' = R
Bu st eports for itoring » 0 RW
M r tod Dlatfarm DWW/

A pop-up window is displayed right below the tab.

Copyright © 2023 AppViewX, Inc. All Rights Reserved. 534



Service Catalog User Guide

Y  ADCAdmin

&

o I | Application Delivery Automation

MR {x Onboarding B Usage & Adopt... Application Ma... Auto

rjl Name
Folders
Onboarding
Info . .
Inventory 2ament & Monitoring

to Manage & Monitor Traffic

lcons

@) SelectIcons Upload New

o]s o s

- % o
& 8 N
5 o &

The following options are available here:

» Name - Allows you to change the name of the tab.

* Info - Allows you to add a tooltip for the tab.

« Icons - Allows you to select an icon for the tab from the options displayed or upload a new icon.
8. Click Save.

9. To delete a tab, hover your mouse over the tab and click ﬂ (Delete) icon.

Switching from Page with tabs Layout to Single Page Layout

You can create a customized catalog with multiple tabs. There is a provision of adding up to 6 tabs in a

catalog. The tabs can be arranged either horizontally or vertically.
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1. In the build area, from the top right corner of the screen, click E‘:l (Switch Layout) icon.

@ ADCAdmin P Preview < Publsh&Share [ ]

e

e |1 Application Delivery Automation
T

Workflow A Gnboarding 2 Usage & Adopt.. Application Ma... Automation&..  E® Alerts & Logs

85

Folders

B 0 & 1w190f19
=} . . . .
Inventory &5 Application Management & Monitoring
Quick configure App View Widgets to Manage & Monitor Traffi

Dashboardname @~ Permission... Widget typesa.. SharedasR Shared as RW
¢ ADC RW Device HeatMap, admin usergroup

03 ServerCertificate RW Report by Certifici admin usergroup
Distribute Traffic across data centers
RW admin usergroup

Manage Data groups an

ml Dy I

2. In the Switch Layout window that is displayed, click Single Page.
3. In the Confirmation window, from the dropdown, select the tab you want to retain on the Single page
layout.

P> Preview <5 Publish & Share

Are you sure you want to switch layout?

:=] Platform Configuration ' @

Warning: Remaining tabs will be deleted and cannot be recovered even after switching back
to Page with Tabs layout.

4. Once you have selected the tab to be retained, click Yes.
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The page layout is switched to Single Page displaying the retained tab.

ADC Admin P Preview < Publish & Share H

B O © 1119019

e Application Management & Monitoring

tor Traff

Dashboard name @~ Permission.. Widget typesa.. SharedasR Shared as RW
€ ADC RW Device HeatMap, admin usergroup

& ServerCertificate RW Report by Certifice admin usergroup
RW admin usergroup

RW admin usergroup

RW admin usergroup

% Connected_Platform Users Information admin usergroup
Reports admin usergroup

Reports admin usergroup

o Self-Signed_Certifica Reports admin usergroup
g3 Server_Certificate_S. Reports admin usergroup
o9 Server_Endpoint_Se.. Reports admin usergroup

g Server_Standard_Da Reports admin usergroup

Tab reordering

When the catalog is in the Page with tabs mode, you can change the order in which the tabs are

arranged.

To move the tabs:

1. Hover your mouse over a tab and click .
2. Drag and drop the tab to a new position.

Application Delivery Automation

@ Onboarding 2 Usagearnaopen Application Ma... Automation &..  E¥ Alerts & Logs

z=  UsBEdarRuapts

User Summary @

Available Users Available Usergroups Available Roles

3 a 1 A 21 e
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Modifying page layout

This feature allows you to modify the layout of the entire catalog.

1. Open a page from the Design section.

2. Hover your mouse to the top right corner of the page and click (Edit) icon.

) ADCAdmin P Preview < Publish&Share

&]

Buid
@
Reports
®
T {2 Onboarding £ Usage & Adopt... Application Ma... Automation &..  ER Alerts & Logs
85

1t0190f 19

ES Application Management & Monitoring

Dashboardname @~ Permission.. Widgettypesa.. SharedasR Shared as RW
4 ADC RW Device HeatMap, admin usergroup

6 ServerCertificate RW Report by Certifc: admin usergroup
RW admin usergroup
RW admin usergroup
RW admin usergroup
% Connected_Platform Users Informatior admin usergroup
o License_Usage Reports admin usergroup

oo Certificata_Report_b... Reports admin usergroup

The Layout pop-up window is displayed with the Properties tab open by default.

Note: The Properties tab is displayed only when the Page Layout is selected as Page with

Tabs. In the Single Page Layout mode, the Layout pop-up window opens displaying the Styles
tab.

« Modifying page layout - Properties
» Modifying page layout - Styles
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Modifying page layout - Properties

1. To enable Branding, in the Layout window, under Properties, select the Enable Branding checkbox.

Lyt
— -|
10 User Onboarding License Management Flatforrm Conl |
Device Dnboarding KD B ot Bvirran

2. Click Save.

Branding component is added to the build area.

1 User On bg}.:'uu:l:ﬂg Ligense ‘-.‘.:m._age:*.w_\-n[ Flatform Eu:u'.r':gur..:u[u:m

3. Configure the Branding component.

4. To enable the search widget, in the Layout window, under Properties, select the Enable Search
Widget checkbox.

5. Click Save.
The Search widget is added to the page.
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H2 User Onboarding
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License Management
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ﬂ [ o
o= | =
Plarferm Conl
El N

6. Configure the Search widget.

7. To select the tab orientation, under Tab Type, select the required option.

Modifying page layout - Styles

1. For more options to customize the page layout, in the Layout window, click Styles.

B Properties Seyles
AXE ——
Layoul Adjustments
Search title
@.
| Layout Background Style
[ i ol Usage & adoge EF Apphication Ma. B Automation & B merts & Logs Saecs Eahgraun ype
EEﬁ User Onboarding License Management @ Platfarm Con
2. Under Layout Adjustments, increase/decrease the Page Margin at the sides and the bottom.
3. To see the changes reflected on the page, click Save and then click Preview.
The Page Margin settings have been applied to the left, right, and bottom of the page.
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[ Note: Page margins are not applicable between individual widgets. j

4. Under Layout Background Style, to change the background, Select background type from the

available options.

o Pattern - Select the Pattern option to choose a pattern from the options displayed.

Search title

EEﬁ User Onboarding @ License Management
i T

o

—_—
{1 Orbasrding & UsapeaAdope. [ ApplcatonMa. @8 Autemation & B wensklogs

B Properties & Styles
-
Layout Background Soyle
Satact e e
L]
Choose
Classic
Mg
@ Platform Con v -
© SMTP server configur|
©F Proxy sens g

> Solid color - Select the Solid color option to choose a solid color either from the options displayed

or from the color picker.

Copyright © 2023 AppViewX, Inc. All Rights Reserved.

541



Service Catalog User Guide

Search title

@

{% Onbearding s Usagedadops.  [EY Application Ma Automaticn & B eris & Logs +

ﬁ User Onbeoarding License Management

& Styles

Layout Background Style

Salact b

groumd hypa

Search title

@

= Styles

Layout Background Style

Select background nps

Salect codor m

(3 Onbosding & Usgesadope.  [EF Appication Ma Mnoeationd .. | B Alers kLogs +

ﬁ% User Onbearding License Management

&

[

)

@ Platform Cor L Sald -
© SMIF server configunt
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o Upload image - Select the Upload image option to upload an image from your machine as the

background image.

& Sryles

Layout Background Style

Search title

8&5 User Onkbroarding E License Management @ Platform Con

(=] ware “m

manter

o Fropenies Sybes
Layout Background Style
Select background fype
, .
Search title
[
& Usage & Adopt [ appication Ma. B sutomation & B mensavogs Brede
-
E& User Onboarding E License Management % Platform Cor
=g

(0
Note: This feature is applicable only when the background type is selected as Solid color. ]
N

6. Under Background Size, to set the background color for the entire page, select Best Fit.

[ Note: This feature is applicable only when the background type is selected as Solid color. ]

Copyright © 2023 AppViewX, Inc. All Rights Reserved. 543



Service Catalog User Guide

7. Under Border section, you can customize the following:
o Border color - Select the border color from the color picker. The selected color is applied to the
page border.
o Border style - Select the border style from the options displayed in the dropdown.
o Border width - Select the width of the border at the top, right, bottom, and left of the page.

Wedget Box ihadtow T

E]%ﬁ User Onboarding License Management @ Platform Cor

EX =N
O M 1

8. Under Widget Box Shadow, to remove the shadow for all widgets on the page, turn off the Enable
Box Shadow toggle.
9. Under Widget Style, increase/decrease the curvature of the Widget corners.

_ Liryaut = 1
G g & vogesadep.  [EF Apphcaion B sommons. B vemblep ' S ywrm
i User Onboarding License Management Platform €
ey
Widpe? Backpround ©
Device Onboarding ADY Cursions Crvaraien £y |
Tl O A Ll
2 |T
I HH-H

10. Under Widget Background, to add a background pattern, select the Add Background Pattern

checkbox.
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11. Select a pattern from the options available.
The selected pattern is applied to all the widgets on the page.

B o 8 . — B awma ™ Hyles

4 User Onboarding License Management Platform €

Device Onboard ng A Darvion Crearviw

-

12. Select the Widget Border Color from the color picker = or the color palette.

Laysut X

4 User Onboarding License Management Platform{ = Soptes

Device Onboarding L Bt Db visr = -

-

13. Under Widget Background, select the Widget Background Color from the color picker = or the

color palette.
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Laysut X

Widget Soyle

Widget Meader

(g
Note: The Widget Background Color option is displayed only when the Add Background

Pattern checkbox is not selected.

N

a
-

14. Under the Widget Background section, select the Widget Border Color from the color picker = or
the color palette.
15. Under the Widget Header section, the following options are available:

o Header Text Color - Select the Header Text Color from the color picker = or the color palette.

o Header Text Size - Select the Header Text Size from the available options.

o Header Text Underline - Select the Header Text Underline checkbox to underline the Header
Text.
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. M
Note: Widget Header style changes are applicable to only those widgets that have a widget

header.
. J

16. Under the Widget Description section, the following options are available:
o Description Text Color - Select the Description Text Color from the color picker = or the color
palette.
o Description Text Size - Select the Description Text Size from the available options.
o Description Text Underline - Select the Description Text Underline checkbox to underline the

Header Text.
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o ™
Note: Widget Header style changes are applicable to only those widgets that have a widget

header.

N /

17. Under the Icon Style section, choose from the following available options:
> lcon Color - Select the Icon Color from the available options.
> lcon Background - Select the Icon Background from the available options.

> lcon Background Color - Select the Icon Background Color from the available options.

B Properties & Styles
Widger Description
= |1
HH
Search title
kon Style O
eoeoe®
on Background
{nf Onboarding & Usage & Adopt Br apphcaion e, @ Auvomation & B Aemskiogs -
Eﬁ User Onboarding E License Management @ Platferm Con
O View e informat O s i
o o e O y Sy Fipand
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Deleting a Catalog

You can delete the entire catalog in one go.

1. Form the Design section, open the page that is to be deleted.

2. Hover your mouse to the top right corner of the page and click E (Delete) icon.

User Onboarding License Management Matform Configuration

Device Onbaarding RS Bipripet Svaryirs

3. In the Confirmation pop-up window, click Yes.
The catalog is deleted.

! Important: This action cannot be undone.

Build

The Service Catalog allows you to build your custom page by using the Build component. You can simply
drag and drop components from this section to design a customized page.

1. Design a new page.
2. From the component panel on the left, click Build.

A list of Page elements is displayed.
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i) Untitled page v master
G| X
Build
AL
G Widgets
Reports
& Iff &
Workflow Branding Quick links
= >
Folders @
HTML Embed page
Inventory =] DD
Button Layout
Q
Search Widget Group

S @

Alert Grid
(|
Card

Form
= (=
Label Text Box

Options available and Description

Description

Allows you to toggle between a list view and grid view of the

components.
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Group ‘ Option ‘ Description
Search bar Allows you to search for a particular component.
Widgets

Branding Allows you to configure branding for your page.

Quick links Allows you to add a quick links widget to your page.

HTML Allows you to create your own HTML page within the Page.

Embed page Allows you to Embed a page into the Page.

Button Allows you to add buttons for redirecting to internal/external web
pages from the catalog.

Layout Allows you to arrange widgets within a layout.

Search widget |Allows you to add a search widget to the page.

Group Allows you to create groups for clubbing similar components/widgets
together in the Page.

Alert Allows you to add and view Visual Workflow Alerts in the Page.

Grid Allows you to add a Grid component to your Page.

Card Allows you to add a card component with option to add multiple
links, buttons and content.

Form

Label Allows you to add a Label to the form in your Page.

Text Box Allows you to add a Text Area to the form in your Page.

Password Allows you to add a Password field to the form in your Page.

Date Time Allows you to add a Date Time Picker field to the form in your Page.

Picker

Text Area Allows you to add a Multi-select Box to the form in your Page.

Radio Button | Allows you to add a Radio button to the form in your Page.

Checkbox Allows you to add a Checkbox to the form in your Page.

Select Box Allows you to add a Select Box to the form in your Page.
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Box

Description

Multi-select Allows you to add a Multi-select Box to the form in your Page.

Service Catalog User Guide

Form Button Allows you to add a Form Button to the form in your Page.

Download Allows you to add a Download field/link to the form in your Page.

File Upload Allows you to add a File Upload field to the form in your Page.

Script Editor Allows you to add a Script Editor to the form in your Page.

Tabular Allows you to add a tabular feature to the form in your Page.

Form Group Allows you to define a Form Group to your form in the Page.

Editor

Rich Text Allows you to add a text editor to the form in your Page.

» Widgets

Widgets

You can add different elements to your page in the form of widgets, configure them, and customize them

as per your requirement.

 Branding

* Quick links

* HTML

« Embed page

* Button (Action Widget)
» Layout
 Search widget
» Group

* Alert

* Grid

* Card
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Branding

You can add branding such as the company logo or any other header on your page using the Branding

component.

Welcome to AppViewX

« Configuring Branding - Properties

« Configuring Branding - Styles

Configuring Branding - Properties

1. From the Build component in the left menu, under the Widgets section, drag and drop the Branding

widget to any blue highlighted space on the canvas.

2. To configure the Branding widget, hover your mouse over the widget and click (Edit) icon.

4 o W

The Branding pop-up window opens with the Properties tab open by default.
3. In the Branding window, under Properties, enter or select the required fields.
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Branding X

B Properiies

Welcome to AppViewX

Field descriptions for Properties
Field ‘ Description

Widget Name Enter a suitable widget name. For example, AppViewX.

Upload Logo Upload the appropriate logo, if required.

Upload Background | Upload a suitable background.

Text Enter the text that will be displayed in the Branding widget, next to the logo.
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Configuring Branding - Styles

1. For more options to customize the widget, in the Branding window, click Styles.

Branding

|’ oy s T Styles

Welcome to AppViewX

Backgreund

Field descriptions for Styles

Option Description

Sizing Allows you to increase/decrease the height and width of the widget.

Background | The following options are available here:
» Background color: Allows you to select a background color for the branding

widget.

turn on the toggle.

« Set transparent background color: To set the background color as transparent,

Border The following options are available here:

» Border color: Allows you to select the border color.

dropdown.

» Border width: Allows you to adjust the width of the border.

» Border style: Allows you to select the border style from the options available in the

2. Click Save.

3. Drag and drop the background image and text to move it to any position within the widget and resize

the company logo.

4. To restore settings to default, click (Restore) icon.
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Quick links

You can add Quick links to your page for redirecting end users to specific features within AppViewX
(ADC, Certificates, Reports etc.) and outside AppViewX (Jira etc). Clicking on a Quick link within the

widget will redirect you to a new tab.

Service Catalog User Guide

« Configuring Quick links - Properties

« Adding a Workflow Quicklink

» Adding an Internal Quicklink

» Adding Other/External Quicklinks
 Configuring Quicklinks - Styles

« Editing and Deleting Quicklinks

Configuring Quick links - Properties

1. From the Build component in the left menu, under the Widgets section, drag and drop the Quick

links widget to any blue highlighted space on the page.

2. To configure the Quick links component, hover your mouse over the widget and click (Edit) icon.

Quick Links

Click edit to configure quick links

+a{;lai

The Quicklinks Widget pop-up window opens with the Properties tab open by default.

3. In the Quicklinks Widget window, under Properties, enter or select the required field information.
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[ re——

* DL
¢ Camlifiite

+ Bwwmal

Field descriptions for Properties

Field Description

Widget Provide a name for the Widget Header. For example: Quick Links.
Header
Selecticon | Select an icon for the Quick Links widget from the dropdown.
Add Links You can add three types of links here:
* Internal: Add an internal link from within AppViewX pages.
 Others: Add links to other pages within AppViewX or embed external cross origin
enabled pages.
» Workflow: Add a workflow link which redirects to the workflow execution page.
4. Click Save.

Adding a Workflow Quicklink

1. To add a link to redirect to the Workflow Request execution page for the selected workflow, under Add

links, click Workflow.

2. Enter the link Name and select the Workflow URL from the dropdown.
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Add links
Internal Others i Workflow |
Mame

Create Virtual Server

Workflow URL

DMS Infoblox A Record OOB

Create Virtual Server in F5 BIG-IP
LTM

Push aFlex scripts

S5l Aatnmatinn in S1R

Add to widget

3. To add this workflow URL to the Quick Links widget, click Add to Widget.
Clicking on the quick link will redirect to the workflow request execution page of the selected workflow.
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G LU D Gty

4. Once you have added the required workflow URLSs to the widget, click Save.

5. For more options to customize the widget, click here.

Adding an Internal Quicklink

1. To link an internal AppviewX page to the widget, under Add links, click Internal.

2. To select a link to be added to the widget, click + (Add) icon.
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Add links
Internal Others (i Workflow
Expand all
¥ General
* 55H
- Alert
Application alerts +
pp [
Certificate alerts Add Applu:a:m‘raler'.s 1o
55H alerts ' +
ADC alerts 4+
Syslog alerts +
» ADC
» WAF

3. To add selected links to the widget, click Save.
Clicking on the quick link will redirect to the selected page in a new tab.
4. For more options to customize Quicklinks, click here.

Adding Other/External Quicklinks

1. To embed an external link or a cross origin enabled page URL into the Quick link widget, under Add
links, click Others.
2. Enter the Name and URL for the link.
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Add links

Internal Others Workflow

Mame
Logging - ADC

URL

Add to widget

Save Cancel

3. To add this external link to your widget, click Add to Widget.

Clicking on the quick link will redirect to the configured external page.
4. For more options to customize Quicklinks, click here.

Configuring Quicklinks - Styles

1. For more options to customize the widget, in the Quicklinks Widget window, click Styles.

Widiget Destriphon
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Field descriptions for Styles

Field ‘ Description
Sizing Allows you to increase/decrease the height and width of the widget.
Widget The following options are available here:

Background | « Add Background Pattern: To add a background pattern to the widget, select the
Add Background Pattern checkbox and select a pattern from the available options.

» Widget Background Color: To add a background color to the widget, unselect the
Add Background Pattern checkbox and select the color from the color palette.

» Widget Border Color: Allows you to change the color of the widget border.

Widget The following options are available here:

Header » Header Text Color: Allows you to change the color of the header text.

» Header Text Size: Allows you to select the size of the header text.

» Header Text Underline: To underline the header text, select the Header Text
Underline checkbox.

Widget The following options are available here:

Description | « Description Text Color: Allows you to change the color of the label text.

« Description Text Size: Allows you to select the size of the label text.

» Description Text Underline: To underline the description text, select the
Description Text Underline checkbox.

Icon Style | The following options are available here:

« Icon Color - Select the Icon Color from the available options.

« Icon Background - Select the Icon Background from the available options.

* Icon Background Color - Select the Icon Background Color from the available

options.

2. To save your settings, click Save.

3. To restore the settings to default, click (Restore) icon.

Editing and Deleting Quicklinks

You can edit individual quick links to change the name displayed on the widget, add help text to quick
links, and also delete quick links from the widget.
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#

—~ Alerts
O Application alerts
QO ADC alerts

Q Syslog alerts

+ B 7 & W

2. Enter the Alias name in the quick link pop-up window.

Application alerts

— Alerts
O Application alert Alias name
Application alerts
O ADI
Help info
Q
Help text

3. To edit the Workflow quick link, click (Edit) icon.

4. In the workflow quick link pop-up window, edit the workflow name and select a different workflow URL

from the dropdown list.
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Create VIP with ITSM ntegration
Workflow
O Create VIP wit T Mame
Create VIP with IT3M Integration
' & Virtual Server
Workflow URL
O

DS Infoblox A Record OOB &]

Create Virtual Server in FS -

5. To display the help text when you hover your mouse over a quick link, select the Help info checkbox
and add the text to be displayed.

Logging - ADC

Logging
ADIC Logging - ADC
O virne - Audit URL
O
Help info
Help text

6. Click Save.

7. To delete a quick link, click (Delete) icon and click Ok in the Confirmation window.
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+ B 7 T
=1 Alerts
O Application alerts @
O ADC alerts
O Syslog alerts

8. To rearrange the order in which the quick links are displayed in the widget, hold and drag the quick link
where required.

#

| + B /0B
= Alerts

k&

O Application alerts

O Syslog alerts

9. To make a copy of a quick link, click (Clone) icon.

HTML

You can design customized HTML pages based on specific user needs.

* Create customized HTML page using HTML5 syntax

» Add third party web plugins

» Add own style components and interactive functionalities using CSS and JS
» Use Hooks to design custom HTML pages.
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master

Device form

B5 )
Folders Device name
Inventory
IP address
P address
Port
9000 >

Please select your protocol to communicate

HTTP HTTPS FTP

Choose users to have access

ADMIN Role 1 Role 2

 Configuring HTML Widget - Properties

« Creating custom HTML pages using plugins
* Creating custom HTML pages using sample HTML script
« Creating custom HTML pages using Hook Inventory

 Configuring HTML Widget - Styles
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Configuring HTML Widget - Properties

1. From the Build component in the left menu, under the Widgets section, drag and drop the HTML
widget to any blue highlighted space on the page.

2. To configure/edit the HTML widget, hover your mouse over the widget and click (Edit) icon.

+ B/ O W
¥

Edit
Build with HTML, CSS and Javascript

Create your own HTML widgets from scratch.

The Html widget pop-up window opens with the Properties tab open by default. You can now create
HTML pages using:

* Third-party Plugins

* Prebuilt Samples

» Hooks.

Creating custom HTML pages using plugins

You have the option of adding third party web plugins to the HTML widget. The following plugins are
supported natively:

* jQuery
» Bootstrap.

To add plugins to your HTML page:
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1. In the HTML widget window, under Properties, click Add plugins.

Html widget X

== Properties Eh Styles

= 1DOCTYPE hitml=

< lang="en"=

355 = "contailner- fluid™s

=h/=Bulld with HTML, C55 and Javascript</
«p=Create your own HTHL widgets from scratch.<fp=

2. Select the library from the available options. For example, Bootstrap.
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Html widget »
E= Properties % Styles
HTML C55 I5

Plugins |

Lang: "en™s
charset-"UTF-8"= jQUE"I"'_-,’
=HTHL widget«=[

Bootstrap
Llass- "container- fluid®=

wild with HTHL, C55 and Javascripts=/ =
ecate your own HTHL widgets from scratch.«<f =

+
3. To add the selected plugin, click (Add) icon.
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Html widget

EE Properties oo Styles

Plugins

charset-"UTF-8"»
=HTHL widget</

class-"container-fluid"=

Bulld with HTHL, C55 and Javascript<// =
reate your own HTHL widgets from scratch.<f =

4. To see the available design templates, click Bootstrap.
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Html widget

E® Properties &b Styles

HTML 55 5

< |DOCTYPE himls P|Ugih5

< Lang="&n"»

charsat="UTF-8"»
=HTHL widget«/

class=-"container-fluid"=

< =Bulld with HTML, CSS and Javascript<fh =
< wCreate your own HTAL widgets from scratch. </ =

The Bootstrap library opens in a new tab. You can customize any of their available templates for your

HTML page.
5. To save your selection, click Save.

Creating custom HTML pages using sample HTML script

You can also create an HTML widget in your Page using prebuilt HTML scripts provided within the Page

Builder.

To create a HTML page using sample script:
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Html widget

E= Properties & Styles

HTML C55 15

= |DOCTYPE html=

< lang="en"=

charset="UTF-8"»

=HTHL widget=/

class="container-fFluld"=

<hZ=Build with HTHL, €55 and Javascriptefho=
=p=Create your own HTML widgets from scratch.=[fp=

A list of HTML Samples is displayed on the left side of the screen.

2. To see the details of a sample script, in the HTML Samples window, click View next to the sample

script you wish to view. For example, Basic form.
The details of the sample script as displayed in the same window.
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HTML Samples » S X

¢ Back to view HTML samples B> View

HTML 55 I5

rA-group”s
select your protocol to communicates=/

3. To see a preview of the selected HTML page, click View Output.
The selected HTML page is displayed in the HTML Samples window.
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HTML Samples E I

{ Back to view HTML samples

Device form

Device name

Device name

IP address
IP address
Port

9000 h

Please select your protocol to communicate

O HTTP O HTTPS O FTP

4. To use this script to build the HTML page, click Use Sample.
The selected sample script is displayed in the HtmI| widget window.

Copyright © 2023 AppViewX, Inc. All Rights Reserved. 574



Service Catalog User Guide

b5 and Javascript

Device form Spe———

5. To save your selection, click Save.

Creating custom HTML pages using Hook Inventory

You can fetch information from a data source using Hooks. There is a provision to select pre existing

hooks or create new hooks in the Hooks Inventory and use them to build customized HTML pages.

To use Hooks for building an HTML page:
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1. In the Html widget window, under Properties, click Create/View Hook.

Html widget %
£ Properties b Styles
HTML CsS J5

= |DOCTYPE himl=

< lang="en"=

charset=-"UTF-8"=

=HTHL widget=[

"contatner- fluid”=

<hZ=Build with HTML, CSS and Javascript</ho»
z=Create your own HTHL widgets from scratch.«fp=

The Hooks Inventory opens in a new tab.

[ Note: For more information on Hooks, refer to the Automation User Guide. ]

2. To build your customized HTML page, you can either use a preexisting hook from the Hook Inventory
or create a new hook.
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For example, Table using hooks created using Get all usergroups hook.

Hemil widget ®

" B Propgartied

Marmie Statie

admin usergroup A

Externallisa: A

Configuring HTML Widget - Styles

1. For more options to customize the HTML widget, in the HTML widget window, click Styles.

L Lrytat
N\/X -
#
Device form
Dervice ramer
P scldemin
Fort
Pleae select your profocol 10 commenicate
e =N
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Field descriptions for Styles

Field ‘ Description
Sizing Allows you to increase/decrease font Size of the field name.
Background Allows you to define the Background color for the HTML widget.
Border Allows you to define the

» Border color - Select the color of the HTML widget's border.

» Border style - Select the border style for the HTML widget from the options
available in the dropdown.

» Border width - Select the thickness of the HTML widget’s border.

2. To save your settings, click Save.

3. To restore the settings under Styles to default, click (Restore) icon.

Embed page

You can embed an entire web page inside a single widget in your service catalogs.

For example, embed a Kibana visualization dashboard.

= B vicacd  [Logs) Web Traific

- i T m

[Laaga] Wisnrs vy O
Sample Logs Data Brercn Comtry

This dashbogerd oonbains. \
sample data for you Lo play ' .
weith, Yiou can view i, ssarch 800 -

I, @ng inDgsrgeCt Wath ey J

wisualizations. For mone

nformation about Kibana, By

chii our JooE h

Liriigpun Wisiors

fiogre] Bartmarrin Coades e Tore o herirlaleoes TLogr] U Winern v dws ag Bt

| 0 L faas |

For example, embed a Grafana visualization dashboard.
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BE Gratana Play Home <
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« Embedding a page - Properties
« Embedding an Internal page
« Embedding an External Page

« Embedding a Page - Styles

Embedding a page - Properties

You can either choose from a predefined list of internal pages or embed an external page into the widget.

Cross domain data exchange must be possible to embed an external page into your catalog.

To embed a page:

1. From the Build component in the left menu, under the Widgets section, drag and drop the Embed

page widget to any blue highlighted space on the page.

2. Hover your mouse over the widget and click (Edit) icon.
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Click edit to embed page

The Embed widget pop-up window opens with the Properties tab open by default.

3. In the Embed widget window, under Properties, enter or select the required field information.

Field descriptions for Properties

Field

Widget Header

Enter a suitable widget header

Description

Embed Page/URL

You have two options for embedding a page in the widget:

« Internal: Add an internal link from within AppViewX pages.

» External: Users can embed cross origin enabled pages here.

4. Click Save.

Copyright © 2023 AppViewX, Inc. All Rights Reserved.

580



Service Catalog User Guide

Embedding an Internal page

1. In the Embed widget window, under Internal, select an option from the drop down list. For example,
Dashboard - ADC.

Erfilspdl widpet

B Prageite

2. To embed this page, click Save.

The selected page is embedded and displayed in your service catalog.

Canifate

v Tiees slamp =] Event Iype
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Embedding an External Page

1. In the Embed widget window, under Properties, click Others.

[Embsed wiiger =
| Prapeinies

2. Enter the URL of the page that is to be embedded.

3. To embed the page, click Save.
The page is embedded in your service catalog.

P Preview « Publish & Share 1

Untitled page

Build Embed page

Accept All Cookies

By using this website you agree to our use of cookies. Read AppViewX's
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Embedding a Page - Styles

1. For more options to customize the Embed widget, in the Embed widget window, click Styles.

Embed widget

== Properties @ Styles

Sizing

Height 600 Width | 100

By using this website you agree to our use of cookies. Read AppViewX's

m Cencel

2. Under Sizing, you can increase/decrease the size of the widget.

3. To save your settings, click Save.

4. To restore the settings under Styles to default, click (Restore) icon.

Button (Action Widget)

You can add buttons to your service catalog to trigger specific “call to action”.

[

E' Client Certificate @ Roles Imoentony

'ﬁ Pueh Action

ADE Puei ared Bind Cerlfere At

- Configuring the Button/Action Widget - Properties
» Adding an Internal Action Widget Link
 Adding an External Action Widget Link
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» Adding a Workflow Link to the Action Widget
« Configuring the Button/Action Widget - Styles

Configuring the Button/Action Widget - Properties

1. From the Build component in the left menu, under the Widgets section, drag and drop the Button
widget to any blue highlighted space on the page.

2. To configure the button/action widget, hover your mouse over the widget and click (Edit) icon.

) Action Widget cdit |

Lescription

Button Text

The Button pop-up window opens.
3. In the Button pop-up window, under Properties, enter or select the required fields.

@ Chient Certificate t-i Roles inventory

-ﬁ- Push Action

derifinie

Field descriptions for Properties

Description

Widget Allows you to enter the widget header name.
Header
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Field ‘ Description

Selecticon | Allows you to select the icon for the widget from the options available in the

dropdown.

Description | Allows you to add a description for the action widget.

Button text | Allows you to add the text that is displayed on the button.

Add links Allows you to add links to the action widget. The following options are available here:

« Internal: Add an internal from within AppViewX pages.

» Others: Add links to other pages within AppViewX or embed external cross origin
enabled pages.

» Workflow: Add a workflow link which redirects to the workflow execution page.

4. Click Save.
Adding an Internal Action Widget Link

1. To link an internal AppviewX page to the action widget, under Add links, click Internal.

2. Select the required internal link from the list.
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Add links

Internal Others Workflow

Expand all
* Firewall

=~ Certificate

Server Certificate (Control center)
Client Certificate (Control center)

Code signing certificate (Control
center)

Server Certificate (Dashboard)
@ Client Certificate (Dashboard)
¥ Collection

* Reports

3. Click Save.
Clicking on the button will redirect to the selected link in a new tab.

4. For more options to customize the Action widget, click here.

Adding an External Action Widget Link

1. To embed an external link or a cross origin enabled page URL into the Action widget, under Add links,
click Others.
2. Enter the Name and URL for the link.
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Add links

Internal Others i Workflow

URL

m
3. Click Save.

Clicking on the button will redirect to the page as per the configured URL.
4. For more options to customize Action widget, click here.

Adding a Workflow Link to the Action Widget

1. To add a link to redirect to the Workflow Request execution page for the selected workflow, under Add
links, click Workflow.
2. Enter the link Name and select the Workflow URL from the dropdown.
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Add links

Internal Others i Workflow

Workflow URL

3. Once you have selected the required workflow URL to the action widget, click Save.

Clicking on the button will redirect to the workflow request execution page for the configured workflow
URL.

4. For more options to customize Action widget, click here.

Configuring the Button/Action Widget - Styles

1. For more options to customize the action widget, in the Button window, click Styles.

m Stwben
'E-'-' Chent Certificate % Roles Inventory E
Haiwg
& push Action =
¥ |
Bl Cortilficans vien
= |7
1 HH
[ son J coa |
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Field descriptions for Styles

Option ‘ Description
Sizing Allows you to increase/decrease the width of the action widget.
Widget

The following options are available here:
Background Wing opt val

« Add Background Pattern: To add a background pattern to the widget, select the
Add Background Pattern checkbox and select a pattern from the available options.

» Widget Background Color: To add a background color to the widget, unselect the
Add Background Pattern checkbox and select the color from the color palette.

» Widget Border Color: Allows you to change the color of the widget border.

Widget
Header The following options are available here:

» Header Text Color: Allows you to change the color of the header text.

» Header Text Size: Allows you to select the size of the header text.

» Header Text Underline: To underline the header text, select the Header Text

Underline checkbox.
Widget
Description The following options are available here:

» Description text Color: Allows you to change the color of the label text.

+ Description Text Size: Allows you to select the size of the label text.

+ Description Text Underline: To underline the description text, select the
Description Text Underline checkbox.

Widget
Type Allows you to enable/disable the button in the action widget.

+ To enable the button select the Enable button checkbox.

« To disable the button, deselect the Enable button checkbox. The action widget is
displayed in a card view. Click on the widget to redirect to the page that is linked to
the widget.

Button
Background This feature is available only when the button is enabled. The following options are

available here:

» Button Corners: Allows you to define the curvature of the button corners. The
higher the number, the corners will be curved more.

» Button Alignment: Allows you to define the placement of the button in the action
widget - left, center, and right.
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Description

» Widget Background Color: Allows you to select the background color of the widget

from the color palette.
» Widget Border Color: Allows you to select the color of the widget border from the

color palette.

Button Text

This feature is available only when the button is enabled. The following options are
available here:
« Button Text Alignment: Allows you to define the placement of the button text inside

the button - left, center, and right.
» Button Text color: Allows you to select the button text color from the color palette.

« Text Size: Allows you to select the size of the text displayed on the button.

Icon Style

The following options are available here:

« Icon Color - Select the Icon Color from the available options.

« Icon Background - Select the Icon Background from the available options.
 Ilcon Background Color - Select the Icon Background Color from the available

options.

2. To save your settings, click Save.

3. To restore the settings under Styles to default, click (Restore) icon.

Layout

You can customize the layout of your service catalog(s) in the following ways:

» Separate a row into two columns at a time

* Insert more layouts within a layout for additional columns.
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 Adding a Layout component

 Configuring the Layout component

Adding a Layout component

To insert a Layout component to your page:

1. Drag and drop the Layout component to any blue highlighted space on the page.

2. Drag and drop one or more component(s) into this Layout widget as per your requirement.

i & ® Device Onboarding
Branding Chubck limis
o a
HTL Ernhed guags
= m
B ayo
Q &
garch Group
i} L]
Alert nCes
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Configuring the Layout component

1. To configure/edit the Layout component, hover your mouse over the widget and click (Edit) icon.

00
®

The Row pop-up window opens with the Styles tab.

w B ‘:hﬂ a
: i -
O St e e -
EN KN
Field descriptions for Styles
Option ‘ Description
Background | Allows you to define the Background color for the Layout widget.
Border

Allows you to define the

» Border color - Select the color of the layout border.

» Border style - Select the border style for the layout section from the options
available in the dropdown.

» Border width - Select the thickness of the layout border.

2. To save your settings, click Save.
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Device Onboarding ADC Settings

3. To restore the settings under Styles to default, click (Restore) icon.

Search widget

You can add a search widget to your service catalog to search for applications, security services and
certificates based on RBAC. The search widget can be customized based on infra and hierarchy view.

Adding a search widget saves time by redirecting to the search results page on the same page.

For example, search for certificates by typing *. in the search field to get a list of all server certificates.

Search title

Hierarchy view Infra view (® Server certificates A

Eraap " w - - X w

Comrarids Mt Sl Pyurmbas Svtorrdry e Sroap ThhH (OPeTr Mot ke 1% GMT) St Cornificms Auchadity Dewcs Na
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« Configuring the Search Widget - Properties

« Editing a search widget

* Deleting a single search widget

« Configuring the Search Widget - Styles

Configuring the Search Widget - Properties

1. From the Build component in the left menu, under the Widgets section, drag and drop the Search

widget to any blue highlighted space on the page.

2. To configure/edit the Search Widget component, hover your mouse over the widget and click
(Edit) icon.

Search title

s ™
o Tip: To configure/edit the Search Widget component, you can also click Add Search in the

Search widget.
N /

The Search widget window opens with the Properties tab open by default.
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Search title

S ara® veed ol
W Prapartin
B I A

3. In the Search widget window, under Properties, enter or select the required field information.

The following table describes the various fields in this tab:

Field descriptions for Properties

Field ‘ Description
Widget title | Provide a suitable title for the Search widget.
Note: You have the option to set the font size, color, and thickness in the
Widget title editor box.
Description | Allows you to add a Description for the search widget.
Configure | Select the search parameters that would appear in the search widget by checking the
Widget box.
Note: You have the option to edit the search widgets, add descriptions and
tooltips by clicking 4 (Edit) icon. For more information, click here.
Widget Choose a widget layout from the available options.
Layout
4. Click Save.
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Editing a search widget

To edit a specific search widget:

1. In the Search widget window, under Properties, click 4 (Edit) icon next to the widget to be edited.

Search widget *

E= Properties b Styles

Configure Widget

B Hierarchy view &

i Infra view

S G

Server certificates
Client certificates

Device Inventory

A N VY

Firewal

2. Enter all the field information.
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b Styles

MName

Infra view

Search prompt

Help info

and get the in
details

Configure Widget

Search for application

Search for Application to monitor
frastructure level

A Y YR N

Field descriptions for Properties

Field

Name

Description

Allows you to change the name of the search widget.

Service Catalog User Guide

Search
prompt

Allow you to add a search prompt in the search bar when a particular search widget

is selected.

Help info

Allows you to add a help text to the search widget.

3. Click Save.

The search prompt and help info is updated in the search widget.
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Application Search
)

Hierarchy view ® Infra viewd ]
Saarch for Applicaticn to monitor and get the infrastructure level details

- ™
Note: You can also edit the search widget, by hovering your mouse over the search widget

and clicking ¢ (Edit) icon.
_ Y

Application Search

® Hierarchy view Invfra vif B4t

Deleting a single search widget

1. Hover your mouse over the search widget to be deleted.

2. Click E (Delete) icon.
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Application Search
A}

® Hierarchy view nfra view Device Inventory | Delete

The selected search widget is deleted.

Application Search

@ Hierarchy view Infra view
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Configuring the Search Widget - Styles

1. For more options to customize the Search Widget, in the Search Widget window, click Styles.

Search widget "

" [

2. Under Sizing, you can increase/decrease the height and width of the search widget.

3. To save your settings, click Save.

4. To restore the settings under Styles to default, click (Restore) icon.

Group

Service catalogs can be customized for logical grouping of multiple page components. You can club
together related widgets such as workflow catalogs or reports and arrange them under one group for easy

access and visibility.
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« Configuring the Group widget - Properties

« Configuring the Group widget - Styles

Configuring the Group widget - Properties

1. From the Build component in the left menu, under the Widgets section, drag and drop the Group

widget to any blue highlighted space on the page.

2. Drag and drop related widgets into this Group component to view them all in one place.

G AN

3. To configure/edit the Group component, click (Edit) icon.
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(@7
A
PS5 RGP A5
The Group pop-up window opens with the Properties tab open by default.
Group »
B Prope T

4. In the Group window, under Properties, you can change the Group name.
5. Click Save.
6. To configure individual widgets within the group, hover your mouse over the specific widget and click

(Edit) icon.

Copyright © 2023 AppViewX, Inc. All Rights Reserved. 602



Service Catalog User Guide

Configuring the Group widget - Styles

1. For more options to customize the Group component, in the Group window, click Styles.

13 HG-IF LS

P BG-1F T

F3 BG-IF Syvtem

Grsip =

] L Styles

Binch grinanad

Field descriptions for Styles

Option ‘ Description

Weight The Weight dropdown list lets you set the font thickness of the field label using one of
the following values:
* Default
* Light
* Normal
* Thick.

Size Allows you to increase/decrease font Size of the field name.

Line height |Allows you to increase/decrease the Line height of the field. This means the space
between the field and the field border.

Color Allows you to define the Color of the field label.

Align Allows you to Align the field label to the left, center or right side of the field.

Background [ Allows you to define the Background color for the HTML widget.
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Option ‘ Description

Border Allows you to define the
» Border color - Select the color of the layout border.

» Border style - Select the border style for the layout section from the options
available in the dropdown.

« Border width - Select the thickness of the layout border.

2. To save your settings, click Save.

3. To restore the settings under Styles to default, click (Restore) icon.

Alert

You can add automation and self-service request alerts to your customized service catalogs. This widget
displays the status of workflow requests - total requests, open, closed and failed.

 Configuring the Alert widget - Properties
« Configuring the Alert widget - Styles

Configuring the Alert widget - Properties

1. From the Build component in the left menu, under the Widgets section, drag and drop the Alert
widget to any blue highlighted space on the page.

2. To configure/edit the Alert widget, hover your mouse over the widget and click (Edit) icon.

+ B Z 0w
g Visual workflow alerts .y =
Edit

| 159 0

| 157 | 1
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The Alert widget window opens with the Properties tab open by default.

3. In the Alert window, under the Properties tab, enter or select the required field information.

Aler S

B PI it

.
Ly
o
=l
Field descriptions for Properties
Field Description
Widget header Allows you to rename the widget header.
Alert Type Allows you to select the Alert Type from the options available in the dropdown.
Select Widget Allows you to switch between Card View and Block View.
Type
Select Widget Allows you to select an icon for the widget from the options available in the
Icon dropdown.
Description Allows you to add a description for the widget.
4. Click Save.
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Configuring the Alert widget - Styles

1. For more options to customize the Alert widget, in the Alert window, click Styles.

" Baybes
[
2
| 6
= Il
*
Z |1
HH
El

Field descriptions for Styles

Field Description

Sizing Allows you to increase/decrease the height and width of the widget.
Widget The following options are available here:
Background | « Add Background Pattern: To add a background pattern to the widget, select the
Add Background Pattern checkbox and select a pattern from the available options.
» Widget Background Color: To add a background color to the widget, deselect the
Add Background Pattern checkbox and select the color from the color palette.
* Widget Border Color: Allows you to change the color of the widget border.
Widget The following options are available here:
Header » Header Text Color: Allows you to change the color of the header text.
» Header Text Size: Allows you to select the size of the header text.
» Header Text Underline: To underline the header text, select the Header Text
Underline checkbox.
Widget The following options are available here:
Description | « Label text Color: Allows you to change the color of the label text.
» Label Text Size: Allows you to select the size of the label text.
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2. To save your settings, click Save.

3. To restore the settings under Styles to default, click (Restore) icon.

Grid

You can add a Grid to your service catalog. This widget allows you to display data in a standard layout

with rows and columns.

[ ]

« Configuring the Grid - Properties
 Configuring Columns in the Grid

« Configuring the Grid - Styles

Configuring the Grid - Properties

1. From the Build component in the left menu, under the Widgets section, drag and drop the Grid widget

to any blue highlighted space on the page.

2. To configure the Grid, hover your mouse over the field and click (Edit) icon.
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E! Grid

Columnl

+ B S 0w

0 Records
Column2

Mo Records Found

The Grid pop-up window opens with the Properties tab open by default.

3. In the Grid window, under Properties, enter or select the required field information.

Grid *®
| I Propaities
B8 «
=~
Colamn ol

[ o]
Lo}

Columns Preferences

EN =T
Field descriptions for Properties
Field Description

Widget header

Allows you to rename the widget header.

Select icon Allows you to select an icon for the widget from the options available in the
dropdown.
Description Allows you to add a description for the widget.
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‘ Description

Allows you to enable/disable the following:

» Search:Turn off the toggle for Search if you don’t want the Search bar
to be displayed in the grid. Enabling the Search bar allows you to quickly
search for a particular item in the grid.

» Pagination: Turn on the toggle for Pagination to display the number of
records that can be viewed on a page. Enabling Pagination allows a page
with high volumes of data to load faster.

» Actions: Turn off the Actions toggle if you don’t want the Action buttons
to be displayed in the grid. Enabling action buttons such as Add, Edit,

and Delete allows you to quickly perform these actions and modify the
grid.

Hooks

Allows you to assign an appropriate hook for this field.

* Select a hook that is relevant to the form field.

» Hooks can be either Script or REST API.

» Hooks are used to fetch details against a specific form field from the

device and/or database and map them to the respective field on the user
interface.

Note: For more information on Adding Hooks to Form Fields, click
here.

Column Preferences

Allows you to configure the columns in the grid.

4. Click Save.
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Configuring Columns in the Grid

1. In the Grid window, under Properties, assign a hook by selecting an option from the dropdown. For
example, Import the Get all roles hook.

Grid x
| Properties Sty
E! Grid
L8]
Columnl . e y* n
i+ -
T Hooks
Columns Preferences
Columnl @ S8
Columnl L N
El =
(g
Note: For more information on Adding Hooks to Form Fields, click here.
N

2. Under Columns Preferences, to change the name of the first column, click f (Edit) icon

3. Type the name of the column as required and click v

Columns Preferences

Columns
Name b @7 WV
state ® 7 W v

+ ADD A NEW COLUMN

4. To configure the Column Type, click hd (Dropdown) icon.
The following options are available:
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« Plaintext: Select this option to display the column items as plain text.

« Link: Select this option to add links to each column item.
« Actions: Select this option to add actions such as Download or Delete to the columns.

5. To configure links for the column items, under Column Type, click Link.

The Link Configuration option is displayed.

Column Type
Plaintext & Link Actions

Link Configuration

l¢

k Text Color

Text Underline

@ nternal External

/app#

6. Select the color for the Link Text.

Link Configuration

Text (

Your Color Palette

State ® /7§ v
2 . e © =
+ ADD A NEW COLUMM 4 172 236
R G B =

7. Select the Text Underline checkbox to underline the link text.
8. Select the type of link to be assigned to the column fields. For example, Internal.
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Column Type
Plaintext @ Link Actions
Link Configuration
Link Text Colo - T | Example for Internal Link:
— Role/{{id}}/modify/information

fext Undertine Example for External Link:

® Internal External http | https:/footoecxoocoocport/{{id}}
http | https://subdomain.tenent-url.com/{{id}}
lapp# 3ole %

9. Clicking on any role under the Name column, will redirect to the linked page.

Role >

Information Authorized functions

* Name  Application Manager-ADC

Description  Responsible for managing technical aspects of one or more
major LOB applications.

m ‘ cance

10. To configure an action for a column, under Column Type, click Actions.

The Action Configuration option is displayed.
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Name ® 7 W v
State @7 W v
Actions ® 7 5 A~
Llid

Column3

Column Type

Plaintext Link

Action Configuration

It

¢

I
- B H

Action + Add Action

11. Select the Action Background Color.
12. Select the Action Border Color.
13. Select the Action Text Color.

&£
14. To add an action for the column field, hover your mouse over Action and click (Edit) icon.
More fields to add the action are displayed as shown.

‘ + Add Action

Action labe

e ® Download Others

Action T !

E ‘ CJ r.ll:CIl
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15. Enter the Action label. For example: Download.
16. Select the Action Type as Download or Others. For example, select Download to download the list of
roles to your machine as a .csv file.

17. Select the hook to be assigned to the action. For example: Role Download.

[ Note: For more information on Adding Hooks to Form Fields, click here. j

18. Click Save.

The configured action is added to the grid.

(g
Note: You can also add actions to the grid by turning on the Actions toggle under Grid
Universal Controls.
N
[ & "
[ =]
[ &
Ketign Condiguration
Columing Preder enies
M Lo o
iniw Le]
| s [ oo |

19. To add more actions to the grid, under Action Configuration, click Add Action.

P
20. For options on configuring this action, hover your mouse over the action and click ~  (Edit) icon.
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Column Type

Flaintext Link & Actions

Action Configuration

I¢

T

L 1 It
Action Text Color -
=R 4
Download Action2 + Add Action

21. To delete this action, hover your mouse over the action and click o (Delete) icon.

Configuring the Grid - Styles

1. For more options to customize the Grid component, in the Grid window, click Styles.

Grid .
| Properties s Styles

B one -

L] - State - Actioa
Widget Background

=[]
<. on L
'-‘.'u‘.,.‘:et Header
A A =T
HHH
ditor Ces
'Y A
Tabular Header S'.',' e
—

Field descriptions for Styles

Description

Sizing Allows you to increase/decrease the height and width of the widget.
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Field ‘ Description

Widget The following options are available here:

Background | « Add Background Pattern: To add a background pattern to the widget, select the
Add Background Pattern checkbox and select a pattern from the available options.

» Widget Background Color: To add a background color to the widget, deselect the
Add Background Pattern checkbox and select the color from the color palette.

» Widget Border Color: Allows you to change the color of the widget border.

Widget The following options are available here:

Header » Header Text Color: Allows you to change the color of the header text.

» Header Text Size: Allows you to select the size of the header text.

» Header Text Underline: To underline the header text, select the Header Text

Underline checkbox.

Tabular The following options are available here:
Header » Header Background Color - Select the background color for the header from the
Style available options.

» Header Text Color - Select the header text color from the available options.
» Header Text Size - Select the header text size from the available options.
» Header Text Alignment - Select the header alignment as left, right or centre.

Tabular The following options are available here:

Row Style * Row Background Color - Select the background color for the row from the
available options.

* Row Color - Select the row color from the available options.

* Row Text Size - Select the row text size from the available options.

* Row Text Alignment - Select the row alignment as left, right or centre.

Icon Style [ The following options are available here:

« Icon Color - Select the Icon Color from the available options.

 Ilcon Background - Select the Icon Background from the available options.

« Icon Background Color - Select the Icon Background Color from the available

options.

2. To save your settings, click Save.

3. To restore the settings under Styles to default, click (Restore) icon.
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Card

You can add a Card component to your service catalog. This widget allows you to add multiple links,

buttons, and content.

Setup

Cloud Connector

Enable connectivity to the Enterprise Network

Setup Cloud Connector  ® Tour B} Guide
Download Cloud Connector OVA

AppViewX Windows Gateway

Required for Microsoft CA & IS Server integration

Download Windows Gateway s Guide

- Configuring the Card - Properties

 Configuring Rich Text Editor in the Card Widget
« Configuring Lists in the Card Widget
 Configuring a Button in the Card Widget

« Configuring Grouping in the Card Widget
 Configuring Images in the Card Widget

« Configuring the Card - Styles
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Configuring the Card - Properties

1. From the Build component in the left menu, under the Widgets section, drag and drop the Card

widget to any blue highlighted space on the page.

2. To configure the Card widget, hover your mouse over the widget and click (Edit) icon.

Gl card

The Card pop-up window opens with the Properties tab open by default.
3. In the Card widget window, under Properties, enter or select the required field information.

Card X - Ll
== Properties @ Styles
Q Card Widget Name H ®
Card
Select 0 e =
Accordion
=1}
Description
Description
Options
List Rich Text Editor Button Group Image
Please click any options to add row.
=
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Field descriptions for Properties

Field Description
Widget Name | Allows you to enter the name for the card widget. Styling options available for the
Widget name are:
. E:I - Allows you to align the widget name to the left, right, center of the widget.
Select icon H e =
Align X
= = =
« @ ¥ _pliows you to show or hide the widget name.
Select icon Allows you to select an icon for the widget. Styling options available for the icon
are:
. E:I - Allows you to align the icon to the left, right, or adjacent to the widget
name.
Select icon H o =
Align X
= = =
« @) pllows you to show or hide the icon.
Accordion * Turn this toggle on or off to hide or show large volumes of content in the card
widget.
- Turning the toggle on displays options to select icons to Expand and Collapse the
content in the card widget.
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Field ‘ Description
* Click E:I to align the Expand and Collapse icons to the left or right of the widget.
Accordi
ccordion E]
D
Expand Icon + v
Collapse Icon
e
Description \
Description @ —l— e o
- O = -
Description Allows you to add a description for the card widget.
Options Allows you to add the following components to the card widget:
e List
* Rich Text Editor
« Button
» Group
* Image.
4. Click Save.
Configuring Rich Text Editor in the Card Widget
1. In the Card window, in the Properties tab, under Options, click Rich Text Editor.
The List row is displayed.
Options
List Rich Text Editor Button Group Image
RichTextEditor-R1 H W © +

2. To expand the row and add a Rich Text Editor, click + (Add) icon.
The Rich Text Editor is displayed.
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RichTextEditor-R1 H w ® —
B /7 U & {} x Xz Normal ¥ T.¥ Font v

5= 1S = = =] =] |2 | © &

(g

Note: For more information on the Rich Text Editor, click here.

.

3. To hide the Rich Text Editor, click © (View) icon. To display it again click b (Hide) icon.

4. To delete the Rich Text Editor, click @ (Delete) icon.
5. To define the padding, margins, background color, and font size for the Rich Text Editor within the

H]

card, click (Layout) icon.

RichTextEditor-R1 %I W e -
Padding 5
Os s Os |05
Margin 5
O s s Os |Os
Background
[ ] #fofafa

6. Once you have configured all the settings, click Save.

Configuring Lists in the Card Widget

1. In the Card window, in the Properties tab, under Options, click List.

The List row is displayed.
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Options

List Rich Text Editor Button Group Image

List-R1 H] @ +

2. To expand the row and add a list, click + (Add) icon.

A new row is displayed with the default name as Listl. You can rename this by typing over the existing
name.

£
3. In the List1 row, to configure the list, click o (Settings) icon.

The following options are displayed as shown in the screenshot below.
* Prefix Icon

« Info Icon

« Suffix Icon

« Add link.

List1 @}
Prefix lcon A O w
Info Icon |:| HIFFFF T A v
Suffix lcon A v
Add link
Add List
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Options descriptions

Option ‘ Description
Prefix lcon - To add a prefix icon next to the list name, click * and select the required icon
from the options available.
» To increase or decrease the size of the prefix icon, click A and set the icon size.
Info Icon « To add an Info icon next to the list name, click ¥ and select the required icon
from the options available.
» To increase or decrease the size of the Info icon, click A and set the icon size.
* To select a color for the info icon, click the color picker box and select the required
color.
List1 & w
Prefix Icon A R v
Info lcon T A O v
Suffix lcon
Add link
Add List
2 . aE——er W
29 165 56
E=n
R G B <
» To add info text, click T and enter the text in the textbox.
Suffix Icon - To add a suffix icon next to the list name, click * and select the required icon
from the options available.
» To increase or decrease the size of the suffix icon, click A and set the icon size.

4. To add a link for the list, select the Add link checkbox.
Option to add Internal, Others (External), and Workflow link (s) is displayed.

[ Note: For more information on adding Internal link(s), click here.
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[ Note: For more information on adding Others (External) link(s), click here. j
[ Note: For more information on adding Workflow link(s), click here. j

5. To hide the List row, click © (View) icon. To display it again click e (Hide) icon.

6. To delete the List row, click @ (Delete) icon.

HI

7. To define the padding, margins, background color, and font size for the List within the card, click
(Layout) icon.

List-R1 Hw @ —

p ding 5
5 s s [Os

Margir 5
5 ls L s [Os

Backgrounc

[ ] #fofafa

List Text Padding 5

O s ls Os |05

Font size

13

8. Once you have configured all the settings, click Save.
9. To add another list, click Add List.

Configuring a Button in the Card Widget

1. In the Card window, in the Properties tab, under Options, click Button.
The Button row is displayed.
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Options

List Rich Text Editor Button Group Image

Button-R1 H] © +

2. To expand the row and add a list, click + (Add) icon.

A new row is displayed with the default name as Buttonl. You can rename this by typing over the
existing name.

Frael
3. In the Button1 row, to configure the list, click o (Settings) icon.
The following options are displayed as shown in the screenshot below:

- Prefix Icon - To add a prefix icon next to the Button click ¥ and select an icon from the options

available. To change the size of the icon, click A .
» Add link - Allows you to add Internal, Others (External), and Workflow link(s) for the Button.

Button1 H © w
Prefix Icon A O v
Internal Others i Workflow

Expand al
» ADC

» Certificate
» Firewall

» SSH

» WAF

* Reports

» Alert

» Collection
» General

» Workflow

Add Button
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- ™
Note: For more information on adding Internal link(s) to a Button, click here.
N J
- ™
Note: For more information on adding Others (External) link(s) to a Button, click here.
J
4 ™
Note: For more information on adding Workflow link(s) to a Button, click here.
N J
4. To hide the Button row, click ® (View) icon. To display it again click kad (Hide) icon.
5. To delete the Button row, click (Delete) icon.
6. To define the padding, margins, background color, font size, and alignment for the Button within the
card, click H] (Layout) icon.
Button-R1 mH @ +
Padding 5
O s s Os |Os
Margin 15
O s s O5s5 |Os
Background
[ ] #fofafa
Font size
13
F 3
7. Once you have configured all the settings, click Save.
8. To add another button click Add Button.
Configuring Grouping in the Card Widget
This feature allows you to group card elements such as list(s), rich text editor, and button(s) within a
group.
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1. In the Card window, in the Properties tab, under Options, click Group.
The Group row is displayed.

Options

List Rich Text Editor Button Group Image

Group-R1 HI ©® +

2. To expand the row and add a list, click + (Add) icon.

A new row is displayed with the default name as Group1l. You can rename this by typing over the
existing name.

Group-R1 Hl @ —
Group1 o
Options
List Rich Text Editor Button

fasy

3. In the List1 row, to configure the list, click o (Settings) icon.

The following options are displayed as shown in the screenshot below.
* Prefix Icon

* Info Icon
» Suffix lcon

» Accordion.
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Group-R1

Group1

Prefix lcon
Info lcon

Suffix lcon

Accordion

Options

List Rich Text Editor

B #333333 T

=
<

Options Descriptions

Option Description

size.

Prefix lcon « To add a prefix icon next to the list name, click ¥ and select the required icon
from the options available.
» To increase or decrease the size of the prefix icon, click A and set the icon
size.
Info Icon

« To add an Info icon next to the list name, click ¥ and select the required icon

from the options available.

* To increase or decrease the size of the Info icon, click "5\ and set the icon

» To select a color for the info icon, click the color picker box and select the
required color.
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Option Description
Prefix Icon A R v
Info Icon B #1das38 T A O v
Suffix Icon
Add link
Add List
2 . e .
29 165 56
S Cancel
» To add info text, click T and enter the text in the textbox.
Suffix Icon « To add a suffix icon next to the list name, click ¥ and select the required icon
from the options available.
*» To increase or decrease the size of the suffix icon, click A and set the icon
size.
Accordion Allows you to hide or show large volumes of content in the card widget by
turning this toggle on or off. You can select icons to Expand and Collapse the
content in the card widget and also set the placement of these icons.

4. To add a List, Rich Text Editor, or Button in the Group, click on the respective link under Options.

- N
Note: For steps on configuring a list, click here.
N /
. M
Note: For steps on configuring a Rich Text Editor, click here.
J
. M
Note: For steps on configuring a Button, click here.
- /
Copyright © 2023 AppViewX, Inc. All Rights Reserved. 629



Service Catalog User Guide

Configuring Images in the Card Widget

1. In the Card window, in the Properties tab, under Options, click Image.

The Image row is displayed.

Options

(=)

Rich Text Editar utton Group Image

Image-R1 H o ® +

2. To expand the row and add an image, click + (Add) icon.

3. To upload an image in the card widget, click (Upload) icon and upload the required image from

your computer.

Options

List Rich Text Editor Button Group Image
Image-R1 H W ©® —
g ¥ oo getStarted.svg
Vo

(g

Note: Allowed image formats are: .svg, .jpeg, and .png
N

4. To delete this image and select another, click ° (Delete) icon.
5. To add another image, under Options, click Image.

A new Image row is displayed.
6. Once you have added the required image(s), click Save.

Copyright © 2023 AppViewX, Inc. All Rights Reserved. 630



Service Catalog User Guide

Configuring the Card - Styles

1. For more options to customize the Card component, in the Card window, click Styles.

Card X ‘

== Properties @ styles

("R Card

sizing

Height 0 Width 100

Widget Background
Add Background Pattern

Widget Background Color

¢ ¢

Widget Border Color

Widget Header

Header

T s
—
I‘j‘

Header Text Underline

Widget Description

=N

Field descriptions for Styles

Option Description

Sizing Allows you to increase/decrease the height and width of the widget.

Widget Background | The following options are available here:

» Add Background Pattern: To add a background pattern to the widget,
select the Add Background Pattern checkbox and select a pattern from
the available options.

» Widget Background Color: To add a background color to the widget,
deselect the Add Background Pattern checkbox and select the color from
the color palette.

» Widget Border Color: Allows you to change the color of the widget border.

Widget Header The following options are available here:
» Header Text Color: Allows you to change the color of the header text.
» Header Text Size: Allows you to select the size of the header text.

* Header Text Underline: To underline the header text, select the Header
Text Underline checkbox.

Widget Description | The following options are available here:

- Label text Color: Allows you to change the color of the label text.

« Label Text Size: Allows you to select the size of the label text.
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Option ‘ Description

Icon Style Allows you define the following style settings:
« lcon Color - You can select the color for the icon from the available

options.
* Icon Background - You can select the background for the icon from the

available options.
« Icon Background Color - You can select the background color for the icon

from the available options.

Widget Layout Allows you to define the padding and margin of the Card widget.

Style

2. To save your settings, click Save.

3. To restore the settings under Styles to default, click (Restore) icon.

Reports

You can access specific reports based on user roles from the Service Catalog, enabling you to view all

reports on a single page.

¥ Clent Badpslat Sacurify Raport by Ctificate Authaority Aooownt - Sarver Root Cersificate Lxpéry Statun

Hawh Algonihes - Jareer Kary Mg hem - T

o B - B

-
Note: For more information on Reports, refer to the Reporting User Guide.
N

To access Reports:
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1. From the component panel on the left, click Reports.
The Reports inventory is displayed.

mn
X

@ Expand all

» Client Certificate Security

» Client Standard Dashboard

» Client Endpoint Security

Folders

. » Server Certificate Security

5

Rl » server Standard Dashboard

» Server Endpoint Security

» Usage And Adoption Metrics

» Trust Store Certificates

¥ License Usage

* License Report

» Certificate Report by SAN type

» Self-Signed Certificates

* Device heatmap

Options descriptions for Reports

Service Catalog User Guide

Options ‘ Description
View Allows you to switch between list view and grid view when the Reports
Inventory is expanded.
Search bar Allow you to search for a specific report.
Collapse All/ Allows you to expand/collapse the Reports inventory.
Expand All
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2. To add a report to your page, drag and drop the report to any blue highlighted space in the build area.

Rapzet by Cortficats Typs Ragert by Caniifeats Authonity Moo - Larwer

'. a

. 2

« Configuring Reports - Properties
 Configuring Reports - Styles
« Pinning Application Widgets
* Pinning Device heatmap Widget
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Configuring Reports - Properties

1. To configure/edit the Reports component, hover your mouse over the widget and click (Edit)
icon.

Report by Certificate Type

Edit | ©

10
8
6
5 6 °
=]
o 3
B 2
2
: ]
& > & 2
c}‘a @'3" @q@ 054‘5"

Category

The Report widget window opens with the Properties tab open by default.
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2. In the Report widget window, under Properties, enter or select the required field information.

Field descriptions for Properties

Field Description
Report Widget Allows you to provide a name for the Report Widget.
Header
Report List Allows you to select reports from the options available in the dropdown.
Note: Selecting a report from this dropdown will replace the existing
report on the page.
3. Click Save.
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Configuring Reports - Styles

1. For more options to customize the Report widget, in the Report widget window, click Styles.

A0 Davices Cremrvvnw

BEpOT wiiger

- Syl

Bipest by Cartificats Typa

Bapoart by Cortifuaie Rathanity Aroouss - Lerver Sparang

Field descriptions for Styles

Field ‘ Description
Sizing Allows you to increase/decrease the Size of the Report widget.
Spacing Allows you to set the Padding and Margin of the Report widget header.
Widget The following options are available here:
Background | « Add Background Pattern: To add a background pattern to the widget, select the
Add Background Pattern checkbox and select a pattern from the available options.
» Widget Background Color: To add a background color to the widget, deselect the
Add Background Pattern checkbox and select the color from the color palette.
» Widget Border Color: Allows you to change the color of the widget border.
Widget The following options are available here:
Header » Header Text Color: Allows you to change the color of the header text.
» Header Text Size: Allows you to select the size of the header text.
» Header Text Underline: To underline the header text, select the Header Text
Underline checkbox.
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Field ‘ Description

Icon Style | The following options are available here:

« Icon Color - Select the Icon Color from the available options.

« Icon Background - Select the Icon Background from the available options.

« Icon Background Color - Select the Icon Background Color from the available

options.

2. To save your settings, click Save.

3. To restore the settings under Styles to default, click (Restore) icon.

Pinning Application Widgets

Through the Service Catalog, you can pin Application view and Device HeatMap widgets to your page. To
be able to pin these widgets to your page, they must be configured on the ADC dashboard first.

The Application View widget displays all the configured devices in your database. Through the widget you
can also perform actions such as enabling/disabling a device, view logs and alerts, backup and restore

and so on.

To pin the Application view widget to your page:

1. From the component panel on the left, click Reports.
2. Under Application view, drag and drop the widget that you want to pin to the page.

v (T Erdpesint S ity
b Saresr Cortdficats Seranty

b (Bent Cortificate Jacurity

b lemrd Stassdsrdl Dk bonrd

+ Sarres Mardard Gaihbaard
* Trast boses Cornifal anat

+ Sareel [ndpaist avwricy

+ Unage And Afspriea Maords

B g

PR

+ Duwics hastrmag

The App_view widget displays all the devices configured in the database.
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ADC Manager

= App_view i a
B3 Wn o i
. .
Client Endpoint Security @ DefaultGroup -
* Server Certificate Security
Al "
Ll

* Client Certificate Security

¢ Client Standard Dashbaard

* Server Standard Dashboard

¥ Trust Store Certificates

¢ Server Endpoint Security

* Usage And Adoption Metrics

= Application view

oo g0
o+ o+
App_view Sdds 1 ¥

¥ Device heatmap

* General

3. To modify the widget, hover your mouse over the top right corner of the widget and click (Edit)

icon.

Note: For more information on configuring the Report widget, click here.

4. To view details about any device, hover your mouse over the device name.
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5. To see the list of actions that can be performed on these devices, right-click on a device name.

ADC Manager

App_view i

® DefaultGroup

O M ChildwideipsRy

1L ) 168
Enable
@ W Childwi !
@ B ChildeideipCNAME oo
"1 K EnablePersistence
& W Testh DisablePersistence
el View 3
"1 K= sideipC AL
Backup & Restore
® B Childeideiph
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6. To see the list of available options for the App_view widget, from the top right corner of the widget,

gy view & &
Crpraiared
[
W Do Grop = Codagee
W Legerd ¥
T Fier 3
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W o] 00 107 2 e 207 | o
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Pinning Device heatmap Widget
The Device heatmap widget shows a color-coded status of your configured devices.

To pin the Device heatmap widget to your page:

1. From the component panel on the left, click Reports.
2. Under Device heatmap, drag and drop the widget that you want to pin to the page.
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3. To modify the widget, hover your mouse over the top right corner of the widget and click (Edit)

icon.

wh o o Duvice baatmap |
i

N

- ™
Note: For more information on configuring the Report widget, click here.
J
4. To modify the widget settings, from the top right corner of the widget, click d .
5. From the options, select Settings.
[T Em————

Hestmap |

-

- N
Note: You can configure devices and groups and other settings here.

J
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& Heatrmap Settings

Utilization setting

* Configure : Groups (@ Device

*Select:  Momvie X 1921684079 X 192.168.47.23
X go-f5-pe T4 labappiews.net

* Time interval : L i
* CPU urilization: % 1 4 4% TN 1
. .
0% %
* Mermory utilization ; s 0% Pl Al 0% Bire T 108
- -
s 7]
* Bandwidth utibzation: % 10% 0% % A% % 0% To% % 100
- -
5% 3%

m“

6. For details about a particular device on the heat map, hover your mouse over the device.

Workflow

The Workflow component allows you to use the service catalog to execute automation workflows by
persona. You can logically select and group workflows such as CLM Automation, Application Delivery and
S0 on.
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P Preview =5 Publish & Share

(D  Untitled page v master
g
Build .
Domain Lifecycle Automation 2 : Citrix NetScaler System 2 :
. o 4 v
G Delste Domains, DNS Records Sync Citrix NetScaler Golden Config Gompliance, Software upgrade on Standalo
Reports e Citrix devices
5
‘Workflow
B Drop a widget here.
Folders DataBase Snapshot 1
Inventory
AVIGSLB 2 : F5BIG-IPGTM 7
w i
Create AVI GSLB service, Modify AVl GSLE service, Delete AVl GSLB servic Delet NidelP M WidelP, Create F5 G

To access workflow catalogs:

1. From the component panel on the left, click Workflow.
A list of available workflow catalogs is displayed.

644
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G} Workflow

W

master
= W
i i
Certificate Lif... Infra & Applic...
il il
Folders
DataBase Sna... F5 BIG-IP GTM
Inventory il il
FS BIG-IP AS3 Maming Stand...
-t i
Domain Lifecy... FS BIG-IP LTM
o il
AV GSLE F5 BIG-IP Sys...

This table describes the options present in the Workflow section:

Field ‘ Description

Allows you to switch between list view and grid view of the Workflow catalogs.

Search bar

Allows you to search for a specific workflow catalog.
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2. To add a workflow catalog to your page, drag and drop the selected workflow to any blue highlighted
space in the build area.

Untitled page v master P Preview =, Publish & Share H

o B x

Euild [

]
Reporis

D D &}

& Certificate Lif...  Infra & Applic... Domain Lifecy...
Workflow

B L] L]
Folder:

DataBase Sna... F5 BIG-IP GTM

Inventory i) i)

F5BIG-IP AS3 Naming Stand...

o L]
Domain Lifecy... F5 BIG-IP LTM
[ Lii

AVIGSLB F5BIG-IP Sys...

« Configuring Workflow - Properties

 Configuring Workflow - Styles

Configuring Workflow - Properties

1. To configure/edit the Workflow component, hover your mouse over the widget and click (Edit)
icon.

Certificate Lifecycle Automation 23

il

Certificate Provisioning with Notification, Create LTM S5L Profile and Enrall
Certificate, Enroll Certificate Based on Policy | C5R Details | CSR Upload, ...

The Service Catalog window opens with the Properties tab open by default.
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Workflow ¥ master P Preview < Publish & Share H
B Service catalog x
Build
& Properties £ Styles
I
T Certificate Lifecycle Automation 23 Infra & Application Provisionif  group List
0 ..., ) : - e
B - Certificate Expiry sed on Cel EI' Create New EKS Clustel Certificate Lifecycle Automation
P piry Notification - oup Hierarchy, Ce
B
Folders
B F5BIG-IPGTM 7 F5BIG-IP AS3 s
Inventory m

Create LTM Application Se

TM Application Services w

2. In the Service catalog window, under Properties, select a workflow catalog from the Group List

dropdown.

Note: The selected catalog will replace the catalog existing on the page.

3. Click Save.

Configuring Workflow - Styles

1. For more options to customize the Workflow widget, in the Service catalog window, click Styles.

o

P Preview =% Publish & Share !

Build

o

Reports
B

Workflow

Folders

Inventory
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Border width

1 1 1 1

m

647



Service Catalog User Guide

Field descriptions for Styles
Option ‘ Description

Background | Allows you to set the background color of the workflow widget.

Border Allows you to define the
» Border color - Set the color of the Workflow widget’s border.

» Border style - Set the border style for the Workflow widget from the options
available in the dropdown.

» Border width - Set the thickness of the Workflow widget's border.

2. To trigger workflows from your page, click Preview.
A preview of the page opens in a new tab.

g0 F5BIG-IP GTM 7 X

Create F5 GTM WidelP with Service Now

Workflow to automate Create F5 GTM WidelP with Service Now

Create F5 GTM WidelP with Topology

Workflow to automate Create F5 GTM WidelP with Topology

Create F5 GTM WidelP with Topology and Partition

Workflow to automate Create F5 GTM WidelP with Topology and Partition

Create F5 GTM WidelP with mutiple Pools

Workflow to automate Create F5 GTM WidelP with mutiple Pools

Create F5 GTM WidelP

Workflow to automate Create F5 GTM WidelP

3. To trigger a workflow locate the workflow in the catalog and click the catalog name.
The selected workflow is triggered.
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& Create F5 GTM WidelP

A About this Workflow

* Info ¢
Workflow to create F5 GTM Single Pool WidelP with the
following options:

1. Select Device based on Datacente
2. Enter Inputs to provision WidelP with - Pool and Pool
members.

i O B Y1 -y s DR WV, B | PR

# Device Details

* Datacenter Select ~

* Device Name

* Partition

(g
Note: For more information on workflows, refer to the Automation User Guide.
N\

Folders

You can reuse widgets by saving them in folders. The Folders section also provides sample HTML

scripts. Folders enable reusability of elements across multiple users thereby saving time.

The Folders can be accessed from the component panel on the left.
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Workflow v master
X
= I
~ [ Store
~ [ HTML Samples
«» Form with validation
¢/» Basic form
«/» List view
</» Table
<> Table using hooks
+/> Table using internal api
= Shared folders
~ [ My folders
<> Role html widget
This table describes the options present in this section:
Options descriptions
Option Description

bar in the search field.

Search | Allows you to search for a specific folder, widget or sample HTML script by typing keyword(s)

Service Catalog User Guide

B, Allows you to toggle between expanded and collapsed views of the folders.

o Refresh the folders inventory.

« Saving a widget in Folders

* Deleting Folders
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Saving a widget in Folders

You can save one or more page/widget elements into a custom folder.

To save a widget to a folder:

Service Catalog User Guide

1. From the top right corner of the widget to be saved, click E (Folder) icon.

1 Quick Links

= 1 [

Save to folder

2. In the Save to Folder window, enter or select the field information.

E= Save to Folder

= My folders
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Field

*Widget name

Description

Enter a suitable widget name.

Service Catalog User Guide

Search bar Allows users to search for a particular folder.
Add Allows users to add new folders and sub-folders.
Expand All Allows users to expand and collapse folders.

My folders Shows sub-folders within My folders.

Shared folders

Allows users to save a widget in a shared folder.

*. Mandatory fields

« Saving a widget in My Folders

 Saving a widget in Shared Folders

Saving a widget in My Folders

To save a widget to be reused only by the user who created the widget:

Copyright © 2023 AppViewX, Inc. All Rights Reserved.
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1. In the Save to Folder window, under My folders, click on the folder in which you want the widget to be
saved.

E2 Save to Folder

2. To create a new folder for saving the widget, click Add.
3. Enter the folder name.

A new folder is created.

F= Save to Folder

Widget name Device Onboarding

[ Expand all

~ [ My folders
B3 Devices
B3 Quick links

4. Select the folder in which you want to save the widget.
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5. Click Save.

The widget is saved in the selected folder.

Workflow v master
=
Build
» [ Store
] Shared folders
Workflow
v 1 My folders
3 v = Devices
Folders & Device Onboarding
7 Quick links

Inventory

«/» Role html widget

L3

Saving a widget in Shared Folders

To save a widget that can be shared with other users:
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1. In the Save to Folder window, select the Shared Folders checkbox.

Es Save to Folder

2. Click on the shared folder where you want the widget to be saved. For example, Devices.
3. To create a new folder under the Shared folders, click Add.
4. Select the required folder and click Save.
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The widget is saved in the selected shared folder.

s [ Store
~ [ Shared folders
v 7 Devices
& Device Onboarding
> [ My folders

Deleting Folders

To delete a folder from My Folder or Shared Folders:

1. From the component panel on the left, click Folders.

2. Click (Delete) icon next to the folder name.
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» [ Store Delete
» [ Shared folders
v = My folders
~ [ Devices
¢& Device Onboarding

G:ib

3. In the Confirmation window, click Yes.
The folder is deleted.

Inventory

Service Catalog has an inventory of pre-built form and grid templates that can be used out of the box for
quick self-servicing or customized as per requirement. Forms enable easy self-servicing capabilities to
the Line of Business (Application owners, NetOps and so on) via an intuitive GUI-based interface, thus

abstracting the end user from underlying infrastructure configurations.

The Inventory can be accessed from the component panel on the left.
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Untitled page hd master

¥ Form Templates

¢ Grid Templates

Inventony

Options available with descriptions in Inventory

Option ‘ Description
— Allows you to switch between a list view and grid view of the forms.
Search Allows you to search for a specific OOB or custom form.
Form Templates This folder contains a set of prebuilt out of the box (OOB) forms that you can add to your page for ¢
Grid Templates This folder contains a set of prebuilt out of the box (OOB) grid templates that you can add to your
servicing.

* Getting started with designing a Custom Form
* Using Form Templates

* Designing a new Form

 Enabling Auto trigger

 Saving Forms to Custom Folder

* Form Field - Label

* Form Field - Text Box
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* Form Field - Password

» Form Field - Date Time Picker
» Form Field - Text Area
 Form Field - Radio Button

* Form Field - Checkbox

» Form Field - Select Box

« Form Field - Multi-select Box
* Form Field - Form Button

* Form Field - Download

* Form Field - File Upload

» Form Field - Script Editor

» Form Field - Tabular

* Form Field - Rich Text Editor

Getting started with designing a Custom Form

This example will help you understand how to design a basic form for creating a new role.

1. Design a new page.
2. Under Build > Form, drag and drop the Text Box form field to the design space.
3. To change the form name, hover your mouse over the form widget and from the top right corner, click

(Edit) icon.

4. In the Form pop-up window, under Properties, change the Form name to Create_User_Role.
5. In the Form pop-up window, under Properties, add the Form description.
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Foarm bt

B Propertien

= Create_User_Rale

fubmit Actisn -

6. Click Save.

7. To rename the Text Box field, hover your mouse over the field and click (Edit) icon.

= Create_User_Role

[+ 48

8. In the Text Box pop-up window, under Properties, enter or select the following field information:
Field descriptions for Properties
Field ‘ Description

*Label name Enter a valid Label name for the form field. For

example: Role name.

*Field ID Enter a unique Field ID.

Mandatory Turn on the toggle to make this field mandatory.

*. Mandatory fields
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9. Click Save.
10. To add another Text Box field to the same form, drag and drop the Text Box widget within the existing
form space.
E.?. - T Create_User_Rale
SN e
«, 8 |
= =
i
- .
8 .

11. To configure this Text Box field, hover your mouse over the Text Box field and click (Edit) icon.
12. In the Text Box pop-up window, under Properties, enter or select the following field information:

Field descriptions for Properties

Field Description

*Label name Enter a valid label name for this field. For example, Role name.

*Field ID Enter a unique Field ID.

*: Mandatory fields

13. Click Save.

14. To add a Submit button to the form, hover your mouse over the form and from the top right corner of

the form, click (Edit) icon.

@ 7 #]

= Create_User_Role
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15. In the Form pop-up window, under Properties, scroll down to Form actions.
16. Under Form actions, select, import, or create a new hook for the Submit form action.

Farm *

I Fropartied

= Create_User_Role

Submis Acsion i

17. Click Save.

18. To use this form to create a new user role, click Preview.

Create_Lhser_Role

The Preview page opens in a new tab.
19. Enter the Role name and Description for the new user.
20. Click Submit.
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The new user role is created and added to the list of Roles.

« Redirecting to a Page after Submit

Redirecting to a Page after Submit

When designing a form, there is a provision to define the form action to redirect to another page in a new

tab.

To add redirect action to the Submit form:
1. Hover over the form widget and click (Edit) icon.
2. In the Form pop-up window, under Properties, scroll down to Form actions.

3. Under Form actions, turn on the Enable page redirect toggle.
4. In the Redirect URL field, enter the URL of the page to be redirected to.
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Form X
I Propartisy
= Create_Lser_Role
Subenit Acrion -~
L8
5. Click Save.

6. To create a new role and redirect to the required page, click Preview.
7. Enter the Role name and Description.
8. Click Submit.

You will be redirected to the Role page in the same tab.

Begrra ] TE

Piid

Using Form Templates

The Inventory section contains a set of prebuilt out of the box (OOB) Form Templates that you can add

to your page for quick self-servicing.

To use a Form Template:

1. Design a page.
2. From the Inventory section, expand Form Templates.
3. Drag and drop the required form template to the canvas.
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The selected form template is added to the canvas. It can be used as is or modified as per your
requirement.

EH S W

2 BIG-IP LTM - Datagroup Automation

Salect the device ®

Select the datagroup®

Dtz *

o + A3 # bde W Delete

Walest

Designing a new Form

You can also design a form for your page using the different form field palettes available in the Design
module under the Build section. Add individual form fields as required to the canvas and build your own
form from scratch.

The following form fields are available:

» Date Time Picker
» Download

* File Upload

* Text Area
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» Text Box

* Label

« Password

* Ace Editor

» Form Button

» Checkbox

* Multi-select Box
* Select Box

« Radio Button

» Form Group

» Tabular.

To access these form fields:

1. From the menu on the left, click Build.

A list of form components are displayed under Form.

ﬂh Untitled page

hd master

Form
= 1}
Label Text Box
1]
Password Date Time Picker
B O
Text Area Radio Button
=B
Checkbox Select Box
— =
Multi-select Box Form Button
[ &
Download File Upload
= B
Script Editor Tabular
Tel =

Service Catalog User Guide

2. To create a form, drag and drop a form field to the canvas.
A form is created with the selected form field.
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= Urtitled Form

3. To add another form field(s) to the same form, drag and drop the required form field(s) in the form
area.

4. To create a new form on the same page, drag and drop a form field into any blue highlighted space in
the canvas.

A new form with the selected form field is created.
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Unitighed Farm

= Untgled Farmn

o ™
Note: For more information on configuring the form properties such as Form name and
description, adding hooks, click here.
N /
o ™
Note: For more information on customizing the form features such as border, size,
background color and so on, click here.
N /

« Configuring the Form - Properties
+ Configuring Form Actions

« Assigning Hooks to Form Fields

« Configuring the Form - Styles
 Modifying Individual Form Fields

Configuring the Form - Properties

1. To customize the form properties, hover your mouse over the top right corner of the form.

2. Click &4 (Edit) icon.

The Form pop-up window opens.
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n How To Use Hooks

Populsting vakss oo & Taat Tid

Papualiting vabins 10 8 D b b

v Papulsle 1LH1H vebes

Subredt Action

Gan® dais from dafabany

Field descriptions for Properties

Description

Field ‘

Form name Enter a valid name for the form.

Select Icons Select an icon for the form from the available options in the dropdown.
Form Enter a short description for the form.

Description

Select script to

run on form load

Select a script from the options available in the dropdown. This script
automatically fetches the values for all the fields in the form when the form loads.

Form Actions

Add action buttons to the form such as Next, Save, Submit and assign hooks.

[ Note: For more information on Form Actions, click here.

Reset Action Add a Reset button to the form. Enabling the toggle displays the Button label

name field where you can provide the name for the button.

Configuring Form Actions

This feature allows you to add buttons to your form such as Next, Save, Submit, Reset, and assign hooks.

To add a Submit action to the form:
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1. Under Button label name, enter a valid name for the button. For example, Submit.
2. Under Hooks, select the appropriate hook from the available options in the dropdown or import/create/
modify a hook.

Form actions

Submit Action A

Button label name

Submit

Hooks

Cancel request
Discard request
Re

Submit request

date_format

(g
Note: For more information on assigning hooks to form fields, click here. j
N

3. To redirect to a page after clicking the Submit button, turn on the Enable page redirect toggle.
For example, if you want to create a new user or role and after submitting the form you want to be
redirected to the Role page, you can enable this option.

Once the page redirect is enabled, the Redirect URL field is displayed.
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Submit Action ~

Button label name

Submit

Hooks

Enable page redirect

Redirect URL

+ Add

4. Add the Redirect URL and click Add to add the Submit action to the form.
Submit button is added to the form.

Farm L
B Propssitat
STt AL "~
Creang Change Booe
I
=N
=1
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Assigning Hooks to Form Fields

You can assign hooks to the form fields or to the form action buttons (eg. Submit) to fetch details against

a specific form field from the device and/or database and map them to the respective field on the user
interface.

1. To assign a hook to a form field, hover over the form field and click (Edit) icon.
2. In the field’'s pop-up window, under Properties, scroll down to Hooks.
The following options are available under Hooks:

« Select an existing hook: You can select an existing hook from the available options and assign it to
the form field to fetch data.

» Import: You can import a hook from the Hooks Inventory and assign it to the form field.
» Create New: You can create a new hook and assign it to the form field.

» Modify: You can modify an existing hook from the options available in the dropdown and assign it to
the form field.

* Creating a New Hook

« Importing Hooks from Inventory

* Modifying a Hook

Creating a New Hook

1. Under the Hooks, click Create New.

Hooks

re &i Create new hook from scratch

Brafila arrace
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2. Create a new hook as required and click Save.

[ Note: For more information on Hooks, refer to the Automation User Guide.

Importing Hooks from Inventory

1. Under the Hooks section, click Import.

The Import from Hooks Inventory window opens with the list of hooks available in the inventory

displayed in the dropdown.

terguit Tiiai ikt ey k]

Farm

I Popbiti
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2. Select the required hook from the list and click Import.

Imiport from Hooks Inventory x

Hooks Inventory

CMDB_Get_Certificates

Modifying a Hook

1. In the Form window, under the Hooks section, hover your mouse over the hook that is to be modified.

2. cClick ¥ (Edit) icon.
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Hooks

Cancel request

Discard request

Re Submit request

&Fe

create role

The Hooks Inventory :: Modify window opens. You can modify the hook and assign it to the form

field.

Hoks bmeentory : Modify

Hooks Type
EX N TN
(g
Note: For more information on Hooks, refer to the Automatic User Guide.
.
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Configuring the Form - Styles

1. For more options to customize the Form, click Styles.

Farm ®

mF 1 ylea

[ ServiceMNow - Create Incident Ticket

m

g dusnd

Baide

Field descriptions for Styles

Field Description

Weight Allows you to define the weight of the Form name.

Size Allows you to define the size of the Form name.

Line Height | Allows you to adjust the space between the Form name, description and the form

border.
Color Allows you to define the color for the Form name.
Aligh Allows you to align the Form name to the left, center or right side of the form.

Background | Allows you to define the background color for the form.

Border Allows you to define the border color, border style, and border width.

2. To save your settings, click Save.

3. To restore the settings under Styles to default, click (Restore) icon.
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Modifying Individual Form Fields

You can also modify, add, or delete individual form fields in an OOB form.

To edit a form field within an OOB form:

1. Hover your mouse over the form field you wish to modify and click (Edit) icon.

= Serdcenow - Create Incident Ticket

+ & 0
A pop-up window for the form field is displayed with the Properties tab open by default.
= Servicenow - Create Incident Ticket
Chack for Change Froars
EX KR

2. Modify the form Properties and Style elements and click Save.
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Enabling Auto trigger

This feature allows you to define an auto trigger for a form field. Enabling auto trigger fetches data

automatically to populate the form field(s). In case Auto trigger is disabled, a ~ icon is displayed next to
the form field. Clicking the icon will fetch the data from the database and populate the form field.

To enable auto trigger for a form field:

1. Design a form.

2. To edit a form field, hover your mouse over the field and click (Edit) icon.

3. In the form field window, under the Properties tab, define an appropriate hook for this field.

Select Box
§= AutoTriggerForm
=
EXl KR
Once the hook is defined, the Hooks loader message field is displayed.
[ Note: For information on assigning hooks, click here. j

4. Enter a message in the Hooks loader message field. This message is displayed while the form field is
loading the field values.
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Select Bax X

B Preperties

- -
f= AutoTriggerForm

5. To enable Auto trigger, turn on the toggle.
6. In the Auto trigger based on rules field, define a rule for populating the next field in the form.

Talirt Bos "
i= AutaTriggerFarm
L&
EX KR
o ™
Note: This field is displayed only after a hook is assigned to the form field. Rules cannot be
defined for the first field in the form.
N /

7. Define hooks for the other fields and enable Auto trigger for form fields, where required.
8. Add a Hooks loader message and define rules for required fields.

9. Click Preview.
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+ A preview of the form opens in a new tab and the data for the first field is fetched automatically. The
Hook loader message is displayed while the values are being fetched.

« The values in the next form field are fetched automatically once a selection is made in the previous
form field based on the rules defined.

= AutoTrigger Form

« Values in the next form field are not fetched/displayed if a selection other than the defined rule is
made. For example, the rule “State:TamilNadu” has been defined for the District field. So, if any
value other than TamilNadu is selected in the State field, then no results will be displayed in the
District field.
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= AutoTriggerForm

» Once the value TamilNadu is selected in the State field, the values for the District field will be fetched

automatically.

Saving Forms to Custom Folder

Any form created from scratch or a customized form template can be saved to the Custom folder to be

reused later.

To save a form in the custom folder:

1. Hover your mouse over the form and from the top right corner, click E (Folder) icon.

[z 7 W]

= Create_User_Role

2. In the Confirmation pop-up window, click Yes.
The form is added to the Custom folder in the Inventory section.
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ﬂ Untitled page v master

* Form Templates

~ Custom Forms

BIG-IP LTM - Data...

» Grid Templates

Inventory

3. To reuse a custom form, simply drag and drop the required form from the Custom folder into the
canvas.

Form Field - Label

The Label field allows you to add a simple text or description to the form.

 Configuring the Label field - Properties
« Configuring the Label field - Styles

Configuring the Label field - Properties

1. To add the Label field to your form, drag and drop the Label component to the design area.

2. To configure the Label widget, hover your mouse over the widget and click (Edit) icon.

4+ & h @
Al
.—
2= Input Farm
Label + _ "

The Label pop-up window opens.
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Lakel "
B Properties
£= Input Form
Label
EX EXR
3. In the Label window, under Properties, enter a valid Label name.
4. To save your configurations, click Save.
Configuring the Label field - Styles
1. For more options to customize the Label, in the Label window, click Styles.
Label
B Propsris Styles
£= Input Form sizing
Label
Widget Title
|
= & 4
Spacing
EX KN
683
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Field descriptions for Styles

Field Description
Sizing [ Allows you to increase/decrease font Size of the field name.
Weight | The Weight dropdown list lets you set the font thickness of the field label using one of the
following values:
* Default
* Light
* Normal
* Thick.
Size Allows you to increase/decrease font size of the field name.
Line Allows you to increase/decrease the line height of the field. This means the space
Height |between the field and the field border.
Color Allows you to define the color of the field name.
Align Allows you to align the field name to the left, center or right side of the field.
Field Allows you to define the size of the form field as
Size » Small
* Medium
* Large.

2. To save your settings, click Save.

3. To restore the settings under Styles to default, click (Restore) icon.

Form Field - Text Box

The Text Box field allows you to add a text box to your form where the user can enter text information.
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l-'. -.
2y Form

« Configuring the Text Box field - Properties
 Configuring the Text Box field - Styles

Configuring the Text Box field - Properties

1. To add the Text Box field to your form, drag and drop the Text Box component to the design area.

2. To configure the Text Box form field, hover your mouse over the field and click (Edit) icon.
(5 7 &

[_Ee’ Form

TheText Boxpop-up window opens.
3. In theText Box window, under Properties, enter or select the required fields.
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Field descriptions for Properties

Field ‘ Description
Label Enter a valid Label name for the form field. For example, Select Date and Time.
name
Values Allows you to define field Values relevant to a form field.
* Values can be delimited by a comma.
* Characters not allowed: ‘&  and ‘|'.
Field ID Allows you to assign a unique Field ID to refer to the field name.
« Allowed characters: - and *_’
+ Character Length: Min (1), Max (50).
Hooks

Allows you to assign an appropriate hook for this field. For example, a hook to fetch the
current date.

« Select a hook that is relevant to the form field.

» Hooks can be either Script or REST API.

» Hooks are used to fetch details against a specific form field from the device and/or
database and map them to the respective field on the user interface.

[ Note: For more information on Assigning Hooks to Form Fields, click here. ]
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Field ‘ Description
Depends | Allows you to define dependencies between form fields based on ‘Field ID’ and ‘Values’.
on * Operators used: ‘& and ‘|’
» Max character: 550
« Format: [Field Id1: valuel & Field Id2: valuel & Field Id3: value3], [Field Id1: valuel |
Field 1d2: valuel].
Validation | Allows you to select or define a custom regex pattern against the specific form field.
« Select from the predefined regex patterns defined in the regex inventory.
« Validation ensures that you capture the right information while creating the request.

Parent ID | Allows you to assign a Parent ID for fields in a table.

« Select the relevant tabular component (Field ID) against which the form field must be
mapped to.
[ Note: This is used only when defining a tabular element in the form. j

Help Allows you to add Help text/tooltip for the field.

Profile Allows you to select the profile from the dropdown to restrict form field display within a

Access template based on the relevant profile.

Mandatory | Allows you to define this field as Mandatory or otherwise. If marked as mandatory, an
asterisk (*) is displayed next to the field name in the form.

Read only | Allows you to define this field as Read Only or otherwise. If marked as Read Only, a
red crossed circle is displayed when you hover your mouse over the read only field and
does not allow you to enter any information.

Global Allows you to define this field as a Global Variable.

variable

4. Click Save.

687
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Configuring the Text Box field - Styles

1. For more options to customize the Text Box, in the Date Time Picker window, click Styles.

i Suyles
o —
#= Input Farm hdgen Tale
|
[ e |
IS ) =
Field descriptions for Styles
Field Description
Weight
The Weight dropdown list lets you set the font thickness of the field label using one of the
following values:
* Default
* Light
* Normal
* Thick.
Size Allows you to increase/decrease font size of the field name.
Line Allows you to increase/decrease the line height of the field. This means the space
Height |between the field and the field border.
Color Allows you to define the color of the field name.
Align Allows you to align the field name to the left, center or right side of the field.
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Field ‘ Description
Field
Size Allows you to define the size of the form field as
« Small
* Medium
« Large.

2. To save your settings, click Save.

3. To restore the settings under Styles to default, click (Restore) icon.

Form Field - Password

The Password field allows you to add a special text field that does not display text when the user types in
it. Instead, the text typed by the user is displayed as an asterisk or a bullet to maintain confidentiality of

sensitive information.

[

Er- Farm

« Configuring the Password field - Properties

- Configuring the Password field - Styles

Configuring the Password field - Properties

1. To add the Password field to your form, drag and drop the Password component to the design area.

2. To configure the Password field, hover your mouse over the field and click (Edit) icon.
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(5]
Ii' a ofim
& e ExXa
.
ThePasswordpop-up window opens.
3. In thePassword window, under Properties, enter or select the required fields.
Pazzword
B Propertiad

e
=) Form

Password

Field descriptions for Properties

Field Description

Label Enter a valid Label name for the form field. For example, Select Date and Time.
name*
Values Allows you to define field Values relevant to a form field.

+ Values can be delimited by a comma.

* Characters not allowed: ‘& and ‘|'.

Field ID* | Allows you to assign a unique Field ID to refer to the field name.
- Allowed characters: ‘- and *_’
 Character Length: Min (1), Max (50).

Copyright © 2023 AppViewX, Inc. All Rights Reserved. 690



Service Catalog User Guide

Field ‘ Description
Hooks Allows you to assign an appropriate hook for this field. For example, a hook to fetch the
current date.
« Select a hook that is relevant to the form field.
» Hooks can be either Script or REST API.
» Hooks are used to fetch details against a specific form field from the device and/or
database and map them to the respective field on the user interface.
[ Note: For more information on Assigning Hooks to Form Fields, click here. j
Depends | Allows you to define dependencies between form fields based on ‘Field ID’ and ‘Values’.
on * Operators used: ‘& and ‘|’
» Max character: 550
» Format: [Field 1d1: valuel & Field 1d2: valuel & Field 1d3: value3], [Field 1d1: valuel |
Field 1d2: valuel].
Validation | Allows you to select or define a custom regex pattern against the specific form field.
« Select from the predefined regex patterns defined in the regex inventory.
« Validation ensures that you capture the right information while creating the request.
Parent ID | Allows you to assign a Parent ID for fields in a table.
« Select the relevant tabular component (Field ID) against which the form field must be
mapped to.
[ Note: This is used only when defining a tabular element in the form. ]
Help Allows you to add Help text/tooltip for the field.
Profile Allows you to select the profile from the dropdown to restrict form field display within a
Access template based on the relevant profile.
Mandatory | Allows you to define this field as Mandatory or otherwise. If marked as mandatory, an
asterisk (*) is displayed next to the field name in the form.
Read only |Allows you to define this field as Read Only or otherwise. If marked as Read Only, a
red crossed circle is displayed when you hover your mouse over the read only field and
does not allow you to enter any information.
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Description

Global Allows you to define this field as a Global Variable.
variable

*. Mandatory fields

4. Click Save.

5. To make the password visible, click - (View) icon.
The password is visible.

= Form

6. To hide it again, click (Hide) icon.

Configuring the Password field - Styles

1. For more options to customize the Password, in the Password window, click Styles.

Passward

B Fropertis o Styles

@ Farm Widged Tiile

Futld §ize
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Field descriptions for Styles

Field Description
Weight | The Weight dropdown list lets you set the font thickness of the field label using one of the
following values:
* Default
* Light
* Normal
* Thick.
Size Allows you to increase/decrease font size of the field name.
Line Allows you to increase/decrease the line height of the field. This means the space
Height |between the field and the field border.
Color Allows you to define the color of the field name.
Align Allows you to align the field name to the left, center or right side of the field.
Field Allows you to define the size of the form field as
Size * Small
* Medium
* Large.

2. To save your settings, click Save.

3. To restore the settings under Styles to default, click (Restore) icon.

Form Field - Date Time Picker

The Date and Time picker field enables you to enter date and time information and retrieve information
based on the inputs provided.
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E & &

": Farm

1. Click the Date Time Picker field.
2. Select the date from the pop-out calendar.
3. Select the time from the columns.

« Configuring the Date Time Picker - Properties

 Configuring the Date Time Picker - Styles

Configuring the Date Time Picker - Properties
1. To add the Date Time Picker to your form, drag and drop the Date Time Picker component to the
design area.

2. To configure the Date Time Picker form field, hover your mouse over the field and click (Edit)

icon.

B 7 &}

@ Form

-

The Date Time Picker pop-up window opens.
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Duate Tirme Picker = I

B Properties

3. In the Date Time Picker window, under Properties, enter or select the required fields.

Field descriptions for Properties

Field ‘ Description
Label Enter a valid Label name for the form field. For example, Select Date and Time.
name*
Field ID* | Allows you to assign a unique Field ID to refer to the field name.
« Allowed characters: *-*and *_’
+ Character Length: Min (1), Max (50).
Hooks

Allows you to assign an appropriate hook for this field. For example, a hook to fetch the
current date.

« Select a hook that is relevant to the form field.

» Hooks can be either Script or REST API.

» Hooks are used to fetch details against a specific form field from the device and/or
database and map them to the respective field on the user interface.

[ Note: For more information on Assigning Hooks to Form Fields, click here. j
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Field ‘ Description

Depends

on Allows you to define dependencies between form fields based on ‘Field ID’ and ‘Values'.
* Operators used: ‘& and ‘|
» Max character: 550
» Format: [Field 1d1: valuel & Field 1d2: valuel & Field 1d3: value3], [Field Id1: valuel |

Field 1d2: valuel].

Validation

Allows you to select or define a custom regex pattern against the specific form field.
« Select from the predefined regex patterns defined in the regex inventory.
« Validation ensures that you capture the right information while creating the request.

Parent ID
Allows you to assign a Parent ID for fields in a table.

+ Select the relevant tabular component (Field ID) against which the form field must be
mapped to.
[ Note: This is used only when defining a tabular element in the form. ]

Help Allows you to add Help text/tooltip for the field.

Profile

ACCEssS Allows you to select the profile from the dropdown to restrict form field display within a
template based on the relevant profile.

Mandatory | Allows you to define this field as Mandatory or otherwise. If marked as mandatory, an
asterisk (*) is displayed next to the field name in the form.

Read only | Allows you to define this field as Read Only or otherwise. If marked as Read Only, a
red crossed circle is displayed when you hover your mouse over the read only field and
does not allow you to enter any information.

Global Allows you to define this field as a Global Variable.

variable

*. Mandatory fields

4. Click Save.
5. Click the Date Time Picker field.
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6. Select the date from the pop-out calendar.
7. Select the time from the columns.

Configuring the Date Time Picker - Styles

1. For more options to customize the Date Time Picker, in the Date Time Picker window, click Styles.

Date Time Picker J'C I_

B Fropartie % Styles

|:"' Form Widget Tl

[ ][]

Field descriptions for Styles

Field Description

Weight | The Weight dropdown list lets you set the font thickness of the field label using one of the
following values:

* Default

* Light

* Normal

« Thick.

Size Allows you to increase/decrease font size of the field name.

Line Allows you to increase/decrease the line height of the field. This means the space
Height |between the field and the field border.

Color Allows you to define the color of the field name.
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Field ‘ Description

Align Allows you to align the field name to the left, center or right side of the field.

Field

Size Allows you to define the size of the form field as
* Small
* Medium
» Large.

2. To save your settings, click Save.

3. To restore the settings under Styles to default, click (Restore) icon.

Form Field - Text Area

You can add a Text Area field to the form on your page. This form field allows you to add a multi-line text
input area to the page. This can be used to collect user inputs such as comments of feedback or add a

description for a form field.

[

& Form

« Configuring the Text Area field - Properties

« Configuring the Text Area field - Styles

Configuring the Text Area field - Properties

1. To add the Text Area field to your form, drag and drop the Text Area component to the design area.

2. To configure the Text Area field, hover your mouse over the field and click (Edit) icon.
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@ Form

—

The Text Areapop-up window opens.
3. In the Text Area window, under Properties, enter or select the required fields.

Tem aewa « |

P Fropreicey

Field descriptions for Properties

Field Description

Label name Enter a valid Label name for the form field. For example, Select Date and Time.

Values Allows you to define field Values relevant to a form field.
+ Values can be delimited by a comma.
* Characters not allowed: ‘& and ‘|'.

Field ID Allows you to assign a unique Field ID to refer to the field name.

« Allowed characters: ‘- and ‘_
* Character Length: Min (1), Max (50).
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Field ‘ Description
Hooks Allows you to assign an appropriate hook for this field. For example, a hook to
fetch the current date.
* Select a hook that is relevant to the form field.
» Hooks can be either Script or REST API.
» Hooks are used to fetch details against a specific form field from the device and/
or database and map them to the respective field on the user interface.
Note: For more information on Assigning Hooks to Form Fields, click
here.
Depends on Allows you to define dependencies between form fields based on ‘Field ID’ and
‘Values'.
* Operators used: ‘& and ‘|’
» Max character: 550
» Format: [Field Id1: valuel & Field Id2: valuel & Field Id3: value3], [Field Id1:
valuel | Field Id2: valuel].
Validation Allows you to select or define a custom regex pattern against the specific form
field.
« Select from the predefined regex patterns defined in the regex inventory.
« Validation ensures that you capture the right information while creating the
request.
Parent ID Allows you to assign a Parent ID for fields in a table.
* Select the relevant tabular component (Field ID) against which the form field
must be mapped to.
[ Note: This is used only when defining a tabular element in the form. ]
Help Allows you to add Help text/tooltip for the field.
Profile Access | Allows you to select the profile from the dropdown to restrict form field display
within a template based on the relevant profile.
Mandatory Allows you to define this field as Mandatory or otherwise. If marked as mandatory,
an asterisk (*) is displayed next to the field name in the form.
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Description

Allows you to define this field as Read Only or otherwise. If marked as Read Only,
a red crossed circle is displayed when you hover your mouse over the read only

field and does not allow you to enter any information.

Global variable

Allows you to define this field as a Global Variable.

Hidden

Allows you to hide the field in the form.

File upload

Allows you to add a File upload icon = (Upload) icon in the Text Area.

4. To add a file upload icon, in the Text Area window, under Properties, turn on the File upload toggle.

5. To upload a file, in the text area, click - (Upload) icon.

= Form

+ 5 B

i

6. To maximize the text area field, from the top right corner of the field, click < (Maximize) icon.
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Configuring the Text Area field - Styles

1. For more options to customize the Text Area, in the Text Areawindow, click Styles.

£ Form

Text &rea *

I Fropt Sryles

Widget Tithe

Fetld Sare

ENECN

Field descriptions for Styles

Field Description

Weight | The Weight dropdown list lets you set the font thickness of the field label using one of the
following values:
+ Default
* Light
* Normal
* Thick.
Size Allows you to increase/decrease font size of the field name.
Line Allows you to increase/decrease the line height of the field. This means the space
Height |between the field and the field border.
Color Allows you to define the color of the field name.
Align Allows you to align the field name to the left, center or right side of the field.
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Field ‘ Description
Field
Size Allows you to define the size of the form field as
* Small
* Medium
« Large.

2. To save your settings, click Save.

3. To restore the settings under Styles to default, click (Restore) icon.

Form Field - Radio Button

The Radio Button field allows you to select one option from the predefined set of options.

« Configuring the Radio Button field - Properties
« Configuring the Radio Button field - Styles

Configuring the Radio Button field - Properties

1. To add the Radio Button field to your form, drag and drop the Radio Button component to the design

area.

2. To configure the Radio Button, hover your mouse over the field and click (Edit) icon.

% Foom

TheRadio Buttonpop-up window opens.

3. In theRadio Button window, under Properties, enter or select the required fields.
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Radia Buttoen o ll
B Properties
—
=y Form L aba
Saleat diffsuly binee
-
i T

Field descriptions for Properties

Field

Label name*

Description

Enter a valid Label name for the form field. For example, Select Date and
Time.

Values Allows you to define field Values relevant to a form field.
* Values can be delimited by a comma.
* Characters not allowed: ‘& and ‘|'.
Field ID* Allows you to assign a unique Field ID to refer to the field name.
* Allowed characters: -*and * ’
» Character Length: Min (1), Max (50).
Hooks

Allows you to assign an appropriate hook for this field. For example, a hook to
fetch the current date.

* Select a hook that is relevant to the form field.

» Hooks can be either Script or REST API.

» Hooks are used to fetch details against a specific form field from the device
and/or database and map them to the respective field on the user interface.

Copyright © 2023 AppViewX, Inc. All Rights Reserved.

704



Service Catalog User Guide

Description

Note: For more information on Assigning Hooks to Form Fields, click

here.

Depends on Allows you to define dependencies between form fields based on ‘Field ID’ and
‘Values'.
» Operators used: ‘& and ‘|’
» Max character: 550
» Format: [Field 1d1: valuel & Field 1d2: valuel & Field 1d3: value3], [Field Id1:
valuel | Field Id2: valuel].
Validation Allows you to select or define a custom regex pattern against the specific form
field.
« Select from the predefined regex patterns defined in the regex inventory.
« Validation ensures that you capture the right information while creating the
request.
Parent ID Allows you to assign a Parent ID for fields in a table. Select the relevant
tabular component (Field ID) against which the form field must be mapped to.
[ Note: This is used only when defining a tabular element in the form. ]
Help Allows you to add Help text/tooltip for the field.

Profile Access

Allows you to select the profile from the dropdown to restrict form field display

within a template based on the relevant profile.

Mandatory Allows you to define this field as Mandatory or otherwise. If marked as
mandatory, an asterisk (*) is displayed next to the field name in the form.

Read only Allows you to define this field as Read Only or otherwise. If marked as Read
Only, a red crossed circle is displayed when you hover your mouse over the
read only field and does not allow you to enter any information.

Hidden Allows you to hide the field in the form.

Global variable

Allows you to define this field as a Global Variable.
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Description

*: Mandatory fields

4. Click Save.

Configuring the Radio Button field - Styles

1. For more options to customize the Radio Button, in the Radio Button window, click Styles.

Badiia Buttan X I
B Properties % Stybes
=
@ Fl.'J-FI'I'I ‘Widgpet Ticle .
Sl CURY
i N
|
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Field descriptions for Styles

Field

Description

Weight | The Weight dropdown list lets you set the font thickness of the field label using one of the
following values:

* Default

* Light

* Normal

* Thick.

Size

Allows you to increase/decrease font size of the field name.
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Field ‘ Description

Line Allows you to increase/decrease the line height of the field. This means the space

Height |between the field and the field border.

Color Allows you to define the color of the field name.

Align Allows you to align the field name to the left, center or right side of the field.

2. To save your settings, click Save.

3. To restore the settings under Styles to default, click (Restore) icon.

Form Field - Checkbox

The Checkbox field allows you to make one or more choice(es) from the available options.

L |

% Form

« Configuring the Checkbox field - Properties
« Configuring the Checkbox field - Styles

Configuring the Checkbox field - Properties

1. To add the Checkbox field to your form, drag and drop the Checkbox component to the design

canvas.

2. To configure the Checkbox, hover your mouse over the field and click (Edit) icon.
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The Checkbox pop-up window opens.

3. In the Checkbox window, under Properties, enter or select the required fields.

Checkhax =
B Properties
(@ Form

Field descriptions for Properties

Field

Description

Label name* Enter a valid Label name for the form field. For example, Select Date and

Time.

Values Allows you to define field Values relevant to a form field.

+ Values can be delimited by a comma.

* Characters not allowed: ‘& and ‘|'.

Field ID* Allows you to assign a unique Field ID to refer to the field name.

« Allowed characters: *-*and *_’

+ Character Length: Min (1), Max (50).

Hooks Allows you to assign an appropriate hook for this field. For example, a hook to

fetch the current date.
« Select a hook that is relevant to the form field.
» Hooks can be either Script or REST API.

» Hooks are used to fetch details against a specific form field from the device

and/or database and map them to the respective field on the user interface.
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Description

Note: For more information on Assigning Hooks to Form Fields, click

here.

Depends on Allows you to define dependencies between form fields based on ‘Field ID’
and ‘Values'.
* Operators used: ‘& and ‘|’
» Max character: 550
» Format: [Field 1d1: valuel & Field 1d2: valuel & Field 1d3: value3], [Field 1d1:
valuel | Field Id2: valuel].
Validation Allows you to select or define a custom regex pattern against the specific form
field.
- Select from the predefined regex patterns defined in the regex inventory.
- Validation ensures that you capture the right information while creating the
reguest.
Parent ID Allows you to assign a Parent ID for fields in a table.
» Select the relevant tabular component (Field ID) against which the form field
must be mapped to.
[ Note: This is used only when defining a tabular element in the form. j
Help Allows you to add Help text/tooltip for the field.

Profile Access

Allows you to select the profile from the dropdown to restrict form field display

within a template based on the relevant profile.

Mandatory Allows you to define this field as Mandatory or otherwise. If marked as
mandatory, an asterisk (*) is displayed next to the field name in the form.
Read only Allows you to define this field as Read Only or otherwise. If marked as Read

Only, a red crossed circle is displayed when you hover your mouse over the
read only field and does not allow you to enter any information.

Global variable

Allows you to define this field as a Global Variable.
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Description

*: Mandatory fields

4. Click Save.

Configuring the Checkbox field - Styles

1. For more options to customize the Checkbox, in the Checkboxwindow, click Styles.

Checkbox =

B Properties  Sryles

E]/ Form Widget Title

Field descriptions for Styles

Field Description

Weight | The Weight dropdown list lets you set the font thickness of the field label using one of the
following values:
+ Default
* Light
* Normal
* Thick.

Size Allows you to increase/decrease font size of the field name.

Line Allows you to increase/decrease the line height of the field. This means the space

Height |between the field and the field border.
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Field ‘ Description

Color Allows you to define the color of the field name.

Align Allows you to align the field name to the left, center or right side of the field.

2. To save your settings, click Save.

3. To restore the settings under Styles to default, click (Restore) icon.

Form Field - Select Box

The Select Box field allows you to select one of the predefined options listed in the dropdown.

&l F
= orm

« Configuring the Select Box field - Properties

« Configuring the Select Box field - Styles

Configuring the Select Box field - Properties

1. To add the Select Box field to your form, drag and drop the Select Box component to the design area.

2. To configure the Select Box, hover your mouse over the field and click (Edit) icon.

e Form

* & W

TheSelect Boxpop-up window opens.
3. In theSelect Box window, under Properties, enter or select the required fields.
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Select Box X—I
M Propeértio
(2} Form .
Field descriptions for Properties
Field ‘ Description

Label name* Enter a valid Label name for the form field. For example, Select Date and
Time.

Values Allows you to define field Values relevant to a form field.
+ Values can be delimited by a comma.
* Characters not allowed: ‘& and ‘|'.

Field ID* Allows you to assign a unique Field ID to refer to the field name.
- Allowed characters: ‘- and *_’
* Character Length: Min (1), Max (50).

Hooks Allows you to assign an appropriate hook for this field. For example, a hook
to fetch the current date.
+ Select a hook that is relevant to the form field.
» Hooks can be either Script or REST API.
» Hooks are used to fetch details against a specific form field from the

device and/or database and map them to the respective field on the user
interface.
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Description

Note: For more information on Assigning Hooks to Form Fields, click

here.

Depends on

Allows you to define dependencies between form fields based on ‘Field 1D’

and ‘Values'.

* Operators used: ‘& and ‘|’

» Max character: 550

» Format: [Field 1d1: valuel & Field 1d2: valuel & Field 1d3: value3], [Field
Id1: valuel | Field Id2: valuel].

Validation

Allows you to select or define a custom regex pattern against the specific

form field.

- Select from the predefined regex patterns defined in the regex inventory.

- Validation ensures that you capture the right information while creating the
request.

Parent ID

Allows you to assign a Parent ID for fields in a table.
» Select the relevant tabular component (Field ID) against which the form
field must be mapped to.

[ Note: This is used only when defining a tabular element in the form.j

Help

Allows you to add Help text/tooltip for the field.

Profile Access

Allows you to select the profile from the dropdown to restrict form field

display within a template based on the relevant profile.

Mandatory Allows you to define this field as Mandatory or otherwise. If marked as
mandatory, an asterisk (*) is displayed next to the field name in the form.
Read only Allows you to define this field as Read Only or otherwise. If marked as Read

Only, a red crossed circle is displayed when you hover your mouse over the
read only field and does not allow you to enter any information.

Global variable

Allows you to define this field as a Global Variable.

Create option

Allows you to create option with this field as a Create option.
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Description

*: Mandatory fields

4. Click Save.

Configuring the Select Box field - Styles

1. For more options to customize the Select Box, in the Select Box window, click Styles.

Sedect Box * I
B Properties & Sryles
@ Form Whdget Title
-
L 2 =2
Field Siee
El
Field descriptions for Styles
Field Description
Weight | The Weight dropdown list lets you set the font thickness of the field label using one of the
following values:
+ Default
* Light
* Normal
* Thick.
Size Allows you to increase/decrease font size of the field name.
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Field ‘ Description
Line Allows you to increase/decrease the line height of the field. This means the space
Height |between the field and the field border.
Color Allows you to define the color of the field name.
Align Allows you to align the field name to the left, center or right side of the field.
Field Allows you to define the size of the form field as
Size » Small
* Medium
» Large.

2. To save your settings, click Save.

3. To restore the settings under Styles to default, click (Restore) icon.

Form Field - Multi-select Box

The Multi-select box field allows you to select from a predefined list of multiple options available in a

dropdown.

2 Farmm

G

 Configuring the Multi-select Box field - Properties

« Configuring the Multi-select Box field - Styles
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Configuring the Multi-select Box field - Properties

1. To add the Multi-select Box field to your form, drag and drop the Multi-select Box component to the
design canvas.

2. To configure the Multi-select box, hover your mouse over the field and click (Edit) icon.

%y Form

+ F 0

The Multi-select pop-up window opens.

3. In the Multi-select window, under Properties, enter or select the required fields.

i b
B Pregarar

% Farm

Field descriptions for Properties

Field

Description

Label name Enter a valid Label name for the form field. For example, Select Date and
Time.

Values Allows you to define field Values relevant to a form field.
* Values can be delimited by a comma.

« Characters not allowed: ‘& and ‘|'.

Field ID Allows you to assign a unique Field ID to refer to the field name.
« Allowed characters: ‘-*and * ’

» Character Length: Min (1), Max (50).
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Field ‘ Description

Hooks Allows you to assign an appropriate hook for this field. For example, a hook to

fetch the current date.

« Select a hook that is relevant to the form field.

» Hooks can be either Script or REST API.

» Hooks are used to fetch details against a specific form field from the device
and/or database and map them to the respective field on the user interface.

Note: For more information on Assigning Hooks to Form Fields, click
here.

Depends on Allows you to define dependencies between form fields based on ‘Field ID’

and ‘Values’.

 Operators used: ‘& and ‘|’

* Max character: 550

» Format: [Field Id1: valuel & Field 1d2: valuel & Field 1d3: value3], [Field 1d1:
valuel | Field Id2: valuel].

Validation Allows you to select or define a custom regex pattern against the specific form

field.

« Select from the predefined regex patterns defined in the regex inventory.

« Validation ensures that you capture the right information while creating the
request.

Parent ID Allows you to assign a Parent ID for fields in a table.
« Select the relevant tabular component (Field ID) against which the form field

must be mapped to.

[ Note: This is used only when defining a tabular element in the form. ]

Profile Access Allows you to select the profile from the dropdown to restrict form field display

within a template based on the relevant profile.

Mandatory Allows you to define this field as Mandatory or otherwise. If marked as

mandatory, an asterisk (*) is displayed next to the field name in the form.
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Field ‘ Description

Read only Allows you to define this field as Read Only or otherwise. If marked as Read
Only, a red crossed circle is displayed when you hover your mouse over the
read only field and does not allow you to enter any information.

Global variable Allows you to define this field as a Global Variable.

Create option Allows you to define this field as a Global variable.

*. Mandatory fields

4. Click Save.

Configuring the Multi-select Box field - Styles

1. For more options to customize the Multi-select Box, in the Multi-select Boxwindow, click Styles.

Multi-zelect Box X ﬁ

B Properties  Syles

@ Form

Widgen Tigle

Figld Size
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Field descriptions for Styles

Field Description
Weight | The Weight dropdown list lets you set the font thickness of the field label using one of the
following values:
* Default
* Light
* Normal
* Thick.
Size Allows you to increase/decrease font size of the field name.
Line Allows you to increase/decrease the line height of the field. This means the space
Height |between the field and the field border.
Color Allows you to define the color of the field name.
Align Allows you to align the field name to the left, center or right side of the field.
Field Allows you to define the size of the form field as
Size * Small
* Medium
* Large.

2. To save your settings, click Save.

3. To restore the settings under Styles to default, click (Restore) icon.

Form Field - Form Button

The Form Button field allows you to add a button to your form to fetch information such as device list, list
of certificate authorities and so on.

!: Input Farm

H & W
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« Configuring the Form Button field - Properties

« Configuring the Form Button field - Styles

Configuring the Form Button field - Properties

1. To add the Form Button field to your form, drag and drop the Form Button component to the design

area.

2. To configure the Form Button, hover your mouse over the field and click (Edit) icon.

8= Input Form
The Form Button pop-up window opens.
3. In the Form Button window, under Properties, enter or select the required fields.
B Prepaetien
!E Input Forrm
[ form e |
=l

Field descriptions for Properties

Description

Label Enter a valid Label name for the form field. For example, Select Date and Time.
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Field Description
Field ID Allows you to assign a unique Field ID to refer to the field name.
« Allowed characters: ‘- and * ’
* Character Length: Min (1), Max (50).
Help Allows you to add Help text/tooltip for the field.
Hooks Allows you to assign an appropriate hook for this field. For example, a hook to fetch
the current date.
« Select a hook that is relevant to the form field.
» Hooks can be either Script or REST API.
» Hooks are used to fetch details against a specific form field from the device and/
or database and map them to the respective field on the user interface.
[ Note: For more information on Assigning Hooks to Form Fields, click here.]
Depends on Allows you to define dependencies between form fields based on ‘Field ID’ and

‘Values’.

» Operators used: ‘& and ‘|’

* Max character: 550

» Format: [Field 1d1: valuel & Field 1d2: valuel & Field 1d3: value3], [Field Id1:
valuel | Field Id2: valuel].

Profile Access

Allows you to select the profile from the dropdown to restrict form field display

within a template based on the relevant profile.

Mandatory Allows you to define this field as Mandatory or otherwise. If marked as mandatory,
an asterisk (*) is displayed next to the field name in the form.

Read only Allows you to define this field as Read Only or otherwise. If marked as Read Only,
a red crossed circle is displayed when you hover your mouse over the read only
field and does not allow you to enter any information.

Hidden Allows you to hide the field in the form.

Select icons Allows you to select an icon for the Form Button from the available options.

4. Click Save.
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Configuring the Form Button field - Styles

1. For more options to customize the Form Button, in the Form Button window, click Styles.

Form Bation S
" Sybes
=
- — 5|
1= Input Form
Bk grasrsd
|
Boode
kgt Totks

Field descriptions for Styles

Field ‘ Description

Sizing Allows you to increase/decrease the height and width of the form field.

Background | Allows you to select the color of the form button.

Border Allows you to define the color, style, and width of the button’s border.

Weight The Weight dropdown list lets you set the font thickness of the field label using one of
the following values:
+ Default
* Light
* Normal
* Thick.

Size Allows you to increase/decrease font size of the field name.

Line Height [ Allows you to increase/decrease the line height of the field. This means the space
between the field and the field border.

Color Allows you to define the color of the field name.

Align Allows you to align the field name to the left, center or right side of the field.
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Description

Allows you to define the size of the form field as
« Small
* Medium

* Large.

2. To save your settings, click Save.

3. To restore the settings under Styles to default, click (Restore) icon.

Form Field - Download

The Download field serves as a URL/button which you can click to download files(s).

E] Form

B S W

- Configuring the Download field - Properties

« Configuring the Download field - Styles

Configuring the Download field - Properties

1. To add the Download field to your form, drag and drop the Download component to the design

canvas.

2. To configure the Download widget, hover your mouse over the widget and click (Edit) icon.

The Download pop-up window opens.

3. In the Download window, under Properties, enter or select the required fields.
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E] Form

Download X

B Properties

Field descriptions for Properties

Field Description

Label name

Enter a valid Label name for the form field. For example, Download CSV.

Download Type

Select the Download type from the available options:
* URL

* File

« CSV.

File Name

Enter the file name with which the file will be downloaded to your machine.

Values

Allows you to define field Values relevant to a form field.

* Values can be delimited by a comma.
* Characters not allowed: ‘& and ‘|'.

Field ID

Allows you to assign a unique Field ID to refer to the field name.
« Allowed characters: *-*and *_’

+ Character Length: Min (1), Max (50).
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Field ‘ Description
Hooks Allows you to assign an appropriate hook for this field. For example, a hook to
fetch the current date.
« Select a hook that is relevant to the form field.
» Hooks can be either Script or REST API.
» Hooks are used to fetch details against a specific form field from the device
and/or database and map them to the respective field on the user interface.
Note: For more information on Assigning Hooks to Form Fields, click
here.
Depends on
Allows you to define dependencies between form fields based on ‘Field ID’
and ‘Values'.
* Operators used: ‘& and ‘|’
» Max character: 550
» Format: [Field Id1: valuel & Field Id2: valuel & Field Id3: value3], [Field
Id1: valuel | Field Id2: valuel].
Validation
Allows you to select or define a custom regex pattern against the specific
form field.
« Select from the predefined regex patterns defined in the regex inventory.
- Validation ensures that you capture the right information while creating the
request.
Parent ID
Allows you to assign a Parent ID for fields in a table.
« Select the relevant tabular component (Field ID) against which the form field
must be mapped to.
[ Note: This is used only when defining a tabular element in the form. ]
Help Allows you to add Help text/tooltip for the field.
Mandatory Allows you to define this field as Mandatory or otherwise. If marked as
mandatory, an asterisk (*) is displayed next to the field name in the form.
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Field ‘ Description

Read only Allows you to define this field as Read Only or otherwise. If marked as Read
Only, a red crossed circle is displayed when you hover your mouse over the
read only field and does not allow you to enter any information.

Global variable Allows you to define this field as a Global Variable.

4. Click Save.
5. To download your file, click on the download link or button.

Configuring the Download field - Styles

1. For more options to customize the Download, in the Download window, click Styles.

Downlead * |

B Properte o styles
@ Farm Button site

2. Under Button Size, select the size of the Download button as Small, Medium or Large as required.

3. To save your settings, click Save.

4. To restore the settings under Styles to default, click (Restore) icon.

Form Field - File Upload

The File Upload field allows you to attach files from your machine to the form.
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 Configuring the File Upload field - Properties
« Configuring the File Upload field - Styles

Configuring the File Upload field - Properties
1. To add the File Upload field to your form, drag and drop the File Upload component to the design
canvas.

2. To configure the File Upload widget, hover your mouse over the widget and click (Edit) icon.
The File Upload pop-up window opens.

= Form

3. In the File Upload window, under Properties, enter or select the required fields.

File Upshaasd

W Propavises
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Field descriptions for Properties

Field ‘ Description

Label Enter a valid Label name for the form field. For example, Chose File.

name

File Type |Allows you to define the type of file(s) that can be uploaded. For example, if you enter .*
as the file type, it means any file type can be uploaded to this field. Alternatively, you
can define the file types as .png, .svg and so on.

*Field ID | Allows you to assign a unique Field ID to refer to the field name.

« Allowed characters: ‘- and *_’
* Character Length: Min (1), Max (50).

Global Allows you to define this field as a Global Variable.

variable

Depends

on Allows you to define dependencies between form fields based on ‘Field ID’ and ‘Values'.
* Operators used: ‘& and ‘|’

» Max character: 550
» Format: [Field 1d1: valuel & Field 1d2: valuel & Field 1d3: value3], [Field 1d1: valuel |
Field 1d2: valuel].

Parent ID
Allows you to assign a Parent ID for fields in a table.

« Select the relevant tabular component (Field ID) against which the form field must be
mapped.
[ Note: This is used only when defining a tabular element in the form. ]

Help Allows you to add Help text/tooltip for the field.

Mandatory | Allows you to define this field as Mandatory or otherwise. If marked as mandatory, an
asterisk (*) is displayed next to the field name in the form.

Read only | Allows you to define this field as Read Only or otherwise. If marked as Read Only, a
red crossed circle is displayed when you hover your mouse over the read only field and
does not allow you to enter any information.

*: Mandatory fields
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4. Click Save.

5. To browse for files to be uploaded from your machine to the page, click (Upload) icon.

Configuring the File Upload field - Styles

1. For more options to customize the File Upload, in the File Upload window, click Styles.

File Uplad
- Wsdpen T be
2y Form
|
[ son | cm |
Field descriptions for Styles
Field Description
Weight | The Weight dropdown list lets you set the font thickness of the field label using one of the
following values:
* Default
* Light
* Normal
* Thick.
Size Allows you to increase/decrease font size of the field name.
Line Allows you to increase/decrease the line height of the field. This means the space
Height |between the field and the field border.
Color Allows you to define the color of the field name.
Align Allows you to align the field name to the left, center or right side of the field.
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2. To save your settings, click Save.

3. To restore the settings under Styles to default, click (Restore) icon.

Form Field - Script Editor

The Script Editor field allows you to add a code editor field to the form on your page.

B Form

« Configuring the Script Editor- Properties
 Configuring the Script Editor- Styles

Configuring the Script Editor- Properties

1. To add the Script Editor widget, drag and drop the Script Editor component to any blue highlighted

area in the design area.

2. To configure the Script Editor, hover your mouse over the field and click (Edit) icon.
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£ Form

The Script Editorpop-up window opens.

3. In the Script Editor window, under Properties, enter or select the required fields.

[ Form

Bangt Edrar

B Propertss

Field descriptions for Properties

Field ‘ Description
Label Enter a valid Label name for the form field. For example, Select Date and Time.
name*
Values Allows you to define field Values relevant to a form field.
+ Values can be delimited by a comma.
* Characters not allowed: ‘&  and ‘|'.
Field ID* | Allows you to assign a unique Field ID to refer to the field name.
« Allowed characters: - and *_’
* Character Length: Min (1), Max (50).
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Field ‘ Description
Hooks Allows you to assign an appropriate hook for this field. For example, a hook to fetch the
current date.
« Select a hook that is relevant to the form field.
» Hooks can be either Script or REST API.
» Hooks are used to fetch details against a specific form field from the device and/or
database and map them to the respective field on the user interface.
[ Note: For more information on Assigning Hooks to Form Fields, click here. j
Depends | Allows you to define dependencies between form fields based on ‘Field ID’ and ‘Values’.
on * Operators used: ‘& and ‘|’
» Max character: 550
» Format: [Field 1d1: valuel & Field 1d2: valuel & Field 1d3: value3], [Field 1d1: valuel |
Field 1d2: valuel].
Validation | Allows you to select or define a custom regex pattern against the specific form field.
« Select from the predefined regex patterns defined in the regex inventory.
« Validation ensures that you capture the right information while creating the request.
Parent ID | Allows you to assign a Parent ID for fields in a table.
« Select the relevant tabular component (Field ID) against which the form field must be
mapped.
[ Note: This is used only when defining a tabular element in the form. ]
Help Allows you to add Help text/tooltip for the field.
Profile Allows you to select the profile from the dropdown to restrict form field display within a
Access template based on the relevant profile.
Mandatory | Allows you to define this field as Mandatory or otherwise. If marked as mandatory, an
asterisk (*) is displayed next to the field name in the form.
Read only |Allows you to define this field as Read Only or otherwise. If marked as Read Only, a
red crossed circle is displayed when you hover your mouse over the read only field and
does not allow you to enter any information.
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Field ‘ Description
Global Allows you to define this field as a Global Variable.
variable

Hidden Allows you to hide the field in the form.

File Allows you to add an option for uploading files to the ace editor field.
Upload

Theme Allows you to select between a light or dark theme for the ace editor.
Mode Allows you to select the script from the drop down menu.

*. Mandatory fields

4. Click Save.

Configuring the Script Editor- Styles

1. For more options to customize the Script Editor, in the Script Editorwindow, click Styles.

Senpl Eanos E|
r Srgie
[ Form ey
Waiige! Titls
L
E & &

Field descriptions for Styles

Description

Sizing Allows you to adjust the height and width of the Ace Editor field in the form.
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Description

The following options are available here:

» Weight - Allows you to set the font thickness of the widget title as Default, Light,
Normal, or Thick.

* Size - Allows you to increase/decrease the size of the widget title.

* Line height - Allows you to adjust the line height.

* Color - Allows you to set a color for the widget title.

+ Align - Allows you to align the widget title to the left, right, or centre.

2. To save your settings, click Save.

3. To restore the settings under Styles to default, click (Restore) icon.

Form Field

- Tabular

You can add a Tabular field to the form on your page. This field allows you to configure a table within your

form by associating the field ID of the tabular as the Parent ID for the form fields required in the table.

1. To add a Tabular element to the form first design a form by adding form fields to the design canvas.

2. Drag and drop the Tabular field in the form.

iy

Er- User Inputs

3. Hover your mouse over a field, for example First Name, and click (Edit) icon.

The Text Box pop-up window opens with the Properties tab open by default.
4. In the Text Box pop-up window, under Properties, select the Parent ID as Tabular.
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The field, First Name, is added to the Tabular.

Taxt Bax =

| Properiin

=
Ey  Liser Inputs

Furst Wame

ENEE 2

5. Associate the Tabular’s field ID as the Parent ID for other fields that are to be added to the form.

Note: When the Tabular field within a Form Group only the form fields present within that
group can be added to that group’s Tabular.

6. Click Preview.
The Tabular opens in a new tab.

(L N
Note: Any form fields not associated with the Tabular field will be displayed outside the
Tabular.
EJ" User Inputs
N /

7. To add data in the Tabular component, click Add.
The User Details’s fields window opens with the fields of the tabular displayed.

Copyright © 2023 AppViewX, Inc. All Rights Reserved. 735



Service Catalog User Guide

Lsar Detals's Nields

8. In the User Details’s fields window, enter the values for the form fields.
9. Click Save.

10.
11.

12.

13.
14.

15.
16.

The values are added to the Tabular.

[ Note: The User Details’s fields window remains open for the user to add more fields.

To close the Tabular’s fields window, click Cancel.

To edit a row in the Tabular, select the row to be edited.
The Edit button is enabled.

Click Edit.

Note: The Edit button is enabled only when you select exactly one row in the tabular.
Selecting zero or more than 1 row will disable the Edit button.

In the User Details’s fields window, modify the form field(s).
Click Update.

The Tabular’s fields window closes.

To delete a row in the Tabular, select the row to be deleted.
Click Delete.
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F:z' User Inputs

forvl Hame - Lan# Mame a Date of Birth E Email 1D

o ™
Note: The Delete button is enabled only when you select a single or multiple rows.
N /

» Configuring the Tabular - Properties
* Tabular - Grid Universal Controls

« Configuring the Tabular with Hooks
 Configuring the Tabular - Styles

Configuring the Tabular - Properties

1. To configure the Tabular, hover your mouse over the field and click (Edit) icon.

+ #w

First Nama - Last Mama = Email 1D : Cate of Birth

The Tabular pop-up window opens.
2. In the Tabular window, under Properties, enter or select the required fields.
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Field descriptions for Properties
Field Description

Label name*

Enter a valid Label name for the form field. For example, Select Date and

Time.

Values

Allows you to define field Values relevant to a form field.
* Values can be delimited by a comma.

* Characters not allowed: ‘& and ‘|'.

Field ID*

Allows you to assign a unique Field ID to refer to the field name.
« Allowed characters: *-*and *_’
+ Character Length: Min (1), Max (50).

Hooks

Allows you to assign an appropriate hook for this field. For example, a hook to
fetch the current date.

« Select a hook that is relevant to the form field.

» Hooks can be either Script or REST API.

» Hooks are used to fetch details against a specific form field from the device

and/or database and map them to the respective field on the user interface.

Note: For more information on Assigning Hooks to Form Fields, click

here.
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Description

Allows you to define dependencies between form fields based on ‘Field ID’

and ‘Values'.

* Operators used: ‘& and ‘|’

» Max character: 550

» Format: [Field 1d1: valuel & Field 1d2: valuel & Field 1d3: value3], [Field 1d1:
valuel | Field 1d2: valuel].

Help

Allows you to add Help text/tooltip for the field.

Profile Access

Allows you to select the profile from the dropdown to restrict form field display

within a template based on the relevant profile.

Mandatory

Allows you to define this field as Mandatory or otherwise. If marked as
mandatory, an asterisk (*) is displayed next to the field name in the form.

Grid Universal
Controls

Allows you enable/disable the following features in the Tabular:
» Search

 Pagination

* Actions.

[ Note: For more information con Grid Universal Controls, click here. j

*. Mandatory fields

3. Click Save.

Tabular - Grid Universal Controls

This option in the Tabular allows you to enable/disable the following features:
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 Search - You can turn off the toggle for Search if you don’t want the Search bar to be displayed in the

Tabular. Enabling the Search bar allows you to search for a particular item in the Tabular quickly.

+ Search toggle is on and the search bar is displayed.

* &

First Mame E Lat Kame - Dace of Birth

Emad il -

» Search toggle is off and the search bar is not

Firit Hama Last Name

Emad 1Dy

displayed.

» Pagination - You can turn on the toggle for Pagination to display the number of records that can be

viewed on a page. Enabling Pagination allows a page with high volumes of data to load faster.

- Pagination toggle is on and the record view is displayed.

First Wame Ladk Nama Datw of Eirth Emad ] -
[ =]
[ &
« Pagination toggle is off and the record view is not displayed.
+ )
Fiest Name : Ladn Mo Dt o Hirth Emasl bl -
L8]

« Actions - You can turn off the Actions toggle if you don’t want the Action buttons to be displayed in the

Tabular. Enabling action buttons such as Add, Edit, and Delete allows you to perform these actions and

modify the Tabular quickly.
« Actions toggle is on and the action buttons are displayed.

Firut Kamas - Laet Kams - Gate of Birth Eonail I -
L&)
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« Actions toggle is off and the action buttons are not displayed.

Pmaillf L

Cate of Rirth

Configuring the Tabular with Hooks

1. Design a page.
2. From the Build > Form section, drag and drop the following form fields to design a form:

Field Type Label Name Field Values Parent ID
Text Box Vendors A10,F5,Citrix
Text Box Device Name - Tabular
Text Box IP Address - Tabular

3. Drag and drop a Tabular field to the form.

4. To configure the Tabular, hover your mouse over the field and click (Edit) icon.
The Tabular pop-up window opens with the Properties tab open by default.
5. In the Tabular window, under Properties, select an appropriate hook for getting the device list.

—— TN ]
B Fropertien
: Davice
- -
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Note: You can also create a hook that meets your requirements. For more information on

assigning hooks to form fields, click here.

6. Click Save.
7. Preview the form.

The form opens in a new tab.

Dresin Hams 1P Aaddraria

8. In the Vendors field, select an option from the dropdown.
9. To trigger the hook and get the device list based on vendor and auto-populate the form, click

above the Tabular field.
The Tabular is populated with the device list fetched from the hook.

l-.', Device

Davice Hisma IF Beddirana
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Configuring the Tabular - Styles

1. For more options to customize the Tabular, in the Tabular window, click Styles.

Tabwilsr = I
] Liylen
'
& User Inputs g Tl
|
- -, = [
H H
Torid Marrw = Lawl Hama = Bt of Birth = Email =
= T
ElNETE
Field descriptions for Styles
Field Description
Weight | Allows you to define the following features in the Widget Title:
Title » Weight - The Weight dropdown list lets you set the font thickness of the field label.

* Size - Allows you to increase/decrease font Size of the field name.

« Line height - Allows you to increase/decrease the Line height of the field. This means
the space between the field and the field border.

« Color - Allows you to define the Color of the field label.

« Align - Allows you to Align the field label to the left, center or right side of the field.

Grid Allows you to define the following features for header text:
Data » Header Row Text Color - Allows you to select the color for the text in the Header row
Text from the color picker or the color palette.

» Header Row Text Size - Allows you to set the size of the text in the Header row.

» Header text Alignment - Allows you to align the text in the Header row to the left,
center or right side.

» Data Text Color - Allows you to select the color for the data text from the color picker or
the color palette.

» Data Text Size - Allows you to set the size of the data text in the Tabular.

» Data Text Alignment - Allows you to align the data text to the left, center or right side.
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2. To save your settings, click Save.

3. To restore the settings under Styles to default, click (Restore) icon.

Form Field - Rich Text Editor

Service Catalog User Guide

The Rich Text Editor field allows you to add a text editor to your page with the following features:

« Provision to define the font type and size, add font effects, highlight text in color, and add bulleted and

numbered points.
« Provision to enable monospace.

« Provision to insert superscript and subscript.

« Provision to add links to external/internal pages.
« Provision to embed an internal/external page within the text editor.

» Provision to indent and align the text as per requirement.

« Provision to upload files to the page.

(8} User Inputs

B 7 U & (] » X * T r

[

« Configuring the Rich Text Editor - Properties
 Configuring the Rich Text Editor - Styles

Configuring the Rich Text Editor - Properties

1. To add the Rich Text Editor field to your form, drag and drop the Rich Text Editor component in the

design area.

2. To configure the Rich Text Editor, hover your mouse over the top right corner of the widget and click

(Edit) icon.
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B I

Rich Text Editor

U & {}] » X% Nomal ¥ T* Font v = = = = ==/ 4 @ &

@) User Inputs

The Rich Text Editor pop-up window opens with the Properties tab open by default.

3. In the Rich Text Editor window, under Properties, enter or select the required field information.

B

(&) User Inputs

I

Rich Text Editor

W Properties

U & {] »* Xy Morma * T t * E E

ii
1]
i
[
|

b

El N

Field descriptions for Properties

Field Description

Label Enter a valid Label name for the form field. For example, Select Date and Time.
name
Field ID* | Allows you to assign a unique Field ID to refer to the field name.

« Allowed characters: ‘- and *_’
* Character Length: Min (1), Max (50).
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Field ‘ Description

Depends | Allows you to define dependencies between form fields based on ‘Field ID’ and ‘Values’'.

on * Operators used: ‘& and ‘|’

» Max character: 550

» Format: [Field Id1: valuel & Field Id2: valuel & Field Id3: value3], [Field Id1: valuel |
Field 1d2: valuel].

Help Allows you to add Help text/tooltip for the field.
Read Allows you to define this field as Read Only or otherwise. If marked as Read Only, a red
only crossed circle is displayed when you hover your mouse over the read only field and does

not allow you to enter any information.

*. Mandatory fields

4. Click Save.

Configuring the Rich Text Editor - Styles

1. For more options to customize the Rich Text Editor, in the Rich Text Editor window, click Styles.

Rich Tt Editor b |

B Properties Styles

[Eh User Inputs

Widget Titke

B /U & ] of % N * T t -
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Field descriptions for Styles

Option Description

Weight | Allows you to define the following features in the Widget Title:

Title » Weight - The Weight dropdown list lets you set the font thickness of the field label.

* Size - Allows you to increase/decrease font Size of the field name.

* Line height - Allows you to increase/decrease the Line height of the field. This means
the space between the field and the field border.

 Color - Allows you to define the Color of the field label.

« Align - Allows you to Align the field label to the left, center or right side of the field.

2. To save your settings, click Save.

3. To restore the settings under Styles to default, click (Restore) icon.

How to Undo/Redo actions
You can undo/redo any actions such as adding or deleting page elements.

To undo an action:

1. Open a page in design mode.
2. From the menu on the top, click Undo.

\sar Cosbaarding s [T —— £

The deleted widget is displayed.
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vt b et Litaris Margara Flatbarm Caafoparsthan

3. To redo the previous action, from the menu on the top, click Redo.
The widget is deleted again.

Moving widgets
You can modify the placement of the widgets on your page and move it around as per your preference.

To move a widget:

1. Hover your mouse over the widget and click (Move) icon.
2. Move the widget to any blue highlighted space in the build area.

e ooy Liza s Flrforrm (pefguranss

Cloning Widgets

You can clone a widget to have multiple widgets of the same component on your page, without having to
drag and drop the components onto the page every time.
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To clone a widget:

1. Hover your mouse over the widget.

3]
2. Click (Clone) icon.

User Onboarding [:["]]

Clone
* Onboard user | Quick configure

Create Resource

Create Role

Setup Authentication

* Set Home Page

A clone of the selected widget is displayed on the page. You can modify this cloned widget as per your
requirement.

ADC Admin »*
) o . o
User Onboarding ED% User Onboarding E'I:E.I
* Onboard user | Quick con * Oniboard user | Quick con
figure figure
s Create Resource + Create Resource
» Create Role * Create Raole
* Setup Authentication » Setup Authentication
* Set Home Page * et Home Page

Version Control

This feature allows you to design and have multiple versions of a catalog and enable one master version.
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« Provision to version control the catalogs.

« Provision to edit/configure page elements in each version.

« Version control allows for tracking up to ten versions of the catalog.
* Provision to edit and delete versions.

* Provision to preview another version in a new tab/window while working on the current version.

To add a new version:

1. From the master dropdown menu, select Add Version.
2. Select the Source and enter a Version name.

Certificate Manager master

* Source

masier N T

" Yersion name

Vi

Description
@ Action Wi rkf
Description: Lorem :Lor
printing and typese 1 Y[

3. Click Save.
4. To mark a particular version as the active version for the catalog, enable the toggle next to it.
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() Certificate Manager

|
Buud
master g

V1

?

© Action Widget g Workflow - Actio

5. For more options, click
6. To edit the version details, from the options displayed, click Edit.

(0 Certificate Manager

=

master g

888 Workflow -

7. Edit the version details and click Update.
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Certificate Manager

* Source

master

* Version name

Description
© Action Wi rk

Description: Lorem 1o

printing and typess iy

! Important: The master version cannot be edited.

8. To delete the version, click

9. From the options displayed, click Delete.

! Important: The master version or any active version cannot be deleted.

Preview a Service Catalog

You can see a preview of your custom catalog before publishing it. Also, certain functionalities such as

modifications in the workflow components are only available in the preview mode.

To preview a service catalog:

1. Open a catalog from the Design inventory.
2. From the top right corner of the screen, click Preview.
A preview of the catalog opens in a new tab on your screen.

Publishing a Service Catalog

You can publish a service catalog once all the required components have been configured.
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To publish a service catalog:

1. From the top right corner of the catalog, click Publish & Share.
The Publish & Share pop-up window opens.

<, Publish & Share &

Publish & Share X

Custom URL @

Domain Lifecycle

Link al

https://192.168.223.117:31443/appvie
wx/app#pages/apps/9405786c9373407
0b5345d596ba34215/Domain Lifecycl
e/master

Current active version

master

Field descriptions for Publish & Share

Field Description

Custom URL | Allows you to enter a Custom URL for the catalog.

[ Note: Page name is set as the default URL. ]
Link Displays the link for the catalog. Click on the link to open your catalog in a new tab.

To copy the link click ~' (Clone) icon.

Current active | Displays the current active version of the catalog.

[ Note: This is a read-only field. ]

version

2. To publish your catalog, in the Publish & Share window, click Publish.
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The Published catalog is added to the Published Inventory.

« Important: Only the current active version of the catalog will be published and added to the
Published inventory.

Sharing a Service Catalog

You can share your published service catalogs with other users and/or user groups.
» Sharing a Service Catalog with a User(s)
« Sharing a Service Catalog with a User group(s)

» Scenarios

Sharing a Service Catalog with a User(s)

1. Open a catalog from the Design section.

2. From the top right corner of the screen, click Publish & Share.

3. In the Publish & Share window, click Share.
The Share page pop-up window is displayed.

4. To select the user with whom the catalog will be shared, in the Share page pop-up window, under
User, select the checkbox next to the username.
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User Usergroup
Q
Select all 2 of 7 selected » ' »
Landing Page :N/A » »
Landing Page :N/A
Landing Page :N/A
Landing Page :N/A
Landing Page :N/A » »
Landing Page :N/A
Landing Page :N/A
( g
Note: A catalog can be shared with multiple users. ]
N

5. To share the catalog with selected user(s), click Apply.

« Important: To share a specific version of the catalog, ensure it is the current active version.

Sharing a Service Catalog with a User group(s)

1. Open a catalog from the Design section.

2. From the top right corner of the screen, click Publish & Share.

3. In the Publish & Share window, click Share.
The Share page pop-up window is displayed.

4. To select the usergroup with whom the catalog will be shared, in the Share page window, under
Usergroup, select the checkbox next to the usergroup.
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Share page X

User Usergroup
Q
Selectall 2 of 5 selected » - '
Landing Page :N/A
Landing Page :N/A » »
Landing Page :N/A
Landing Page :N/A » D
Landing Page :N/A
| horly
( ot
Note: A catalog can be shared with multiple user groups. ]
N

5. To share the catalog with the selected user group(s), click Apply.

! Important: To share a specific version of the catalog, ensure it is the current active version.

Scenarios

When a user creates a page and shares it with another user(s) in design mode,

« All actions such as renaming the page, adding/deleting components, changes in widgets and their
properties and so on made by the user who created the page will be reflected for the user(s) with which

the page has been shared.
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Service Catalogs with Birthright Role

Birthright provisioning allows external users to log into AppViewX even when they have not been
assigned to any user groups. By enabling birthright to a user group, when an external user logs into
AppViewX, they will see the landing page of the user groups for which Birthright has been enabled.

If an external user has been assigned to a user group then,

« If that user group does not have a landing page set up, then the landing page associated with the group
for which Birthright is enabled will be the landing page for this user.

« If that user group has a landing page set up, then the landing page that appears when the user logs in
will be dynamic. However, any further changes to the landing page settings will impact the landing page
of this user. The latest page set as the landing page becomes the landing page of this user when they

login.

* Limitation

Limitation

If the birthright provisioning is changed from one user group to another, for example, if the birthright was
enabled for the ‘Admin’ user group, but now it has been enabled for the ‘end user’ user group, there is
no change to the landing page for the user, i.e. the landing page of the ‘end user’ user group will not be

updated.

Cloning a Service Catalog

You can clone catalogs that are in the Published inventory as well as in the Design section.

« Cloning a Published Catalog

* Cloning a Catalog in Design mode

Cloning a Published Catalog

1. On the Published page, click * onthe page to be cloned.
2. From the options displayed, click Clone.
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Published €

Clone

Last updated: 16 Feb 2023

The cloned catalog opens in the same tab and a copy of the cloned catalog is added to the Design
Inventory.

Cloning a Catalog in Design mode

1. On the Design page, click on the page to be cloned.

2. From the options displayed, click Clone.

Design €D

+

Design

Wl Delete

Last updated: 27 Fel & Export

The selected catalog opens in the same tab and a copy of the cloned catalog is added to the Design
inventory.
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Setting up the Landing Page

The Landing page is the page that appears first on the screen when a user logs into AppViewX. Only
a Published service catalog can be shared and set as a landing page. This Landing page can be also
accessed by clicking the AppViewX logo on the top left corner of the computer screen.
! Important: When setting the Landing page, only the current active version of the catalog will be
set as the Landing page.

« Setting up the Landing Page when Publishing/Sharing

« Setting up the Landing Page under User Preferences

Setting up the Landing Page when Publishing/Sharing

To set the current page as a landing page for certain user(s) and/or user group(s):

. Open a Published page.

. From the top right corner of the screen, click Publish & Share.

. In the Publish & Share window, click Share.

. In the Share page window, select the user(s) for which the current catalog is to be set as the Landing
page.

5. To set the current catalog as the landing page for selected user(s), in the Share page window, under

A W N P

Landing page, turn on the toggle for the selected user(s).
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Share page x

User Usergroup
Q

Selectall 2 of 7 selected » : »
Landing Page :ADC Ad . »

Landing Page :N/A

Landing Page :N/A

Landing Page :N/A

o )

Landing Page :ADC Adrr

Landing Page :N/A

Landing Page :N/A

6. To implement the selected settings, click Apply.

Note: The current active version of the catalog will be set as the Landing page for the selected

users.

Setting up the Landing Page under User Preferences

You can also set a specific page as your landing page by modifying user preferences.

To set landing page under user preferences:
1. From the top right corner of the screen, click ® (Profile) icon.
2. From the options displayed, select User preferences.

3. On the User preferences page, from the drop down in the Landing page section, select the catalog

that you want to set as the landing page.
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Landing page
Preference }QDC+ -
Cert+
DDI+
PLATFORM
AUTOMATION
Dashboard -

4. To set the selected catalog as your landing page, click Save.

Hiding the Page Header

You have the option of hiding the AppViewX header on your published catalogs. This can be done while
sharing a published catalog with user(s) and/or usergroup(s).

To hide the page header:

1. Open a Published page.

2. From the top right corner of the screen, click Publish & Share.

3. In the Publish & Share window, click Share.

4. In the Share page window, select the user(s) from the list.

5. To hide the page header for the selected user(s), under Hide page header, turn on the toggle for the
selected user(s).
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Q

Selectall 2 of 7 selected

Landing Page :N/A
Landing Page :N/A
Landing Page :N/A
Landing Page :N/A
Landing Page :N/A
Landing Page :N/A

Landing Page :N/A

|

Landing page @

e header

6. To implement the settings, click Apply.

The AppViewX header is hidden.

Service Catalog User Guide

'ﬂ User Onboarding

Fr
S5

Licenae Management

% Flatform Configuration

- ™
Note: The Hide page header option is independent of whether the catalog is set as the
Landing page for a user or not. The page header will be hidden even when the Published
catalog is accessed with its URL.
J
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7. To show the application header, from the top right corner of the screen click hd .

%

8. To collapse the application header, from the top right of the screen, click

Troubleshooting

Following are the common issues and their solutions:

Issue

Service Catalog module
does not load

Cause

 avx-web-visual-page-builder pod is
down.

 avx-subsystems-automation pod is
down.

Solution

Restart the pods and refresh the

catalog.

Design canvas throws
error

» avx-web-visual-page-builder pod is
down.

« visual_page_builder_toolbox is not
available as a web plugin/addOn.

* Restart avx-web-visual-page-
builder pod.

« Deploy the
visual_page_builder_toolbox in
the required location.

Catalog actions (Create,
Publish, Share etc.) not
enabled or available

The user might not have permission for
these Service catalog actions enabled.

Enable the required Service
catalog action permissions for
the user's role.

Landing page not set
appropriately for shared

users

» The catalog might have been shared
before it was set as the landing page.

 Landing page setting might be
overridden in page share tab for
user/user group or application user
preference.

* The catalog has to be shared
after setting the landing page.

« Cross verify landing page
setting in share tab and
application user preference.
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Following are the common issues and their solutions: (continued)

Issue

Cause ‘ Solution

Improper data or error in | Discrepancies in data sent/received from [ Analyze/Share the Service
widgets server. Catalog related logs listed here
with dev team:

» webApp.log
« visual_page_builder_engine.log
* avx-subsystems.log
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